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Abstract

I Motivation and {Goals

<In the first fifteen years of its existence, the World Wide Web has had a profound and
transformative impact on all facets of our society While the Internet has been with us for 40
years, the Web has caused an exponential growth of its use; with up to 1.5 hillion users worldwide
now accessing more than 22 hillion web pages. 'Sodal Metworks' are attracting more and diverse
users. With 4 billion subscribers to mohile telephony across the globe {there are almost 7 hillien
pecple on earth} and mobile phones being increasingly used to connect to the Internet, mohile
weh applications and services are developing fast.

&nd there is much more to come, which will go well beyond information processing and data
exchange. The ‘Internet of Things'. the Semantic Web and Joud Computing are all evolving
fast, reflecting the dynamism of the technology developments that are related to the digitization
of the world around us and cur relationship with it. They in turn raise issues of e-ldentity and
Trust in the digital interactions they enable.

Howewer, while we are staring at this amazing new world and getting excited by the use
of previcusly unimagined devices, we are also perplexed and concerned by the ease with which
cur data can be stolen, our profiles used for commercial purposes without our consent, or our
identity purleined. We get more and more alarmed by the loss of ocur privacy: often justified by
unseen security requirements, or by the risks of failures in and deliberate attacks on cur critical
infrastructures. The trustworthiness of our increasingly digitized world is at stake.

|- ..| We may be scared with the idea that we will hawve to live with a "digital shadow”
that does not forget possible past little misdemeanours or indiscretions, and which can then be
accessed by future employers or partners. The idea of being robbed or cheated by somebody at
the other end of the world whom you have never met, without understanding how it happened
and with little chance for legal redress, seems intolerable for European citizens.

|- ..| Uncontrolled technology development and innovation can lead the Internet and the Web
to become a jungle: where trust is lost, crime and malfeasance rise and each individual is forced
to defend themselves with limited tocls. At the same time, policy development without aware-
ness of technology development and trends will choke inncvation and economic growth. Most
importantly, if citizens feel threatened, mistrustful and increasingly hesitant towards innowative

applications and services, cur whole society may end up being the loser.

Viviane Reding,

Member of the Buropean Commission
Responsikle for Information Society and Media
n *Trust in the Fnformation Soctlefy”

A Report of the Advisory Board RISEFTIS, Feb 2010 |54]



Abstract

«%This paper inwestigates the notion and role of trust in modern societies as a first step
towards the construction of indicators that could better inform our understanding of societal
progress. Trust is commonly viewed as a proxy indicator of sodal capital. and a high level of
trust is considered a factor that can enhance economic growth and social well-being. Indicators
of trust inform about the quality of people’s interactions with others, hence on their assessment
of the extent to which other people in the community are perceived as potential partners rather
than as rivals.

The paper, starting from the varicus notions and theories of trust provided in literature,
discusses different definitions of trust, its warious dimensions {i.e. interpersonal and institutional
trust}, their relation to the broader notion of social capital, and the different facters that affect
it. It then overviews the measures currently used to assess trust, discussing their advantages and
disadvantages. (QJuestions assessing the degree of trust of respondents towards other people and
institutions have been asked in dozens of large-scale surveys worldwide, and these data highlight
systematic relations between trust and varicus dimensions of economic and social well-being.
The paper concludes by noting the limits of available evidence and the scope for improvements
through hbetter survey design and more comparable survey questions.z

Adolfo Morrone, Giulia Ranuzzi and Noemi Tontoranelli,
fn *How Cood is Trust?: Measuring Trust and i85 Role for the Progress of Sociefies”

An OECD Statistics Working Paper, Oet 2009 |57

The aforementioned quotations are just two examples of the importance of an accurate trust
and reputation management in order to build up a trustworthy information society, To achievea
real and widespread deployment of information technologies, we all have to overcome the barriers
and ohstacles that hinder us from fully trusting these systems. Electronic communications,
eCommerce transactions and many other tasks involving computer networks cannot completely
succeed without the guarantes that we will not be cheated or defrauded by malicious users, And
if such behavior occurs, there should exist mechanisms to detect and, when possible, punish it.

Security in computer networks has been studied for vears, developing robust and accurate
golutions accomplishing high rates of confidence in the scenarios where they are applied. Tra-
ditional schemes such as IPSec, Authentication, Authorization and Accounting [AAAY [120],
Public Key Infrastructures (PKI) [12]], etc., have been proved to be really effective and useful
when dealing with certain threats and risks in distributed and heterogeneous networks.

MNevertheless, the rapid development of the technology in the last vears has led to a situa-
tion where the number of devices connected and permanently joining the Internet i= amazingly
increasing day by day. Thus, we have been witnesses of a quick growth of mobile and ad-hoc
networks, wireless sensors and actuators ones, vehicular networks... In short, highly distributed
environments where traditional solutions are not always easy to deploy,

Additionally, there are other trading and husiness networks, usually composed by lots
of users, where maost of the times service providers or sellers and service consumers or cus-
tomers/clients, are absolute strangers, being eBay one of the most common examples of this
kind of electronic markets. Therefore such entities need a precise mechanism assisting them
when making the decision of who to interact with, or who to have a transaction with.

Recently, trust and reputation management has arisen as a novel and powerful way of dealing
with thiz topic, drawing the attention of a number of research groups in hoth Industry and
Arcademia. It is a promising field where big amounts of money have heen and are being invested,
SWIFT [106, 23], SENSEI [#1], GRIDTRUST [73], ANTIPHISH [74], 83MS [20], OPENTC [77],
FRIME [7&], HUMARBIO [76], REFUTATION [7%], SOCIALREP [22] and TRUSTREF [24] are
just some examples of EU projects that have incorporated such trust and reputation management
within their proposed solutions. These collaboration efforts constitute a proof of the relevance
and interest that this issue is reaching for many institutions.

Félix Gomez Marmol vi



PhI} Thesis. - Trust & Reputation WManagement
in Distributed and Heterogeneous Systems

Thiz PhD} Thesis, in particular, explores the current state of the art in the literature, propos-
ing new and novel bio-inspired models as well as a comprehensive analysis of both the taxonomy
of these concrete systems and the security threats that are specifically applicable to them. It
also provides a generic framework for easily developing and comparing new approaches of trust
and reputation management.

Thus, the specific goals we pursue with the work done in this PhD Thesiz are the following:

s Analvze the current state of the art in this field.
o Identify possible deficiencies in the studied trust and reputation management proposals,
o Design and suggest innovative and original alternatives overcoming such drawhacks,

s Make a profound analysizs of the intrinsic nature of these mechanisms, proposing some
generic steps to be followed by every trust and/or reputation model.

e Study those threats that are specifically applicable in these environments, providing solu-
tions in order to defeat them

o Develop a generic tool that may help other researchers to implement new trust and repu-
tation management approaches, and easily perform a comparizon amongst them.

o Liken some of our original alternatives to some of the current most representative models
found in the literature,

e Survey some real and final scenarios where to deploy and apply trust and reputation
management, contributing with our own proposals.

IT Methodology

Thiz Ph} Thesis was conceived from its very beginning as a publications compilation ons,
So all the work carried out throughout it was directed towards this target.

The first step carried out as part if this PhD Thesis was to survey the current state of the art
in the field of trust and reputation management in distributed systems. Such study evidenced
the importance that this topic has achieved in the last few vears, with a recent growth of works
related to this field,

Besides, we realized that the problem had been tackled from many perspectives, ranging
from fuzzv logic, to bayesian networks, or even just analyvtic expressions. Nevertheless, there
were only very few works applying a bio-inspired approach in order to handle concepts such as
trust or reputation in computer networks.

Hence, we designed and developed our first trust and reputation model, called TACS (Trust
Ant Colony System), almed to work in P2P networks. It was built upon an ant colony system
algorithm, since we considersed that the properties of this particular bio-inspired mechanizm
could fit in very well within our problem requirements.

However, TACS ended up having many input parameters, which could lead to the wrong idea
that it was too complex and dependent on a concrete values configuration of those parameters
in order to obtain a good performance. That was the reason why we developed META-TACS,
which consisted of a genetic algorithm that allowed us to successfully verify the underlying trust
model TACS using several parameters values sets,

Mext we decided to enhance and adapt our model in order to be suitable for wireless sensar
networks, developing this way the so-called BTREM-WSN model (Bio-inspired Trust and Re-
putation Model for Wireless Sensor Networks), This adaptation took into consideration the

Félix Gomez Marmol vii
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constrained capabilities of the devices composing such networks, in terms of energy consump-
tion, for instance. Actually two versions of the modsel were proposed depending on the resources
restrictions of the environments where to apply the model,

After a second revision of the state of the art in order to be updated with the latest warks
done in this area, and once we had already developed two own proposals, we noticed that most of
those models followed a similar pattern. Then we suggested a pre-standardization scheme posing
several generic steps that, in our opinion, every trust and reputation model should accomplish,

Simultaneously we also realized that many authors did not take into consideration some of
the most important threats that could compromise their trust and reputation models, Therefore,
we analyzed which were those main risks and proposed some recommendations in order to face
them.

Finally, having such security threats compilation, together with the previously standardiza-
tion approach, an adequate next step was to design and develop a generic tool implementing the
aforementioned steps, as well as some of those threats. This framework, called TRMSim-WSN
(Trust and Reputation Models Simulator for Wireless Sensor Networks), helped us to conduct a
comparison between our model BTRM-WSN and some of the current most representative trust
and reputation models. This experiment allowed us to check the goodness of our proposal, not
alone but in contrast to other well known solutions.

IIT Results

The results of this PhD Thesis are all exposed in the articles that compose it. Thus far
instance, the initial literature survey has been presented in the book chapter entitled ‘State
of the Art in Trust and Reputation Models in P2P networks’ [£1], published in the Springer
Handbook of Peer-to-Peer Networking,

In this work we have described some of the most representative trust and reputation models
for P2P networks, explaining how each of them works, how they manage the concepts of trust
and reputation or how they gather information about other peers in the network,

But we have also discussed the main common characteristics of all the exposed models, as
well as the most important differences amongst them. We have analyzed their weaknesses and
deficiencies and shown some real examples of systems using trust and or reputation schemes,

FRegarding our first developed model TACS [7], described in the article entitled *TACS, a
Trust Model for P2P Networks' [11] and published in Elsevier Wireless Personal Communications
Journal, it presents one of the first P2P network trust models based on ant colony system, where
the traces of pheromone are identified with the trust that a client has on finding a benevolent
server offering a certain service.

The experiments performed showed its high accuracy when selecting the most trustworthy
peer in the community, having no previous information about its participants. It is able to select
a suitable server in a high percentage of the cases on static networks regardless of its size, and
on dynamic networks (with peers continuously entering and leaving the system) regardless of
ite dynamism. Oscillating networks, where the goodness of a peer might change along the time,
have also been solved with TACS.

Additionally, the parameters optimization of such model has been carried out through the
CHC genetic algorithm [#0], demonstrating the robustness of TACS model against a wide range
of working parameter values, That is, TACS seems to work reasonably well regardless the values
given for its parameters (within a certain interval}. This work has been accepted for publication
in the Intellizent Automation and Soft Computing Journal, under the title ‘META-TACS: a
Trust Model Demonstration of Robustness through a Genetic Algorithm’ [10].

Félix Gamez Marmol viil
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MNext, an enhancement of TACS model specifically oriented to wireless sensor networks
(WSN), called BTRM-WSEN has been published in the Springer Telecommunications System
Journal with the title ‘Providing Trust in Wireless Sensor Networks using a Bio-Inspired Tech-
nique' [¥]. We have proposed two versions of such new model, depending on the capabilities of
the WSN we are dealing with and on the security restrictions we would like to apply. Thus, the
first version is lighter and more scalable while the second is more resilient and accurate,

The experiments conducted have proved that BTRM-WSN iz highly scalable, accurate, light
and robust, Its main deficiencies come when the percentage of malicious servers is greater than or
equal to 30%. So the key factor that makes our model fail when searching the most trustworthy
server through the most reputable path is that proportion of fraudulent servers.

As for the trust and reputation models pre-standardization proposal, it has been published
under the title ‘Towards pre-standardization of trust and reputation models for distributed
and heterogensous systems' [62] in Elsevier Computer Standards & Interfaces, Special Issue on
Information and Communications Security, Privacy and Trust: Standards and Regulations.

In this work we have given some classification recommendations of several trust and/or repu-
tation models found in the literature according to the type of model (trust, reputation or hybrid},
its scope [multi-agents systems, P2F networks, ad-hoc networks, Wireless Sensor Networks or a
combination of these) and the technigque used to compute trust and/or reputation values (fuzzy
logic, Bayesian networks, bio-inspired algorithms, social networks or analytic expressions).

We have also described the components we consider a future trust and /or reputation standard
model should have: gathering behavioral information, scoring and ranking entities, selecting the
entity to interact with, performing a transaction with the selected entity and rewarding or
punishing that entity,

Furthermore, we have proposed an interface aimed to supply a common layer when designing
a trust and/or reputation model for distributed environments, describing its main parameters
and outcomes. And finally some designing advices that we think trust and /or reputation models
should include have been given. Thus, someone interested in developing such a model, will have
a starting point to begin his/her design, with possible functions or steps provided with different
input and output paramseters and paramster values.

In turn, in the article entitled *Security Threats Scenarios in Trust and Reputation Models
for Distributed Systems' [£2] and published in Elsevier Computers & Security, we have analyzed
the main security threats that can be applied in most of trust and reputation schemes. Moreover,
we have discussed them and suggested a possible way of tackling each one of those risks.

A complete taxonomy of those threats or attacks has been developed as well, describing
several possible dimensions of an attack over trust and reputation systems, and categorizing the
exposed threats according to these dimensions or properties.

Additionally, we have presented some representative trust and reputation models and shown
how they deal with those threats that can be applied to them, revealing that not all the threats
are paid the same attention and none of them i= categorically solved.

Finally, in order to provide a generic way to implement new models and to ease the com-
parison with some of the most relevant ones, we developed a simulator called TRMSim-WSN
[50], presented in *TRMSim-WSN, Trust and Reputation Models Simulator for Wireless Sensor
Networks' [52], published in the IEEE International Conference on Communications 2003

In this paper we have presented TRMSim-W SN, a novel trust and reputation models simu-
lator for wireless sensor networks, As far as we know, this is one of the first simulators of these
characteristics for WSN=. We have shown the generic trust and reputation models interface
we have designed and developed, and explained how a new trust and reputation model can be
easily added to the simulator. We have also described the main features and possibilities that
TRMSim-WSN offers, and how to configure it in order to carry out customized simulations,

Félix Gamez Marmol 1x



Abstract

IV Conclusions and Future work

Internet and the World Wide Web are continuously changing our lives. Today's capahility
of instantaneously communicating with somebhody else at the other end of the world, as well
as sharing information, or even doing business through electronic transactions, was certainly
unhkelievable only some years ago.

Nevertheless, hesides the wide range of opportunities that are offered to us and that promote
the economic growth of the nations, there are unfortunately several threats that hinder such
development as well.

And while traditional network security solutions have been proved to be quite effective in
certain scenarios, the astonizshing fast expansion of current technologies and the emergence of
new ones make them not that suitable for every environment.

Trust and reputation management has been recently proposed as a novel and accurate alter-
native of dealing with some specific situations where a lack of information about the rest of the
members composing the community could lead to a set of highly harmful attacks,

By gathering behavioral information from other participants, a user can generate its own
opinion about how trustworthy or reputable another user is, when performing a specific action
or task. Such mechanism is very adequate, for instance, in those scenarios where a public key
infrastructure i= not feasible.

Hence, in our opinion, an appropriate trust and reputation management in distributed sys-
tems might be definitely helpful in increasing the security and confidence of end users, supporting
this way a prosperous information society development.

It is indeed an appealing research field, though there i= still too much work to do, with very
promising outcomes. We consider it a profitable topic where to invest money and resources is
surely a wise move,

Thus, the work carried out as part of this PhD} Thesis helped us to achisve a better knowledge
about this kind of mechanisms, due to the continuous and comprehensive survey of the state
of the art done throughout it. The effectiveness of the application of bio-inspired algorithms in
order to manage trust and reputation has been demonstrated as well, with the development of
two new and novel models in this sense: TACS and BETRM-WSN,

The pre-standardization of trust and reputation models proposal, as well as the analysizs of
specifically applicable security threats are two of our most relevant contributions. We expect
them to serve as reference guidelines for current and future researches who want to focus in this
topic.

Equally useful is the trust and reputation models simulator. In fact, it allowed us to conduct
a comparison hetween our model BTREM-WSN and some of the current most representative
ones, concluding that none of them is perfectly suitable for any situation.

Regarding our particular ongoing and future work, we are studying two concrete and real sce-
narios where to apply and deploy a trust and reputation mechanism, showing this way the utility
of these approaches for final users. Those environments are: Identity Management Systems and
Wireless Sensor and Actuator Networks., For both cases we have designed and implemented
different trust and reputation models aimed to improve the security of such systems, as well as
the user's impression about them.

Besides, we are currently benefiting from the advantages of fuzzy logic and fuzzy set re-
presentation in order to provide a more human-interpretable trust model, while preserving the
accuracy of our already developed solutions,

We are also planning to enhance our simulator TRMSim-WSN, incorporating new trust and
reputation models as well as a improving its security threats module, Our goal i= for it to become
one of the reference tools within this area of knowledge.
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Lastly, we consider two final real scenarios that would benefit from the application of trust
and reputation management. Those are Vehicular-to-Vehicular (V2V} or Car-to-Car (C2C)
networks and the so called 'Internet of Things'. In fact, there is too few work done in this
direction, so it constitutes an excellent starting point for a new research line.

Félix Gamez Marmol



Abstract

Félix Gamez Marmol



Resumen

I DMotivacion y Objetivos

«#En sus primeros quince afios de existencia, [a World Wide Web ha tenido un profundo ¥
transformador impacto en todas las facetas de nuestra sociedad. Mientras que Internet va lleva 40
aftos con nosotros, la Web ha provocado un crecimiento exponencial de su uso, con mis de 1500
millones de usuarios en todo el munde accediendo a2 mas de 2200 millones de paginas weh. Las
‘Redes Sociales” estén atrayendo cada wvez a mas v mas usuarics diferentes. Con 4000 millones
de suscriptores de telefonia mévil 2 lo largo del planeta (hay casi 7000 millones de personas
en la Tierra} v con el aumento del uso de los teléfonos méviles para conectarse a Internet. las
aplicaciones y servicios web méviles se estan desarrollando con rapidez.

% aln queda mucho por wenir, v que sin duda superard el mero procesamiento de informacisn
e intercambio de datos. La ‘Internet de las Cosas’, la Web Semantica o la Computacidn en la
Mube estin avanzando rapidamente, reflejando el dinamismo de los desarrollos de |a tecnologia
relacicnados con la digitalizacién del mundo que nos rodea y nuestra relacidn con éste. Estos a su
wez plantean cuestiones de e-ldentidad y Contianza en las interacciones digitales que posibilitan.

Sin embargo, mientras chservamos con asombro este nuevo mundo v nos entusiasma el uso
de dispositivos previamente inimaginables, también nos sentimos perplejos v preccupados por la
fadlidad con la que nuestros datos pueden ser robados, nuestro perfiles usados con propositos
comerciales sin nuestro consentimiento, o nuestra identidad suplantada. Mos alarma cada wez
mas la pérdida de privacidad, a menudo justificada por requisitos de seguridad ccultos, o por
riesgo de fallos v atagues deliberados sobre nuestras infraestructuras criticas. La fiabilidad de
nuestro mundo altamente digitalizado estd en juego.

|- ..| Podemos temer a la idea de tener que wivir con una “huoella digital” que no olvida
posibles delitos menores o indiscreciones del pasado, que por tanto puede ser consultada por
futuros compafieros o superiores. La idea de ser robado o estafado por alguien en el otro extremo
del mundo a quien nunca hemos conocido, sin comprender cémo ha sucedido v con pocas opcones
de redencion legal, resulta intolerahle para los ciudadancs europeos.

|- -.| Una innovacién vy desarrollo tecnolégico descontrolados pueden convertir a Internet v |a
W'eb en una jungla. donde |a confianza estd perdida. el crimen v las malas conductas en general
aumentan vy cada individuo se ve obligado a defenderse a si mismo con herramientas limitadas. Al
mismo tiempo, el desarrollo de politicas desligadas de las tendencias v desarrollos de la tecnologia
chstruiran la innovacién y el crecimiento econdmico. Adn mas importante, si los ciudadancs se
sienten amenazados, desconfiados v cada wez mas dudosos hacia los servicios v las aplicaciones

innovadoras, nuestra sociedad por completo puede acabar siendo |2 perdedora =
Viviane Reding,
Miembro de la Comisidn Europea
Responsable para la Sociedad de la Informacién y los Medios de Comunicacidn
En *Trust in the mformasion Soclefy”

Un dnforme del ponel asesor BISEPTLS, Feb 2018 |54 (traduccién al castellano)



Resumen

«Este articulo investiga la nocidn v el papel de la contianza en las sociedades modernas como
un primer paso hacia la construccion de indicadores que pudieran mejorar nuestro conocimiento
acerca del progreso de |a sociedad. La confianza se we cominmente como un indicador del poder
del capital social, v un alto nivel de confianza se considera como un factor que puede mejorar
el crecimiento econdmico v el bienestar social. Los indicadores de confianza informan acerca de
la calidad de las interacciones de las perscnas entre ellas, v por tanto de su percepdén de hasta
qué punto otras personas en la comunidad son percibidas como potenciales compafiercs en vez
de rivales.

El articule. comenzando por las distintas nociones v teorias de la confianza proporcionadas
por |z literatura, trata de las diferentes definiciones de contianza, sus variadas dimensiones {por
gjemplo, confianza interpersonal e institucional}, su relacidén con la nocidn mas extensa de capital
sorial, v los diferentes fartores que le afectan. A continuarcion repasa las medidas usadas artual-
mente para evaluar la confianza, debatiendo acerca de sus wentajas e inconvenientes. Docenas
de encuestas a gran escala a lo large de todo el planeta han preguntado cuestiones acerca del
grado de confianza de los encuestados en otras personas e instituriones, y estos datos ponen de
manitiesto las relaciones sistematicas entre la confianza v varias dimensiones del bienestar social
v econamico. El articulo concluye remarcando los [imites de las evidencias disponibles asi como
el alcance de mejoras a través de un mejor disefic de las encuestas v preguntas mas facilmente
comparables. =

Adolfo Morrone, Giulia Ranuzzi v Noemi Tontoranelli,
En “How Good 15 Trust?: Measuring Trust and ifs Hele for the FProgress of Soctefies”

Un arficuls de trobofo estodistice de o OCOE, Oct 2009 |57] {traduccién al castellans)

Las citas anteriormente mencionadas son tan solo un par de ejemplos de la importancia que
tiene la gestion precisa de la confianza v la reputacion con el objetivo de construir una socledad
de la informacisn fiable. Siqueremos conseguir un despliegue real ¥ extendido de las tecnologias
de la informacion, todos debemos superar las barreras ¥ obstaculos que nos impiden confiar
plenamente en dichos sistemas. Las comunicaciones electronicas, las transacciones de comercio
electronico v muchas otras tareas que conlleven €l uso de redes de ordenadores no pueden tener
éxito completamente sin la garantia de que no seremos estafados ni defraudados por usuarios
maliciosos. Y sl tal comportamiento ocurriera, deberian existir los mecanismos necesarios para
detectarlos v, si fuera posible, penalizarlas,

Drurante anos se ha estudiado la seguridad en redes de ordenadores, desarrollando soluciones
robustas ¥y precisas alcanzando altas cotas de confianza en aquellos escenarios en los que eran
aplicadas. Esguemas tradicionales tales como IFSec, Autenticacidn, Autorizacidn v Auditoria
[AAAY [120], Infraestructuras de clave publica [PKI) [121], etc. han sido utilizadas como he-
rramientas realmente eficientes v ntiles a la hora de abordar ciertos riesgos v amenazas en redes
distribuidas v heterogéneas.

Sin embargo, €l rapido desarrollo de la tecnologia en los ultimos anos nos ha conducido a una
situacion donde el nimero de dispositivos conectados v continuamente uniendose a Internet esta
creciendo asombrosamente dia a dia. Asi hemos sido testigos de un rapido crecimiento de las
redes moviles ¥ ad-hoc, las redes de sensores v actuadores, las redes vehiculares... En resumen,
entornos altamente distribuidos donde las soluciones tradicionales no son siempre faciles de
aplicar.

Ademas, existen otras redes comerciales, normalmente compuestas por multitud de usua-
rios, donde la mavoria de las veces los proveedores de servicios o vendedores v los clientes son
completos desconocidos los unos para los otros, siendo eBay uno de los gjemplos mas comunes
de este tipo de mercados electronicos. Por lo tanto, dichas entidades necesitan un mecanismo
precizo que loz avuda a la hora de tomar la decision sobre con gquien interactuar, o con quien
llevar a cabo una transaccion.
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Recientemente la gestion de la conflanza v la reputacion ha surgido como una alternativa
novedosa capaz de tratar con este tema, captando la atencion de numerosos grupos de inves-
tigacion tanto desde la Universidad como desde la empresa privada, Se trata de un campo
prometedor donde se han invertido v se siguen invirtiendo grandes sumas de dinero. SWIFT
[106, 23], SENSEI [21], GRIDTRUST [75], ANTIFHISH [74], S3MS [20], OPENTC [77], FRIME
[7%], HUMAERIO [7¢], REPUTATION [74], SOCIALREF [22] v TRUSTREPF [¢4] son solo al-
gunos ejemplos de provectos europeos que han incorporado dicha gestion de la confianza v la
reputacion dentro de las soluciones propuestas. Estos esfuerzos de colaboracion constituyen una
prueba de la relevancia v 2l interes que este campo de investigacion esta alcanzando para muchas
instituciones.

Esta Tesis Doctoral en particular explora €l estado del arte actual, proponiendo nuevos v
novedosos modelos bio-inspirados asi como un analisis exhaustivo tanto de la taxonomia de estos
sistemas en concreto, como de las amenazas de seguridad que les son especificamente aplicables,
También proporciona un marco de trabajo genérico para desarrollar ¥ comparar facilmente
nuevas propuestas de gestion de la confianza v la reputacion.

A=, los objetivos especificos que perseguimos con el trabajo realizado en esta tesiz doctoral
son los siguientes:

o Analizar €l estado del arte actual en este campo.

o Identificar posibles deficiencias en las propuestas de gestion de confianza v reputacion
estudiadas.

o Disenar y sugerir alternativas innovadoras y originales que den respuesta a las carencias
previamente encontradas.

e Realizar un profundo analisiz de la naturaleza intrinseca de estos mecanismos, proponiendo
UNos pasos genericos a seguir por cualquier modelo de confianza v /o reputacion.

s Estudiar aquellas amenazas que son especificaments aplicables en estos entornos, propor-
clonando soluclones para superarlas.

o Desarrollar una herramienta generica que pueda servir a otros investigadores para imple-
mentar nuevas propuestas de gestion de la confianza v la reputacion, asi como realizar de
forma sencilla comparaciones entre éstas,

s Comparar algunas de nuestras alternativas originales con algunos de los modelos actuales
mas representativos encontrados en la literatura.

s Sondear algunos escenarios finales v reales donde poder aplicar la gestion de la confianza
¥ la reputacion, aportando nuestras propias propuestas,

II Metodologia

Esta Tesizs Doctoral fue concebida desde €] principio como una tesis basada en compilacidn
de articulos. For lo tanto, todo €] trabajo realizado a lo lareo de la misma ha sido orientado en
esta direccidn,

El primer paso llevado a cabo como parte de esta Tesis Doctoral consistio en sondear el
estado del arte en €l campo de la gestion de la confianza ¥ la reputacion en sistemas distribuidos,
Dricho estudio evidencid la importancia que este tema ha alcanzado en los altimos anos, con un
crecimiento reciente de trabajos relacionados con este campo.
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Ademas, nos dimos cuenta que €l problema habia sido abordado desde distintas perspectivas,
desde logica difusa hasta redes bayesianas, o incluso sencillamente expresiones analiticas. Sin
embargo, solo existian unos pocos trabajos aplicando un método bio-inspirado para manejar
conceptos tales como confianza o reputacion en redes de ordenadores.

For lo tanto, disenamos v desarrollamos nuestro primer modelo de confianza v reputaci-
on, llamado TACS [ Trust Ant Colony System), orientado a redes P2P, Fue construido sobre la
base de un algoritmo de colonia de hormigas, va que consideramos que las propledades de este
mecanismo bio-inspirado en particular se podian ajustar muy bien a los requisitos de nuestro
problema.

Sin embargo, TACS acabko teniendo muchos parametros de entrada, lo que podria conducir
a la idea equivocada de que era muy complejo ¥ dependiente de una configuracion especifica de
valores de dichos parametros para poder conseguir un buen rendimiento, Esa fue la razon por la
que desarrollamos META-TACS, que consistio en un algoritmo genético que nos permitio probar
con exito €] modelo de confianza subvacente, TACS, usando diferentes conjuntos de valores de
parametros,

A continuacion decidimos mejorar v adaptar nuestro modelo para adecuarlo a las redes de
sensores inalambricas, desarrollando de esta manera €] modelo conocido como BTRM-WSN
(Bio-inspired Trust and Reputation Model for Wireless Sensor Networks), Dicha adaptacion
tuvo £n cuenta las capacidades limitadas de los dispositivos que componen dichas redes, en
términos de consumo de energia, por gjemplo. En realidad se propusieron dos versiones del
modelo dependiendo de las restriccionss de recursos que tuviera el entorno donde se fuera a
aplicar €l mismo,

Tras una segunda revision del estado del arte para mantenernos actualizados con los (ltimos
trabajos realizados en €l area, ¥ una vez que va habiamos desarrollado dos modelos propios,
nos dimos cuenta de que la mavoria de dichos modelos seguian un patron similar. Entonces
propusimos un €squema de preestandarizacion planteando varios pasos genéricos que, €n nuestra
opinion, todo modelo de confianza v reputacion deberia cumplir.

Al mizsmo tiempo también observamos que muchos autores no habian considerado algunas
de las amenazas mas importantes que podian comprometer sus modelos de conflanza v reputa-
cion. Por lo tanto, analizamos cuales podian ser esos riesgos principales v propusimos algunas
recomendaciones para hacerles frente,

For ultimo, teniendo dicha recopilacion de amenazas de seguridad, junto con la propuesta
anterior de pre-estandarizacion, un siguiente paso que consideramos adecuado fue el diseno v
desarrollo de una herramienta generica que implementara los pasos anteriorments mencionados,
asi como alguna de las amenazas, Este entorno, llamado TRMSIim-WSN [ Trust and Reputation
Models Simuiator for Wireless Sensor Networks), nos ayudd a llevar a cabo una comparacion
entre nuestro modelo BTREM-WSN v algunos de los modelos de confianza v reputacion actuales
mas representativos. Este experimento nos permitio comprobar la bondad de nuestra propuesta,
no £n solitario, sino en contrate con otras soluclones bien conocidas.

III Resultados

Todos los resultados de esta Tesis Doctoral se encuentran expuestos en los articulos que la
componen, Asi por ejemplo, €] sondeo inicial de la literatura se ha presentado en el capitulo de
libro titulado * State of the Art in Trust and Reputation Models in PEF networks' [£1], publicado
en el Springer Handbook of Feer-to-Feer Networking.

En este trabajo se han descrito algunos de los modelos de confianza vy reputacion mas re-
presentativos para redes P2P, explicando como funciona cada uno de ellos, como gestionan la
confianza v reputacion o como recopilan informacion acerca de otros miembros de la red.
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Fero también se han tratado las principales caracteristicas comunes a todos los modelos
expusstos, asi como las diferencias mas significativas entre ellos. Hemos analizado sus debilidades
v deficiencias v hemos mostrado algunos ejemplos reales de sistemas que utilizan esquemas de
confianza v reputacion,

Sobre nuestro primer modelo desarrollado TACS [7], descrito en el articulo titulado * TACS, a
Trust Model for F2F Networks' [11] y publicado en Elsevier Wireless Personal Communications
Sournel, éste presenta uno de los primeros modelos de confianza para redes P2P basado en
sistema de colonia de hormigas, donde los rastros de feromona se identifican con la confianza
que un cliente tiene en encontrar un servidor benévolo que ofrezca un determinado servicio,

Los experimentos realizados muestran su alta precision a la hora de seleccionar el usuario mas
confiable de la comunidad, sin tener ninguna informacion previa acerca de sus participantes. Es
capaz de seleccionar un servidor adecuado en un alto porcentaje de los casos para redes estaticas,
independientemente de su tamano, ¥ en redes dinamicas (con usuarios continuamente entrando
y saliendo del sistema) independientemente de su dinamismo. Las redes oscilantes, donde la
bondad de un nodo puede cambiar repentinaments a lo largo del tiempo, también han sido
resueltas con TACS,

Ademas, se ha realizado una optimizacidn de los parametros de dicho modelo mediante &l
algoritmo genético CHC [27], demostrando la robustez del modelo TACS frente a un amplio rango
de valores de los parametros de trabajo. Esto es, TACS parece funcionar razonablemente bien
independientemente de los valores dados a sus parametros (dentro de un cierto intervalo). Este
trabajo ha sido aceptado para su publicacidn en el Mmtelligent Automation and Soft Computing
Sournal, bajo el titulo *META-TACS: o Trust Model Demonstration of Robustness through a
Cenetic Algorithm' [10],

A continuacion, se ha publicado una mejora de TACS especificamente orientada a redes de
gensores inalambricas, denominada BTREM-WSN, en el Springer Telecormtmunications System
Sournel con el titulo de ' Prowiding Trust in Wireless Sensor Netwerks using a Bio-fnspired
Technigue' [¥]. Se han propuesto dos versiones de dicho modelo, dependiendo de las capacidades
de la red con la que estemos tratando y de las restricciones de seguridad que queramos aplicar,
A=l la primera version es mas ligera v escalable mientras que la segunda e= mas precisa ¥ robusta,

Los experimentos realizados han demostrado que BTRM-WSEN es altamente escalable, pre-
ciso, ligero v robusto, Sus principales deficienclas aparecen cuands €l porcentaje de servidores
maliciosos es mavor o igual que el 30%, por lo que ] factor clave que hace que nuestro modelo
falle a la hora de seleccionar el servidor mas confiable a través del camino mas seguro es la
proporcion de servidores fraudulentos,

En cuanto a la propussta de pre-estandarizacidn de modelos de confianza v reputacisn, ésta
fue publicada bajo el titulo de " Towards pre-standardization of trust ond reputetion models for
distributed and heterogeneous systems' [02] en el Computer Standards & Interfaces, Special {ssue
an fmformation and Communications Security, Privacy and Trust: Standerds and Begulations,

En este trabajo se han dado algunas recomendaciones de clasificacion de varios modelos
de conflanza y/o reputacion encontrados en la literatura de acuerdo con el tipo de modelo
(confianza, reputacion o hibride), su ambito [sistemas multi-agentes, redes P2P, redes ad-hoc,
redes de sensores inalambricas, o una combinacion de éstas), asi como la técnica usada para
calcular los valores de confianza/reputacion [logica difusa, redes bayesianas, algoritmos bio-
inspirados, redes sociales o expresiones analiticas).

También se han descrito los componentes que nosotros consideramos que un futuro modelo
estandar de confianza ¥ reputacion deberia tener: recoleccion de informacion del comportamiento
de otros usuarios, valoracion v ordenamisnto de dichas entidades, seleccion del usuario con el
que finalmente interactuar, llevar a cabo la transaccion con la entidad selecclonada v penalizar
O recompensar a dicho usuario,
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Mas alin, se ha propuesto una interfaz orientada a proporcionar una capa comiin a la hora
de disenar un models de confianza v /o reputacion para entornos distribuidos, describiendo sus
principales parametros de entrada v valores de salida. Finalmente también se han aportado
algunas sugerencias de diseno que los modelos de confianza ¥ reputacion deberian incluir en
nuestra opinion. Asi, alguien interesado £n desarrollar un modelo de este tipo contara con un
punto de partida para comenzar su diseno, con pasos v funciones junto con diferentes parametros
de entrada v =salida, asi como diferentes valores para dichos parametros.

For su parte, en el articulo titulado *Security Threais Scenarios in Trust and Reputation
Models for Distributed Systems' [67] y publicado en el Elsewier Computers & Securily, se han
analizado las principales amenazas de seguridad que se pueden aplicar en la mavorna de los
esquemas de confianza ¥ reputacion. Ademas, los hemos estudiado en profundidad ¥ hemoas
propuesto una posible via para abordar cada uno de estos riesgos.

Tambien se ha desarrollado una taxonomia completa de estas amenazas o atagues, descri-
biendo varias dimensiones posibles de u atagque a sistemas de conflanza ¥ reputacion, catego-
rizando las amenazas descritas de acuerdo con estas dimensiones o propiedades,

Adicionalmente se han presentado algunos de los modelos mas representativos de confianza
vy reputacion y se ha mostrado como mansjan aguellas amenazas que les son aplicables, reve-
lando que no a todas las amenazas se les presta igual atencion ¥ gque ninguna de ellas esta
completamente resuelta.

Finalmente, ¥ con el objetivo de proporcionar una forma gendrica de implementar nuevas
modelos v de facilitar la comparacion con algunos de los mas relevantes, se desarrolla el simu-
lador llamado TRMSim-WSN [70], presentado en el articulo titulado ' TRMSim- WAL, Trust
and Reputation Models Simulator for Wireless Semsor Networks' [52], publicado en la [EEE
fnternaetional Conference on Communications 20085,

En este articulo se ha presentado TRMSim-WSN, un simulador novedoso de modelos de
confianza ¥ reputacion para redes de sensores inalambricas. Hasta donde nosotros sabemos, éste
g uno de los primeros simuladores de estas caracteristicas para redes de sensores inalambricas,
Se ha mostrado la interfaz genérica de modelos de confianza v reputacion que hemos disenado v
desarrollado, ¥ se ha explicado como se puede incluir facilmente un nuevo modelo en €l simulador,
También hemos descrito las principales caracteristicas ¥ posibilidades que TRMSim-W3SN ofrace,
v como configurarloe para llevar a cabo simulaciones personalizadas.

IV Conclusiones v Trabajo futuro

Internet v la World Wide Web estan continuamente camblando nuestras vidas. La capaci-
dad actual de comunicacion instantanea con alguien en €l otro extremo del planeta, compartir
informacion facilmente, o incluso hacer negocios a través de transacciones electronicas, era cier-
tamente impensable hace tan solo unos pocos anos,

Sin embargo, ademas del amplio rango de oportunidades que se nos ofrecen v que impulsan
el crecimiento econdmico de las naciones, desafortunadaments existen también varias amenazas
que frenan dicho desarrollo,

Y mientras que se ha demostrado que las soluciones tradicionales de seguridad en redes
gon hastante eficaces en determinados escenarios, la asombrosamente rapida expansion de las
tecnologias actuales, asi como la aparicion de otras nuevas, hace que estas soluclones no siempre
sean adecuadas en cualgquier entorno.

La gestion de la conflanza v la reputacion ha sido propuesta recientemente como una al-
ternativa novedosa ¥ precisa para tratar con clertas situaciones especificas en las que la falta
de informacidn acerca del resto de miembros que componen la comunidad puede conducir a un
conjunto de atagues altamente daninos.
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Mediante la recopilacion de la informacion del comportamiento de otros participantes, un
usuario puede generarse su propia opinion acerca de cuan conflable s otro miembro a la hora
de realizar una accidn o tarea en concreto. Dicho mecanismo es muy adecuado, por €jemplo, €n
aquellos escenarios donde una infraestructura de clave piblica no es viable,

For tanto, en nuestra opinion, una gestion apropiada de la confianza v la reputacion en
sistemas distribuidos puede resultar definitivamente util para aumentar la seguridad v confianza
de los usuarios finales, apovando asi un prospero desarrollo de la sociedad de la informacion.

Verdaderamente se trata de un campo de investigacidn muy interesants, aungues atn queda
mucho trabajo por hacer, con resultados muy prometedores. Consideramos que se trata de un
asunto rentable donde la inversion de dinero v recursos s sin duda una sabia decision.

A=l el trabajo realizado como parte de esta Tesis Doctoral ha permitido profundizar en el
conocimiento de este tipo de mecanismos, debido al continuo v exhaustivo sondeo del estado del
arte realizado a lo largo de la misma. También se ha demostrado la efectividad de la aplicacion
de algoritmos bio-inspirados para gestionar la confianza v la reputacion, con 2l desarrollo de dos
nuevos modelos novedosos en este sentidor TACS v BTRM-WSHN,

La propuesta de pre-estandarizacidn de modelos de confianza v reputacidn, asi como &l
analizis de las amenazas de seguridad especificamente aplicables son dos de nuestras contribu-
clones mas relevantes. Esperamos que puedan servir de guias de referencia para investigadores
actuales v futuros que deseen centrarse en este tema.

Irualmente util es el simulador de modelos de conflanza v reputacion. De hecho, nos per-
mitio realizar una comparacion del modelo BTREM-WSN ¥ algunos de los modelos actuales mas
representativos, concluvendo que ninguno es perfectamente apropiads para cualguier situacisn,

Con respecto a nuestro trabajo actual vy futuro, estamos estudiando dos escenarios reales
concretos donde aplicar ¥ desplegar un mecanizmo de confianza ¥ reputacion, mostrando asi la
utilidad de estas alternativas para los usuarios finales. Dichos entornos son: sistemas de gestion
de identidades v redes inalambricas de sensores v actuadores. Fara ambos casos hemos disenado
e implementado sendos modelos de confianza v reputacion encaminados a mejorar la seguridad
de dichos sistemas, asi como la percepeion del usuario acerca de €stos.

Ademas, actualmente nos estamos beneficiando de las ventajas de la logica difusa v la repre-
sentacion de los conjuntos difusos con 2l objetivo de proporcionar un modelo de confianza que
sea mas facilmente interpretable por los humanos, al mismo tiempo que se preserva la precision
de las soluciones que va hemos desarrollado,

También estamos planeando mejorar nuestro simulador TRMSim-WSN, incorporando nuevos
modelos de confianza v reputacion, asi como mejorando el modulo referente a las amenazas de
seguridad. Nuestro objetivo es que se convierta en una de las herramientas de referencia dentro
de este area de conocimiento.

For 1iltimo, consideramos otros dos escenarios finales reales que se podrian heneficiar de la
aplicacion de una gestion de la confianza v reputacion. Estos son las redes Car-to-Car (C2C) o
Vehicular-to-Vehicular (V2V}, ¥ el conocido como ‘Internet de las Cosas’ (Internet of Things).
D& hecho, hay muy poco trabajo hecho en esta direccion, por lo que constituye un excelente
punto de partida para una nueva linea de investigacion.
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State of the Art in Trust and Reputation Models
in P2P networks

Félix Gomez Mirmol and Gregorio Mariinez Pérez

Abstract Ensuring security in a distributed environment such as P2P networks is
a critical issue nowadays. Nevertheless, it is in those kind of scenarios in which
entities can enier or leave the community whenever they want, where tradiiional
security schemes can not always be applied. Specifically, the use of a PKI1 (Public
Key Infrasiructure) may be unaccepiable within highly disiributed systems. There-
Tore, modeling concepis Tike trust and reputation may result very helpful and useful
when irying to gain a ceriain level of security and confidence among inier-operaiing
entities. Thus, this chapier presents a review of some of the most representative frust
and repuiation models for PZP networks, discussing their main characterisiics and
also their weaknesses and deficiencies. Open issues and challenges associated with
them will be also covered.

1 Introduction

P2P networks have been widely spread in the recent years. We find them in many
scenarios and applications, from file sharing systems to even military environments.
They have helped to improve and increase the accessibility o the information as well
as fhe opporfunity of communication or the performance of electronic transactions,
for instance,

Consequenily, many research works have been done and are siill in progress in
order to improve their robustness, applications, scalability or security among other
Teatures,

And it 1s just security one of the mosi critical 1ssues when dealing with this kind
of networks. Due to its intrinsic nafure, where every peer can enter and leave the net-
work whenever it wanis and where mosi of the times there 1s no ceniral eniity con-
irolling the community, many security threats have arisen during the developrment
of P2P networks, since malicious behaviors musi be managed by all the pariicipanis
themselves,

X_Shen et al_(eds)), Handbook of Peer-to-Peer Networking, 741
DHOL 101007 /978-0-387-08751-0_26. B Springer Seience+Businegss Media, LLC 2000
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Some of these threats have their origin in the lack of knowledge a peer has
(specially newcomers, who join the network for the firsi time) about the other peers
belonging to the community, and their current and pasi behavior.

Without loss of generality we can assume a P2P network where some nodes offer
cerfain services or carry oul certain tasks and other peers apply for those services or
tasks. In such a situation when a newcomer enters the network she will probably noi
know any or most of the rest of peers already joined, and vice versa, i.e., they will
recognize her as a siranger.

In the Tasi few years trusi and reputation managemeni has been proposed as a
novel approach in order to overcome this problem. In Tact, by counting with a system
where every node could ask for the reputation hold by a peer in the community, more
accurate and inielligent choices could be done when deciding which peer to inieract
with since, in many cases, fraudulent interactions could be avoided.

And this reputation values come Trom the irusi relationships esiablished among
peers whohave had inkeractions in the past and have evaluated and rated each others.
However, the application of these trust and reputation schemes also has iis securiiy
threais. For instance, a collusion could be formed among a set of peers who rated
thernselves with the maximum value, increasing this way their repuiation in ihe
community.

Therefore, in this work we are going o present and describe a set of some of
the mosi representative trust and reputation models for P2ZP networks currently
published in ihe literature and we will describe how each one of thermn deals with
these and other problems.

The rest of the paper is organized as Tollows. The trust and reputation models
review will be done in Section 2, while Section 3 will show a global analysis of all
ihe previously described models, talking aboui common features and deficiencies
detected in rmost of them, exiracting the main steps Tollowed by the majority of those
models and presenting common issues related fo frust and repuiaiion management
and how the current proposals tackle such problems. Finally Section 4 will present
some conclusions of our analysis, as well as some future research directions.

2 Trust and Reputation Models

CuboidTrust

CuboidTrust [1] is a global reputation-based trast mode] for peer to peer networks
which builds four relations among three trust factors including contribution of the
peer to the system, peer’s trustworthiness (in reporting feedbacks) and quality of
resource. It applies power iteration in order to compuie the global trmst value of
each peer.

A cuboid is built where each simall cube with coordinates (x, y, z, ), denoied by
Fy oy rEpresents the quality of resource g stored at peer y rated by peer x. Once peer

Félix Gamez Marmol 5
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x has downloaded resource z from peer y, it may rate it as positive (F,, = 1) if

the downloaded resource z is considered authentic, or negative (F,,, = —1) if the
downloaded resource z is considered inauthentic or the download is interrupted for
any reason.

Two coefficient matrixes are defined, £ and £, whose elemenis are:

Dij=avg(Fii)e|-1,1] l<isM 1M

Ej=avg(F. yel-11] l<izM 1<j<N

where M is the number of peers, V is the number of distinct resources, P, ;. repre-
senis the vector with X = j and ¥ = { in the cuboid, and F;. ; represenis the vecior
with X =i and Z = j in the cuboid. Therefore, each element £ stores the average
score of peer i rated by peer f while each element £, ; stores the average score of
resource frated by peer i

The firsi relation among the three meniioned faciors effectively combines two
of ther (the trustworthiness score and the contribution score) as it s shown in the
following equation:

E

Ci=N(DyxT;) 1<i<M
i=1

where T, represents the trustworthiness of peer jf, and C; reflects the contribution
of peer i to the system by considering the experiences of all peers belonging to the
network.

The second relation combines the quality of a resource with the trustworthiness
ol a peer as Tollows:

IRk

Ti= Y (E;jx@) 1<izM

i

1

where (}; is the quality score of resource f, and T; acally represents the trustwor-
thiness of peeri.

The third relation takes into consideration the trustworthiness of the peers in the
sysiem as well as the guality of the resources being exchanged in the following
ranner:

Q=

R

(EL xT}) I < i< N

i=1

where E; is the element with coordinates (i, /) of the transposition of matrix E,
denoted as E7, and represents the average score of resource i rated by peer ;. 7
indicates the trustworthiness of peer § and ¢ is the quality of resource { in the
system.

And the last relation combines the contribution and the trustworthiness as fol-
lowws:

Félix Gamez Marmol
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A
T=)(DlxC) 1=i<M

=1

where DE represents the average score of peer j raled by peer i, C; indicates the
coniribution score of peer j, and T; reflecis the irustworthiness of peer i
Combining now these four relations we can obtain:

C=DxT=DxExQ=DxExE xT= )
DxEXE 2D xC=[DxE)x [D=EYV xC

And applying power iteration over equation (1), we get
CRr = R ol T gl ok 2= = plk T o o1 — gl o OO

where R= (D x EY x (D= E)7, and ClEd represents the global contribution score of
every peer in the system, after & iferations.
Another combination of the four relations can give us the following expression:

Q=E «T=E"xD xC=E"xD"xDxT= 2)
ETx DT X DRExQ=(DxEV x (DxEYx @

And applving again power iteration over equation (2}, we get
O g o s ol 2o 2 g T ol = gl ol

where S = (D= £)7 (D x E), and QU represents the global quality score of every
resource in the system, after & iterations.

In CuboidTrust the global contribution score of a peer in the system represenis
the global trast value of that peer.

EigenTrust

One of the most cited and compared trust models for P2P networks is EigenTrusi
[2]. 1t assigns each peer a unique global trust value in a P2P file-sharing network,
based on the peer’s history of uploads, achieving thus a decreasing in the number of
downloads of inauthentic files.

The local trust value s;; is defined as follows:

sij = sat(i, j) — unsat(i, f)

where sat (i, j) is the nunber of satisfactory transactions peer { has had with peer §
(equally, unsat (i, §) is the number of unsatisfactory transactions).

A probability disiribution p (with p; € [0, 1]) is defined over pre-trusied peers. For
instance, if some set of peers P are previously known to be trusted, then p; = 1/|P|
iTie P, and p; = 0 otherwise. With a definition like this, a normmalized local frusi

Félix Gamez Marmol 7
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value c;; € [0, 1] can be defined as:

maxls, ;0% .

o= 4 Somanengy 1T 2 max(sy, 0) # 0

Ej - ]
v otherwize

Themefore, 1T a peer does not trust anybody or does not know anybody, she will
choose to trust the pre-trusted peers.

The global reputation of peer i 1s defined in EigenTrust in terms of the local trust
values assigned by other peers to peer i, weighied by the global repuiation of the
assigning peers. So the aggregation of normalized local trast values is computed as:

f = ZCEJ;CJ;;;
a

being 1;; the amount of irusi thai peer { places in peer & based on asking his friends.
Let Cbe defined as the matrix [c;;] and t; as the vector containing the values ¢, then
we have that t; = C ¢

Peer { may wish to ask her friends” friends in order to get a wider view. In such
a situation we would have that ;% = (C7)%e;. If she continues in this way (Le.,
™ = (CT)"q), she will achieve a complete view of the network after n iterations.

The irust vector §; will converge to the same vector Tor every peer i, if n is
large enough. In other words, it will converge to the left principal eigenvector of
C. Mamely, t is a global trust vector in this model whose elements, ¢;, quantify how
rouch trust the system as a whole places in peer f.

Finally, in order to avoid malicious collectives in P2P networks, the global irusi
value is re-defined as:

tH 1 = (1 —a)CTt™ 4+ ap

where a is some constant Jess than 1 and €9 = P

BNEBTM

In BENETM [20] multidimensional applicaiion specific trust values are used and
each dimension is evaluated using a single Bayesian network.

Beta probability distribution Tunctions are used in order to represent the distribu-
tion of trust values according to interaction history as follows:

o
o+ B

(i {G LC),iec{CLCH

f

where o; = i+ 1 and f;, = 5,4+ 1, »; and 5, are the number of inieractions with
outcome  and i, respectively, and G means shipping goods as described, L means
shipping lower quality goods, C means not shipping any good, and G, L and C the

opposite.
Since fi; = @, + a- — 1, then
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O Fit 1

T = =
Yieworc) @~ 1 Miagroyrit2

The trust value is then obtained by normalizing this beta funciion:
T

F, =
Zielcec) T2

This trust value F; is considered to be reliable 1T its corresponding confidence
is greater than a certain threshold 6,

An entity can estimate another’s reputation according to the received ratings
about the latter. A Bavesian neiwork is constructed to perform the estimation for
each dimension of trust (&, £, C). This eases both to extend the mode] io involve
more dimensions of trust and to combine Bayesian networks to form an opinion
about the overall trustworthiness of an entity. Each entity can evaluale its peers ac-
cording to its own criteria, and the dynamic characteristics of criteria and of peer
behavior can be captured by updating Bayesian networks.

After obtaining reputation values Tor a seller agent, the buyer normalizes them to
get (PL, P, PL)which are then used to caleulate the utility of dealing with the seller.
Buyers can select a utility Tunction Ug(x) according to their attinde to risk, where
R isthe risk tolerance. Suppose the price of an item is g, its Infrinsic value is v, and
the intrinsic value of a lower quality itern is /. Then, the expected utility can be
calculated as:

EU =P, xUglv—gq)+ P x Ug(v' — g) + Pl x Ug(—gq)

EL = 0 means that dealing with the seller is worthy, otherwise is too risky.

GroupRep

GroupRep [ 18] 1s a model where irust relationships are classified in three levels: trusi
relationships between groups, betvween groups and peers and only between peers.
Group i trustin group f, Trg ;. 1s computed as follows:

MG,G; GG, .
—— i ug . +teogg #£0
KG|G‘[+CG|GJ{ l:‘:llf"'_,l + G|G‘| ?é
= - h
Trog; Trgl“g:em"ﬂ iT g, +cg,o; =0 and 3 Tru.slg‘}j
TrG Gopange  Otherwise

Where UG, G, = 0and 6,6, = 0 are the uiility and the cost, respeciively, that
nodes of group §have given to nodes in group .
Given a set of reference paths between O and ©, the most trustworthy refer-

ence path is that one including the most trustworthy group. Therefore, Tris =
1y

defined as the minirnurm trust value along the most trustworihy reference path.

18
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The trust value Tor strange groups (groups that have not had transactions with G;)
is calculated with this expression:

1f uclc":.'m'\g-: + Cclcﬂmgz ?é {]

0 otherwise

TrGIG =S HG|G§ range +CG| G:.lrnn,g.:

H:G|Gs' rangs cG. G:.lmng:
slrangs

Trust value of group &; about peer j, Trf', is defined as follows:

- S ' ,
) m 1fuj.f+cj‘?éﬂmect-=c|f;}
ri' = oy .. Gl (ol , .
g Trﬁféise . lfujm+cjEj}:ﬂf\;e&:ﬂ'{;}
win{Trg, ooy Tri ) if 2 G
Gl G : .
Hy = o £ 5 GE)’} G(J'}
TFEU} _ HE‘J[-;“ +E|T;E;S if Uy rangs + Crrrangs ?é 0
e TE ey G
0 ifu +c =0

i ran,ge .S]'I’LII'ISE

Where G[f) is the group peer f belongs to, and ufm = 0and C;’FU} = 0 are the
utility and cost, respectively, that peer j gives to other peers in group G[ ).
Finally, ithe irusi value befween node { and § is expressed as:

LTI SR
Wy i u[). C‘J’ ?é L
;‘r['); ==

Trfl:i} fuj+c;=0

AntRep

Aniflep [19] is a novel model where reputation evidences are distributed over a P2P
network, based on the swarm intelligence paradigm [10]. Specifically, authors pro-
pose the use of an ani system [2, 3] Tor building trust relationships in P2P networks
efficiently.

In AniRep each peer has a Reputation Table (RT) which is very similar with the
distance-vector routing table [15], bui differs frorm: (i) each peer in the RT corre-
sponds to one reputation content; (i1} the metric is the probability of choosing each
neighbor as the next hop instead of ithe hop couni to destinations.

There are iwo kinds of forward anis seni out for a pariicular reputation:

1. Unicast anis are sent out to the neighbor with the highest probability in the repu-
tation iable.

2. Broadeast ants are sent out when there is no preference to neighbors. This hap-
pens either when no paih to the reputation has been explored or the information
the node has is outdated.

Félix Gamez Marmol
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Ornee Torward ants find the required evidence (reputation information), a back-
ward ani is generaied. When the backward ant visits each node {, it updaies the
repuiation table at the same time. This updating is carried out due to the nexi rein-
Torcernent mle:

o R@EmOP
A= 5 e, OF

where 1); is the goodness value of the link between current node and its neighbor
node i. T; is the pheromone deposit, which is defined as follows: if at time ¢ + Az,
current node receives a backward ant from node {, then

T(t+ AL = flt(1), A+ Ap

Tt +At) = f1;(1),At), JEN, j#i
where Ap = ﬁ, being & = 0 a constant, f{c) a nondecreasing function of cost ¢
and ¢ could be any parameter revealing the information of evidence or the scenatio
of current network. f{7:(t), At) is the pheromone evaporation function:

flafe),a0 = S0
Finally, @ and f are constants varied in different network environments.
Another function of the pheromone is to decide when to send out broadeast for-
ward ants. When node & receives a request at time ¢, it first searches if there 1s an
entry Tor the desired evidence. If no such eniry exisis, it simply sends out broadeast
ants. Ctherwise, it finds the one with the highest probability.

Semantic Weh

& model is presented in [24] where the trustworthiness between two agents is com-
puted by searching all the paths that connect themselves; nexi, for each path the
ratings associated with each edge are multiplied and finally all the paths are added
(normalizing that aggregation).

Let & be the number of paths from agent P to agent (2. £); denotes the number of
sieps between P and (2 on the {, path. The sei of (s friends or neighbors is called
M. m; denoies (s immediate friend or neighbor on the iy path. w; denotes weight
of the i, path. The weight of each path is caleulated as follows (giving a higher

weight to shorier paths):
1

[

— 1
=T T
1

i=1 0

L

If agent £ and agent @ are Tnends, A — {, or neighbors, £ < (2, then #'s irust
in 2, Ta_,g, can be got directly. Otherwise

Félix Gamez Marmol 11
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Y Tnso % ijuie Rising &
TP—?‘Q‘=Z M1 =2Tm.—>(?x l_[ Ris j X Wi
i=1 P o i=] fo e

Where the reliable factor R;_, ; denotes to which degree i believes in j7s words or
opinions.

Global Trust

In[23] a trust vector 15 created foreach node (, ]"Tf = cc~ET]": +(1- CEEI- .’E, being
0

— —
Rep, the addition of indirect trust Rep; = [DT) + IDT? + -« + [DT™ and where
!DT{F represents the path of m steps between { and j with the greatest indirect trust

value, and ET?‘)[ is s vector of direct trust values.
Therefore, {DTF is computed as follows:

IDTT = (Ry, @Ry, ®- @R, g ) DTy

Since A @ B = min(4,8), in order o get the indirect trust !DTE’;‘ what is done 1s
to keep the minimum recornmendation R ;. along the path of m steps between |
and §and muliiply it by the direct trust value of the last node of the path about j,
ie. DT .

The repuiation of f from i"s point of view is compuied as:

Rep:; = IDTyy; & IDTs ;& - & IDT

And since 4 & B = max (4, B), i obtains the reputation of j by keeping the maxi-
rum indirect frust value of its » acquaintances about J.

PeerTrust

PeerTrust [22] 15 a reputation-based trust supporting framework, which includes a
coherent adaptive trust model Tor quantifying and comparing the trustworthiness of
peers based on a transaction-based feedback system. 1t has bwo main Teatures: on
ihe one hand it introduces three basic trust parameters and two adaptive Tactors in
computing trustworthiness of peers, namely, feedback a peer receives from other
peers, the total number of transactions a peer performs, the credibility of the feed-
back sources, transaction context factor and the community context factor. On the
other hand, it defines a general frust meiric to combine these parameters.

Let f{u, v} denote the total number of transactions performed by peer u with peer
v, f{u) denote the total number of transactions performed by peer u with all other
peers, plu, i) denote the other participating peer in peer u’s i transaction, S(u,i)
denote the normalized amount of satisTaction peer u receives from plu i) in its iy

Félix Gamez Marmol
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transaction, Cr{v) denote the credibility of the feedback submitted by v, TF(u,{)
denote the adaptive transaction contexi Tactor for peer w’s iy, transaction, and CF[u)
denote the adapiive cormmunity context Tactor for peer u. The trust value of peer u
denoted by T(u), is defined in equation (3).

I[u}
T(w) =¥ S(u,i)-Cr(p(u,i))  TF(uw,i)+ 5 CFu) (3)

i=]

where o and § denote the normalized weight factors for the collective evaluation
and the community context Tactor, respectively.

PeerTrust proposes two different credibility measures. The first one is to use
a Tunction of the trust value of a peer as its credibility factor so feedback from
trusbworihy peers are considered more credible and, thus, weighied more than those
from untrustworthy peers. This credibility measurement is defined in equation (4},

T(p(ui))

Criplu,i)) = ———tl
Pl I T(p(w )

(4)

The second credibility measure is for a peer w to use a personalized similarity
measure between itself and another peer v to weight the feedback by v on any other
peers. Let £5(v) denote the set of peers that have interacied with peer v, the common
set of peers that have interacted with both peer v and w, denoted by £15(vw), is
IS(v) M IS {w). This measure is defined in equation (35).

| Sim(p(u,i), w)
Cr u il =
(plw ) ziﬁ_j‘fﬁrnlfpfuuf}'w)

(5}

where

! Tz el T w ]

2
I R N R NS
ZxEIJ.EI:v.w} ( Il[x,u} - Fll:x.w} )
Sim{r =17 725(0,w)]

About the transaction context factor T F{u, i), several transaction contexts such
as the size, the category, or time stamp of the transaction, can be incorporated in the
metric so that the feedback for larger, more Important, and more recent transactions
can be assigned a higher weight than those for other transactions.

The incentive problern of reputation sysiems such as those where users will not
receive rating information without paying or providing ratings, can be addressed in
PeerTrust by building incentives or rewards into the trast metric through community
context factor for peers who provide feedback to others. For example, let F(u) de-
note the total number of feedback peer u gives to others. Then, a community contexi
Tactor measure could be defined as Tollows:

Félix Gamez Marmol 13
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PATROIL-F

In the case of PATROL-F [17] the model incorporates many importani concepis
in order to compute a peer reputation, such as: direct experiences and repuiation
values, the node credibility to give recommendations, the decay of information with
time based on a decay factor, first impressions and a node systern hierarchy. It uses
ithree Tuzzy subsysterns.

First one is used to set the importance Tactor of an interaction and related deci-
sions. To decide and choose which data is critical or indispensable, or which daia is
needed more quickly, is a concept close to humans that fuzzy logic can model.

Moreover, there 1 the region of uncertainty where an eniity is not sure whether
to trust or not (when the reputation of a host is greater than the absoluie mistrost
level @, but less than the absolute trust level 8). 1t is in this region where the fuzzy
techniques are effectively applied.

Finally, for the result of interaction (R1) value, fuzzy logic can be used to capiure
the subjective and humanistic concept of “good™ or “beiter” and “bad”™ or “worse™
interaction. R1 becomes the resuli of several concepis effectively combined o pro-
duce a more representative value. The decay factor T is calculated based on the
difference of a host’s values of Rls between successive interactions.

Trust Evolution

Authors of [21] present a trust evolution model Tor P2P networks where trust re-
lationships among peers are automnaiically built, in which two crifical dimensions,
experience and contexi, are taken into account.

The model applies the real numbers within the interval [0, 1] in order to quantify
iwo kinds of trusi: direct trust and recommendaiion frusi.

Drirect trust (DT) befween two peers is computed using the last n interactions
between those entities. An expetience vector is nsed, assigning a weight W; > 0 to
each interaction, where ¥ i f  { < j = W, = W, that is, the effect of an experience
on DT is regressive with the time.

The content of each cell of the experience vector, d; 15 computed as Tollows.
On the one hand, a quality tuple is used in order to represent the guality standards
of the interactions, <2 g;,42, . .. ,4. >. Un the other hand we have the results of the
interaction got by the truster, < ry rz, ..., 1y, == Thus, the Tollowing miles are applied
in order to cornpare the resulis and the standards.

If g; is quantitative and better with the bigger value, then

4= ry ffre"_iqe
1 ifr =g

If g; is quantitative and better with the smaller value, then

Félix Gamez Marmol
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y - ifriz g
1 it g

If g;is boolean, then &, =1 — [rg & g:), where & denotes the exclusive-OR rela-
tionship.

If g; is an application-dependable type, the application should provide a method
to map the comparison of r; and g; to the value in [0, 1].

Therefore, the direct trust of the truster 4 towards the trustee B can be calenlated
as Tollows: S W

DT-"—'I — i=] 0L
D Y

On the other hand, Tor a pariicular recommendation from peer B toward C, peer

A evaluates it as Tollows. It Arst calenlates O

M- |DTE - DTE|
\/M-DTE-U—DTE)

Q

where M is the number of A's experiences about C. Then it calculates &; and 4&;

. 13 =i . ;
according to &; = W""l ev,% . o = og > 00 Next, it compares () with &; to get

the result e, where £ = satis fied means that A™s experience 1s consisient with the
recommendation from 8.

satisfied or + T Q< ko

€= Y uncertainor /| ko< @ < &
unsatisfiedor — T Q= &

Each peer holds a recormmendation vector Tor a particular recommender to record
the recornmenders” behaviors. Each cell of that vector, C;, has a weight wy, equal o
the weight used in the experience vector. Finally, the recommendation trust of B
from A4’s point of view, RTE" is computed as follows:

4 MRTEY (Zrl=+ W ) (1 PR Eoa er
RTg + mOvy (RIS b Ty (1 —RTS) if e = satisfied
RT; = RT; if e = uncertain
A In[1 R7EY 1(Ec~l=_w.)‘ A — e
RT; WPy N0 R S RT if e = unsatisfied

where W =aio (T 2, wi) + 00 (Teoywi).

Finally, the combination trust of peer A toward peer C 1s computed as:

n RI
. DTE+ 3L RTS -RT; - DT,
£ = n
1+35, RT}
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TDITM

In TDTM [25] the ant colony systern is also applied. On the one hand it identifies
the pheromone and the trust, and on the other hand it identifies the heuristic and
the disiance between two nodes. In this model the level of trst increases when an
interaction fakes place and it slows down when there are no interactions Tor a long
time.

Trusi-pheromone between node £ and § af time ¢ + 1 is defined as follows:

it + 1) = pry (1) + o7 (1)

Where p is the trust dilution factor and o5; (1) is the additional intensity at each
inter-operation between entities, defined as:

—,1—] ifiand 7 interact at time ¢
UT:'J;[(EII Tu[ﬁl
0 otherwise
Given a certain threshold R, and being pi;(¢) the trusi-degree between i and j
at tirme ¢, if p[-j-lfi} > R, then entities { and § have enough irusi-degree, so they can
validate their ceriificate each other, not otherwise. Thus, in this model every entity
has a local trast vector p; (1) = (pa (1), pal(t),. .. pin(f)) (reflecting the trust degree
of peer i with every other one in the network} and the existence of a PKI is assurmed.

TACS

TACS [3, 6] (Trust Ant Colony System) is a Trust mode] for P2ZP networks based on
the bio-inspired algorithm of Ant Colony System (ACS), where pheromone traces
are identified with the armount of trust a peer has on its neighbors when supplying a
specific service.

It has the particularity that it not only gets the most trustworthy node to interact
with, but it also obiains the most trastworthy path Teading to the most reputable peer.
In surnmary, the steps that compose this model are the next ones:

1. Client C executes TACS in order to find the “optimum™ server 5 offering the
service s

TACS launches the ACS algorithm and anis modify the pheromone traces of the
network

TACS finishes, having selected the “pptimum™ path to server S

TACS informs the client C that the “optimum” server found is &

Client C requests service s to the server S

Server S’ provides service 5 to the glient C

Client C evaluates his satisfaction wiih the received service 5

-

“doghoLh o
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8. If client C is not satisfied with the received service &, she punishes the server S
evaporafing the pheromone of the links leading from C io §

Each peer has ifs own pheromone traces Tor every link in the whole network, so
it needs to know at any time the current topology of that network, When a client
launches a set of ants and these ants are travelling and building the most trustworthy
path leading to the most reputable server they have to decide at each peer whether
to stop or keep looking Tor that path.

They will stop iT they find a node offering the service requested by the client and
whose pheromone traces belonging to the current path leading to it are high enough
(over a certain threshold). Citherwise ants will select one of current node™s neighbors
who has not been visited vet. Which of those not visited neighbors to move towards
is decided using the probability

TC.S

pk(cls} = 2 (6)

=) Teu

where T, is the phemrmone trace of the link connecting nodes ¢ and s and 4, (c)

is the set of neighbors of node o not visited vet by ant £, Actually, if g < gp the
neighbor with the maximum pheromone trace is selected, otherwise equation (6) is
used, whete g is a random number within the interval [0, 1], and gg is 2 constant
within the same interval.
Ewvery time an ant crosses a link it modifies its pheromone trace in the Tollowing
way:
TcszTc.:+|:1 _(P)(Pl.,l - T )'Tc.s

where @ £ [0, 1] 15 a constant used to control the pheromone local updating.

Onee every ani refurns to the client having found a path, the client has to decide
which of those paihs is betier. In order to measure the quality of each paih, the next
expression is used:

Q(5,) = T S LT
V Length(Sy)

where 5 is the solution found by ant &, %4, is the percentage of anis that have

selected the sarme path as ant k, LengtA(S, ) is the length of the path S, and T is the
average pheromone of that solution.

Finally, an additional pheromone updating is carried out over the links belonging
to the best path Tound by all ants in the following way:

Tez = T +_|D ' Tcz_s " Q(SSE.SJ’)

where p € [0, 1] is a constant used to control the pheromone global updating.

This process of launching ants, modifying pheromone traces and selecting the
rnost trastworthy path is repeated a2 number of times (number of ikerations) which
depends on the size of the neiwork.
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Onee the algorithm has finished, the client applies for the requested service to
ihe node selected by TACS and assesses iis satisfaciion with the received service by
rmeasuring iis sirmilarity with the originally requesied one. I the client is not fully
satisfied, a punishment in terms of pheromone evaporation is carried out all along
the path connecting the client and the server.

Therefore, if the satisfaction (which is a nurmber within the interval [0, 1]} is
greater than orequal to 0.5, then the punishment is:

Tes = Tea — @1 — Sat) - 2- & fos

Otherwise, if satisTaction is less than 0.5 the punishment we have is

Tex
T, — — - Sat
(dfa ‘P) ¢

where df,, is a function that assigns values in [0, 1] to every link of the path and it
is defined as follows:

_ Ges
dfcs_ L*(L—dcs—'—ljl d55€{1|2|"'|L}

being L ihe actual length of the whole path and &, the distance of link ., from the
client (number of hops). Therefore, the last 1ink (the one reaching the server) takes
a value of 1, and the rest take smaller values. The nearer to the client a link 1s, the
closer io 0is given.

Finally, all the links falling inio the malicious server are also punished, but only
if the satisfaction is under 0.5.

3 Discussion

3.1 Trust and Reputation Management — What for?

P2P networks have provided us with many solutions and advantages in human rela-
tionships, communications and e-businesses, among other fields. However, in mosi
of the cases, auserbelonging o a P2P network will have to interact with many other
unknown or stranger participants, in a human-to-machine (instead of a human-to-
human) manner. This intrinsic Teature of P2P networks can lead to the possibility of
being easily defrauded or disappointed.

In the same way we ask our friends or acquaintances their opinion about a good
or a service (a film, a book, etc.) before buying that good or asking for thai service,
it would be equally efficient and beneficial to be able to perform the same survey in
virtual communities such as P2P networks,
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Having such a useful mechanisrm in order to assess the global trust or reputation
ol a peer in the sysiern, by colleciing the recommendaiions of other users in the
network who have had some previous interactions with thai peer, the probability of
being cheated by a malicious entity would be significantly decreased.

In the Tollowing subsections we will describe the general sieps Tollovwed by most
ol the trust and repuiation models and present some threais direcily relaied with
these specific approaches. Finally, we will analyze the sirong and weak points of
every frusi and reputaiion model presenied in Seciion 2, and conclude with some
real sysiemns applying a trust and repuiation scheme.

3.2 Trust and Reputation Models Steps

We have seen that the main target Tollowed by every trust and reputation model is, in
sumrmary, to identify those peers who are most reliable supplying a ceriain service
or more rustworthy carrying out a certain fask

How those peers are selected differs Tfrom one mode] to other but, for insiance, in
most of them we can observe more or less the same generic steps [12], as depicied
in Fig. 1. First of all an eniity checks its previous experiences with a given peer in
order to Torm what is usually called direct trust.

Colleet

i Punish S
recommendations Reward :
Recommendations . T
| Most mmstworthy { batisfackion |
or reputable peer R Lo i :
2 funy "Transaction

Fig. 1 Trust and eputation models steps

This direct frust can be assessed using complex expressions which usually take
into aceount the number of previous fransactions, the imporiance given to each
transaction, the satisfaction obtained in each one, the time when it was performed,
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eic. Or it could even be computed as the difference between the number of safisfac-
tory fransactions and unsatisfaciory ones, like in Eigentrusi [2].

Additionally the indirect experiences (or experiences of other peers) are taken
into account as well, obtaining what is commonly known as the repuiation of a peer.
At this poini, some models (like [21, 23, 24]) even distinguish between the trusi
given to a peer as a service provider, and as a recommender, filiering out this way
unfair ratings coming from malicious users, since their recommendations will be
discarded.

How this repuiation value is obtained is also wvery specific for each model,
but the main idea is ko collect information about the behavior of the target peer
from other peers who have had previous interactions with if. This information or
recommendations are influenced in some models by the reliability of the recom
mender, as we mentioned. OCtherwise, a collusion could be established
where a set of malicious peers rated each other with the maximum value.

Therefore, an aggregation between the direct trust or direct experiences and the
reputation or indirect ex periences, weighted by the reliability of each recommender
is performed in order to obitain a unique global trust value Tor a certain peer. Most
ol the models do noi specily which peer is finally selected. 1t could be just the one
with highest score, but not necessarily. And only TACS [3], Trom the studied models,
provides not only the mosi repuiable peer, but the most trustworthy path leading to
it as well,

Cnee the peer to interact with has been selecied, the iransaciion is effectively
carried out. Then, fhe user who applied for a service or a task assesses her satis-
faction with the received service or performed task. According to this satisfaction,
a last step of punishing or rewarding the entity the transaction was done with, is
performed.

However, not many models apply a specific and independent step of punish and
reward, but they rather implicitly incorporate it in the rating step. Only TACS [5]
and TDOTM [23], from the analyzed ones, do it.

3.3 Common Challenges and Solutions in Trust and Reputation
Management Over P2P Networks

As we have already seen, trust and reputation management in P2P networks provides
several benefits to electronic inferactions between users, like a minimum guaraniee
of benevolent behavior of another interacting peer.

Nevertheless, this kind of systerns also have several common issues and chal-
lenges that need to be addressed when developing such mechanisms. Nexi we are
going to discuss some of them.
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3.3.1 Modeling Trust and Reputation

One of the first things to Tace when developing a new trust and reputation model, or
when analyzing an existing one is the way of modeling (and consequently manag-
ing) precisely that: trust and reputation.

Thus, some models use bayesian networks (Iike BNETM [20]), while others use
fuzzy logic (like PATROL-F [17]), or even bio-inspired algorithms (as is the case
of TACS [3], TD'TM [25] and AniRep [19]). Other models, however, just give an
analyiic expression to compute trusi (for exarnple, GroupRep [13], and other models
such as [23, 24] or [21]).

Each way of modeling trust and reputation has its own advantages and draw-
backs. For instance, Tuzzy Togic allows us fo model concepis like trust, repuiation
or recommendations in a manner closer o the way humans understand them. How-
ever, fuzzy logic will be difficult to scale o larger problems because there exist
important limitations with conditional possibility, the fuzzy set theory equivalent of
conditional probability [7].

Bio-inspired mechanisms have demonsirated a high adaptability and scalabil-
ity in dynamic scenarios such as P2P nefworks. However, in some cases, their
indeterminism and approXimation technics can lead to choose a malicious peer
as the most trusiworthy one, discarding another clearly benevolent who could be
selected.

Analytic expressions are most of the times easy fo read and undersiand, but they
may not take into consideration all the possible factors involved in the evaluation
of trust and reputation for a cerfain participant in a P2P network since they need to
manage those factors explicitly, while other approaches effectively deal with them
in an implicit way.

Finally, Bavesian networks provide a flexible mechanism to mepresent multi-
Taceted trust in many coniexis of each others’ capabilities (providing different ser-
vices or carrying out several tasks, Tor instance). 1t also allows o efficiently com-
bine different aspects of trust. One drawback is, however, that the approach can
be computationally iniensive, especially when the variables being siudied are not
conditionally independent of one another.

3.3.2 Contextualized Trust and Reputation

Another important concept managed in many frust and repuiation models is what is
commonly known as the context. Since a peer can be very trusitworthy and benev-
olent when supplying a service or performing a task bui, at the same time, very
Traudulent or malicious when dealing with another service or task, it is not Tair fo
identify it as fully trustworthy or untrusiworthy.

That 1s why several models like CuboidTrust [1], BNETM [20], PeerTrusi [22],
PATROL-F[17]or TACS [5] include a context factor or distinguish in one or another
way the trust placed on a peer depending on the task or service it is requested to
supply or perform.
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333 P2P Networks Dhynamism

Not many models take into account the intrinsic dynamic nature of P2P networks
(i.e. nodes entering and leaving the community whenever they want) when modeling
trusi relationships.

Furthermore, only a few ones among the siudied models (like CuboidTruost [1],
EigenTrust [9], TACS [6] and PeerTrust [11]) present experiments dealing with this
issue as well as with the fact thai also the behavior of peers may be dynamic, L.e.,
peers are not always benevolent or malicious. And how fast and accurate a model
can react against this behavioral changes is an important Teature that every trust and
repuiation mode] should consider.

Therefore, In our opinion every trusi and or reputaiion model for P2P nebworks
should consider three basic scenarios:

1. A static one, where the topology of the network does not change along the time.
This is the simplest scenario where trast and repuiation models should work
efficient]ly. As we said, many authors just consider a situation like this when de-
veloping their models. 1iis a good stariing, point bui, however, it is not realistic.

2. & dynamic one, where the topology changes along the time, with nodes joining
and leaving the network.

This scenario could be used in order to test the reaction of a trust and repuiation
mode] against changes in the size and topology of the network, and the specific
nodes cornposing it. For instance, it could be checked the reaction of the model
it a very repuiable (or, equally, a very frandulent) node enters or leaves ihe
system.

This kind of experiment also allows to test how the mode] Taces the topic of
newcomers and deals with some threats like the Sybil attack [4].

3. Anoscillating one, where the behavior of the nodes changes along the time, so
they can be benevolent and become malicious and vice versa
Finally, this scenario would show if the model has a quick and accurate response
or not against sudden behavioral changes of nodes trying to cheat. A good trust
and repuiation mode] should ideniify immediaiely these Auciuations and react
consequently.

3.34 Collusion

There are also some security threats related to frust and reputation sysiems which
are not completely considered in every model. For instance, only PeerTrusi [22],
CuboidTrust [1] and EigenTrust [9] expliciily treat the problem of collusion among
malicious nodes,

A collusion consisis of several malicious nodes (providing a bad service or per-
forming tasks inadequately) joining in order to increase their reputation values by
fake rating thernselves and, on the other hand, decrease the reputation of current
benevolent peers by giving negative recommendations about the latter, as it can be
observed in Fig. 2.
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Fig. 2 Malicious peers forming a collusion

It is not easy to overcome this problem, specially when the percentage of nodes
Torming the collusion isquite high. Actually, any of the studied models is completely
resilient against this kind of attack. Whai authors do is o try to minimize its global
impact by punishing every node in the network which is known to belong to the
collusion,

There are even varianis of this attack, 1ike a sei of nodes providing good ser-
vices but rating positively other malicious peers and negatively other benevolent
ones. Those models which do not distinguish between the reliability of a user when
providing a service or carrying out a fask, and when supplying recommendations
cannot effectively tackle this atiack.

3.3.5 ldentity Management - Sybil Attack

The last challenge we will discuss has to do with the identity management in vir-
inal communities, specifically in P2P networks. 1t is a fact that cannot be obvi-
ated when designing and developing a new trust and reputation mode] since many
deficiencies and weaknesses can emerge from an inaccurate management of this
topic.

Crne of the most common problems related to identity management in trust and
repuiation schemes is what s known as Sybil attack. In a Sybil attack the repuiation
sysiem of a P2P network is subverted by creating a large number of pseudonyrmous
entities, using them o gain a disproportionately large influence. A reputation sys-
tern’s vulnerability to a Sybil aitack depends on the cost of generating new identiiies,
the degree to which the repuiation sysiern accepis inputs from entities that do not
have a chain of trust linking them to a trusted entity, and whether the reputation
sysiem treats all entities identically.

Félix Gamez Marmol 23



State of the Art in Trust and Reputation Wodels in P2P networks

State of the Artin Trust and Reputation Models in P2P networks 781

—

(2) 3 (3

e ;
Q) Y J \ ;i
g el — FzF Pr=
G Bk s Pl anrk bt et wrirk

©)
Fig. 3 Sybil attack

Figure 3 shows the sieps followed in a Sybil aiiack and some other atiacks relaied
to identity management in trusi and reputation models. These sieps are:

1. An entity joins the community with a new identity, Jooking like being a trust-
worthy peer.

2. At a certain moment (probably after gaining some reputation in fhe system),
this entity swaps her goodness and becomes malicious, obtaining thus a greater
self-profil.

3. Onee the system has detected her behavioral change and has identifted her as a
malicious pariicipant, she leaves the network.

4. Finally, she generates a new identity and eniers again the system, repeating the
process indefinitely.

None of ihe sindied models (except Tor EigenTrust [%]) considers explicitly the
problerm of the 5ybil atiack.

3.4 Strengths and Weaknesses of the Described Models

Once we have shown and described a number of trnst and reputation models
over P2P networks it 1s time to analyze in depth several important characteristics
and features that define those models as well as some detected weaknesses and
deficiencies.

Thus for instance, CuboidTrust [1] implements the tesiing scenarios described
before, showing good outcomes and it also considers the problem of collusion. On
the other hand, direct trust or direct experiences are not given a differentiated treat-
ment, and the score takes discrete values in the set {—1, 1] instead of continuous
ones in the interval [—1, 1].

EigenTrust [2] also implements the three mentioned scenarios as well as the col-
lusion one. Moreover, it also iakes into account the Sybil atiack. It introduces the
concept of pre-trusied peers, which is very useful in the model, but it is no appli-
cable in all the cases, since there is not always a set of peers that can be trusted by
default, prior to the establishment of the community.

CUrne positive point of BNBTM [20] is its management of trust in different con-
texts, which can be combined to Torm an overall opinion of the trusiworthiness of a
peer. A weak poini, in our opinion, is that it only deals wiih three discrete valuaiions
for a transaction.
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The distinciion among trust between groups of peers, between groups and peers,
and only between peers 1s the sirong poini of GroupRep [18]. However, it 1s missing
a global trust value Tor a peer as a result of the combination of the three previous
Ones.

AniRep [12] has the ability to easily adapt to the dynamic topologies of PZP
networks thanks o the use of ant colony sysiems. As a disadvaniage, it just provides
a mechanism to distribute reputation evidences, not to assess those evidences,

Searching all the paths conneciing two agenis may lead to some scalability prob-
lems in [23, 24]. On the other hand, both models clearly distinguish between direct
trust and indirect trust or reputation, and also between the trust given to a peeras a
service provider and as a recommender.

PeerTrust’s [22] strengihs are iis good ouicomes for the three previously pro-
posed scenarios, as well as Tor a collusion one. It also introduces a context Tactor to
distinguish the trust given to a peer for different transactions. However, the way it
rneasures the credibility of a peer in equation (4) does not distinguish between the
confidence placed on a peer when supplying a service or carrying out a task, and
when giving recormmendations about other peers.

This distinciion is effeciively done, however, in PATROL-F [17] and Trust Evo-
lution [21]. Moreover, PATROL-F allows to model concepis like the resuli of an
interaction in a similar way humans do thanks to the use of Tuzzy logic.

The assurnption of the existence of a PK1 in a P2P network can be seen as a draw-
back of TDTM [25]. The use of an ant colony sysiern allows ii o adapi accurately
to sudden changes in the topology of the network, as it is also the case of TACS [5].

TACS implements the three testing scenarios too, and it has a good performance
in all of them as well. However, it needs every node to know the topology of the
neiwork ai every moment, and that is not always feasible in a P2P community.

3.5 Real Scenarios

Finally, let us show some real trust and reputaiion systems [3] where most of the
concepts explained here are employed. For instance, eBay auction market has a
feedback scheme where every buyer and seller rates each other after a transaction
between them is carried out. These feedbacks are centrally aggregated in order to
get a reputation value foreach role. Some studies [ 14, 16] reveal that buyers provide
ratings about sellers 51.7% of the time, and sellers provide ratings about buyers
60.6% of the time. Of all ratings provided, less than 1% is negative, less than 0.5%
is neutral and about $9% is positive. 1 was also found that there is a high correlation
between buyer and seller ratings, suggesting that there is a degree of reciprocation
of positive rafings and retaliation of negative ratings.

Another distributed sysiem modeling reputation is PageRank [13], the algorithm
which the search engine of Google is based on. It represents a way of ranking the
search resulis based on a page’s reputation, which is mainly obtained by the number
of links pointing to it, since the higher is the number of incoming links, the bei-
ter content that page is supposed to have. PageRank applies the principle of trust
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iranzitivity to the extreme since rank values can flow through looped or arbitrarily
long hyperlink chains. Amazon, BizRate or Advogaio are other examples of sysiems
where a trust and or reputation scheme is applied in many different environments.

4 Condusions and Future Work

P2P networks have been rapidly spread in the last few years. Nevertheless, together
with its fast development, many security threats have also appeared, compromising
sensitive information and promoiing frauds in electronic iransaciions.

Trust and reputation management has arisen as one of the most innovative and
aceurate solutions o most of these threats, By using a trust and reputation system a
peer who wanis io interact with another peer in the community has more information
and, therefore, more opportunities ko select the right pariner to have a transaction
with, rather than with a frandulent one.

In this work we have presenied a description of some of the most representative
trust and reputation models for P2P networks. We have explained how each of them
works, how they manage the concepts of trust and reputation or how they gather
information about other peers in the network.

But we have also discussed the main common characieristics of all the exposed
rnodels, as well as the most imporiant differences among them. We have analyzed
their weaknesses and deficiencies and shown some real examples of sysiems using
trust and or reputation schemes.

However, there is siill some work to do, Tor insiance in the proposal of some
standard patterns to lead a proper and accurate development of trust and repuiation
models for P2P networks, as well as validation tools allowing to homogeneously
test every designed trust and reputation model.
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Abstract  Many researchers are worlking hard in order to improve the capabilities of P2P
networlks. In this way, one of the main factors slowing down the improvament and devel-
opment of P2P networks is the need to guarantee a mimimum level of trust betwean two
interacting nodas. This paper presents an innovatne trust model providing a selution to this
problem. Cur trust medel, which iz based on the ant colony system, is able to select the best
server to interact with, in terms of being the most trustworthy, in a very ugh percentage.
Hera, the traces of pheromons left by the ants correspond to the amount of trust that a node
has on its neighbors.

Reywords Trust management model - P2P networks - Soft-computing

1 Introduction

The recent and fastdevelopment of P2P natworlks has caught the attention of many researchers
because of their numerous advantages. However, they also suffer from certain deficiencias
that have not yet bean solved completely. One of these shortcomings is the afficient and
effactive management of trust among the nodes composing the networl.

How to distinguish berween potential benevolent nodes and potential malicious nodes
is one of the main rasearch lines on P2P networks nowadays. The amount of P2P netaork
applications would be greatly increased by solving these kind of problems. So far, the most
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extended method to overcome this problam relies on computing a trust and a reputation value
for each node on a system.

The innovation of our model lies on the application of an evolhitionary bio-inspired algo-
rithm based on the ant colony system [4]. This algorithm is widely accepted as one of the
best soft-computing algorithms when solving some kind of optimization problems [3].

Here the ants ook for the most trustworthy server all over the network and they are guided
by the traces of pheromone they leave while building of a route. Thus, the more visited a path
15, the greater amount of pheromone it will have and consequently, more ants will choose to
follow that route. Finally, the algorithm will converge with the majority of ants following the
best path.

The choice of using ant colony systems to solve the problem of computing trust values
in a P2P netarork was taken, among other factors, because of the ability of this algorithm to
adapt itself to dynamic anvironments.

Following this model, we can reach, therefore, a greater level of confidence in thoss P2P
network nodes to interact with. We can also reach more switable decisions despite of uncar-
tainty and a more accurate perception of the real behavior of 2ach node on the network, since
the pheromone traces over the network tell us how trustworthy each peer is.

Tha rest of the paperis organized as follows. First, in Sect. 2 we present a summary of some
ofthe related workon this topic. Section 3 describes the ant colony system as it is, while Sect.4
prasents our F2P trust model, called trust ant colony system (TACS). Ex periments and results
are described in Sect. 3 and finally Sect. 6 provides conclusions and lines of futmre worlc.

2 Related Work

blany research groups have Tocused their efforts on modelling trust in P2P systems. The
differance comes in how they approach the problem.

Forinstance, anthorsof Spoats [ L8], Regred [ 10, 1], AFRAS[3], PATROL-F[ 1 3], AntRep
[16] and [19], all of them use a multiagent system. Sporas, Regret and AFRAS only deal
with reputation, while PATROL-F and AntRep modeal both rust and reputation concepts [ 19]
only manages trust.

AFRAS and PATROL-F represent trust and/or reputation by means of fuzzy sets and they
use fuzzy logic to manage them. Sporas and Regret just give some analytic expressions
compute reputation. AntRep is the only one using a bisinspired algorithm of ant colony
system [4,3], Tike us. And [ 19] makes use of a social network.

Some other trust and reputation models more specific for F2F are [17], DWTrust [7],
TPOD [ 4], GroupRep [13], PTM [[,2] and TDTM [20].

An ant colony systam 15 used as well in TDTM in order to manage trust. But anthors of
this modeal assume the existence of a public key infrastructure (PRI in a P2P scenarnio, which
we consider 1 not always possible.

Research worlk shown in [8] and [2] has also helped to design our model | its componants
and its properties.

3 Ant Colony System
AntColony Cptimization [4 ] (Trom now on, ACO) is abio-inspired meta-heuristic that allows

the design of algorithms easy to understand, fast and with high performance, to solve opti-
mization problems that can be represented as a weightad graph.
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Thus, the artificial ant is an agent remembering visited nodes using a list L. At the end
that list contains the solution built by the ant. Moreovar, on each step, being at node ¢ it
chonses which node s o move toward s berween the neighbors of ¢ that had not bean visited
(f{e) =[5 | e, As & L}, using a transition rule and leaving on that edge a certain trace
of pheromone, T.;.

Thearefore, the probability of the ant & located at node ¢ of moving towards node s is
defined by the following transition rule

[Tlrs:l”'["]cs]'3 A
ﬁk{f. 3:' = zu:-‘);[cj[rcu]ﬂ'[’]cu]'s s e Jk{f) “-:I
a otherwise

where T is the pheromone of the edge e, n-; is the heuristic information of the edge
€cs. Ji{C) is the set of reachable nodes from ¢ not visited yet by the ant & and « and 2
are two weights that establish a balance betwaen memoristic information and heuristic one,
respectrvely.
Specifically, the Ant Colony System [3] {ACS) incorporates a proportional psendo-alea-
tory transition rule as follows:
_ | arg maqukaCJ[Icu - [hew ]ﬁ ifg =g
i = K (2
5 otherwise

where s 15 the chosen node by ant & on its next movemeant, g 15 an uniform in [0, 1], gg s the
probability of choosing determirustically the most promising edge and 5 15 a random node
selected using Eq. L.

The algorithm of the Ant Colony System is as follows:

1 |for i = | to Number_of _iterations do

2 for £ = | to Number of ants do

3 Sp = initial node

4 for { = 2 to MNumber of nodes do

5 for &£ = | to MNumber_of ants do

£ 5, +— 8, U Transition_Rule{5;., T, n. e, 5. gq)
7 Pheromone_local_updating{5;. . i)

} for & = | to Number of ants do

2 if EQ{S.E:] = Q{SC‘urrzm El‘en)j then

10 Sewrrens Besr — Sk

11 it (S curcens Besr) = Q{SG10kal o)) then

12 Stiabal Fesr + SCurrou Best

13 for { = | to Mumber_of nodes do

14 Pheromone_global_updating{Saiobal Sesr. O Slabal Fesi)e &)

Algorithm 1 ACS, Ant Colony System
The pheromone local updating has the following appearance:
Ic.f{f)={|-_{,ﬂ)'rcs{f— l)+{§'rﬂ (3)

With this operation, the pheromone associated with an edge slows down on each time an
ant visits it and thus visited edges are less promising since more ants travel across them in
the current iteration, which encourages the exploration of edges not visited yer. This avoids
the premamire convergance of the ants.
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Additionally, pheromone global updating is only applied on those node s who constitute the
hest global solution and it depends on the quality of the latter. [t has the following appearance:

Tt = {l — @) s {t — 1) 4+ 0 - G{30Ichal Besl) 4

d TACS, Trust Ant Colony System

The approach of this model is as follows: any P2P network node requests a sarvice to the
community and acts as a client It executas the TACS algorithm and retrieves the path that
lzads to the "optimum™ node that offers that requested service. That node then acts as a server.

But, what doas being the “optimum™ servar mean in this context? It means being the most
trustworthy server in the network offering one specific requirad service.

In our model, a P2P network is represented as a weighted graph where each edge ., has
two weaights: T and ».;. T, the pheromone, represents the trust that node ¢ has on reaching
the cptimum server, for a certain service, travelling through node 5. And ., the heuristic,
means the similarity between the service requested by the client ¢ and the service offerad by
the server s. Those weights 1, and 5.; take values within the ntarval [0, 1]

It is important to have in mind that the service offered by a server and the service finally
given by this one are not nacessanily the same. It will depend on the goodness of the sarver
If the server is benavolent, it will provide exactly the same service it promisad. But if we
have a malicious server, it will probably supply a different (worse) service than the one he
initially offerad.

If a node & doss not offer the requested service then n; = 0 and any ant will choose it
to travel across, according to the transition rule of the Eq. 2. Equally, if a node of the path
laaves the P2F network (or ancther one joins the nerwork], ants are able to find dynamically
alternative routes.

Once the algorithm has selected the “optimum™ server to interact with, the client interacts
with itand requests the desired service. When the server suppliesthat service to the client, this
one evaluates its satisfaction with the recerved service. If the client s Tully satisfied nothing
happens. If not, apunishment iz carvied cut all along the path that connects the client and the
server (and also over all the edges that fall into the malicious server, as we will see later).

In summary, the steps that composea thizs moedel are the following:

Chient C executes TACS in order to Aind the "optimum™ sarver 5 offering the service &
TALCS launches the ACS algorithm and ants modify the pheromone traces of the network
TACS finishes, having selected the “optimum™ path to server 57

TACS informs the client C that the “optimum™ server found is 57

Clisnt C request service & to the server 57

Server 5 provides service s' to the client ©

Client C evaluates his satisfaction with the receivad service s*

If dlient C is not satisfed with the received service &, he punishes the server 5 evapo-
rating the pheromone of the edges lzading from © to 57

T L R b —

4.1 Pheromone Updating
Latz| be

=14+l =) -{l —ru{t — Dihes{t — 1) (3)
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Then, in our model, pheromone local updating is defined as follows:
i) ={l—g)-tlt = D +¢- -1 -2t = 1) (6
Since T, n, @ = [0.1], itis possible to demonstrate that
Jimore ) = 21Tt = 1) {7

What implias an increase of pheromone above the previous value, but never highar than
a l00%. Moreover, with the term { | — 75 we achieve that edges with lower values of
pheromons can recover faster (increasing mora its traces) and those who have higher values
increase themselves slower

On the other hand, about pheromone global updating, let 7o be

2=l + it — et — 1) - Q{5010bal Best) (8)
So pheromone global updating takes here the following appearance:
Tealt) = {l =) - Tegli — D+ p-z0- Tt — 1) &

Therefore now those edges with a higher value of T and n are more rewarded than those
with lower values. By doing lilce this, we achueve a certan balance which grves quite good
results.

4.2 Quality of a Path

Once every ant has built a path leading to a server, one of them has to be selected as the best
of all. To do this we need to measure the quality of each route. Thus, the quality of the path
found by ant &, 53, is:
QUSH) =~ .7 (10)
b= —==-T
Length{ 5]

where %A 15 the percentage of ants that have selected the same path as ant &, Length{5;) 15
the length of the path chosen by ant &, and T jsthe average pheromone of that solution.

Since %A, T = [0.1] and Length{5y) = |, then (50 = [0 1]

With this definition of quality, the higher are the percentage of ants that selaect a certain
path and the average pheromone of that route, the higheris the quality of that solution. And
on equal conditions, a shorter path s prafecred.

4.3 Ants Transition and Stop Condition

How the ants bwild the solutions in cur proposad trust model 15 differeant from the man-
ner shown in Algorithm |, becanse a F2P network can have any topology, and its dyna-
mism can make any node to leave or enter the networlke at any time. These are factors
that lead us to malke certain important adjustments in the behavicur of the basic ACS
algorithim.

Mo each ant will probably find a differentlength path, so the stopoondition has to change.
Ants should stop looking for a trustworthy server when they find a server that is supposad
to be henevolent or when they explore the whole net and thare is not any server offering the
requested service.

Hence, let ant & be at node 5 in a certain instant and planning to move towards node r.
Algorithm 2 shows the behavior of ant £ in thar simation.
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[

This algorithm can al so be explained as it is described next:
If nede s has ne neighbors or all its neighbors have been visited by ant &:

(a) If s offers the requasted service, ant & stops and returns currant path

(b1 Otherwise ant & moves back until finding a node with alternative not visited paths,
o a node that offers the requestad service, oruntil the whole net has been explored
with no server offering the desired service

2. Ctherwise (v has bean selected as next node among the neighbors of 57:

L I = T T I B

W

10
11
12
13
14
135
1€
117
18
1%

(a) If r offers the required service, then ant &k has to decide whether to stop and return
the current path, or going on searching for a better server.
i. IfT° = 0.9 the trustworthiness of node » will not probably be very high, so
ant k keeps on searching a better sarver beyond node r.
il. Dth_..ekrﬁﬁxise ant k stops and returns the current solution with a probability grven
by T

(b Otherwise ant £ continues uilding its solution

r o« Transition_Rule{s, T, n @, 5, g0
if (s has no neighbors) or
(all its neighbors have heen visited)) then
if (& offers the requested service) then
Stop md return currant solution
else
while (solution is not empty) do
§ «— Previcus_Node(s)
if (s has more neighbors not visited) then
Keep trying those alternative paths
else if (s offers the requested service) then
Stop amnd returm current soluticn
if [solution is empty) then
The whole net has heen explored md there is no server offering
the desired service
else
if (r offers the requested service) then
if (T > 0.5) and (T > random(0, 1)) then

Stop and return current solution

Algorithm 2 Ants transition and stop condition

Sowhen ant k discovers a node that offers the required service, that ant decides to stop
or not depending on the average pheromone T of the current path Sp. The higher T is,
the higher the probability of stopping is. Mote that an ant can not visit the same node twice

because it will result in aloop.

It is quite important to realize that the transition mile together with the punishment method
are the core and the key of this model. A good combination of both can result in very good

outcomes. But a bad use or design of them will surely lead to very bad rasults.
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4.4 Satisfaction Computation

As commented before, once the ants have selected the “optimum™ server to interact with, the
client indeed interacts with it and requests the desired service. When the server supplies that
sarvice to the client, this one evaluates its satisTaction with tha received service (which may
be differant from the one initally offerad by that server).

[T the client is fully satisfied nothing happens. Otherwise a punishment, in terms of pher-
amone evaporation, 1s carnied out all aleng the path that connects the client and the server.

The satisfaction of a client is computed measuring the similarity betwaen the requested
service and the finally received one, taking into account several characteristics, weaighting
each of them. That similarity (equally, the satisTaction) takes values within the interval [0, 1]

It is important to mention that each client defines subjectively those invelving weights, so
it can give mors importance to some service characteristics rather than others.

4.3 Punishment

dany purushment methods were tested and all of them had one thing in common: the pher-
omone of those all edges that fall into the malicious server should be evaporated. Cther
conclusion was obtained from those s=veral trials: the closer is the edge to the malicious
server the stronger should be its punishment. So the evaporation is not the same all along the
edges of the path. Therefore there i3 a distance factor in the punishment of each adge e.; as
follows:

dfe = des €[ 2..... Lt (L

LAL—de + 1)

where L is the acmal length of the whole path and J is the distance of edge e from the
client (number of hops).

Once we have this, there are two ways of carrying out the punishment depending on the
satisfaction. [fthe satisfaction is greater or equal to 0.3, then the punishment is:

Tes +— T —{l — Sat) -2 - (L2

Otharwise, if satisfaction is less than 0.5 the punishment we have is

Ter
; — - Sat 13
" ‘_(dfcs “’) * )

But it 1z important to note that the punishment 1s only executed on thosa edges falling into
relay nodas (not on thosa leading to servers offering the requested service).

And finally, all the edges that fall into the malicious serverhave the following punishment,
but only if satisfaction is under 0.5.

Tes %= {Tor — 9] - Sat (14)

5 Experiments and Results

In order to demonstrate the behavior of the proposed P2P tust model at work, some expeari-
mants have been parformed in two type of networks: static and dynamic ones.
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The parameter values for all the experiments are the following ones:

B =l ¥We s =01 =10 Np=[ln{Ny)] (15)
go =098 o=0101 g=10 Ns=In{Ny)]

where N7 is the number of iterations, &y is the number of ants and Ny the mumber of nodas
belonging to the nerworlk.

5.1 Experiments and Results on Static Networks

We tested our model on static networks, that is, networks that do not change its size along
the time. We tried 3,000 neraorks with a random size between 2 and 10 nodes, 10 and 20
nodas, 20 and 30 and so on. And on each of those networks theee were |00 interactions.

Theexperimant carried out on this kind of networks was acomparison between our model
and octher Ant Colony Optimization (ACO) algorithms such as Ant Colony System [3] (as
it 1s), Ant System [&], Eltist Ant System [6] and Max-Min Ant System [ 2] Outcomes are
presented in Fig. L.

Asgitcan be clearly observed in the graphics, the benevolent servers selection percentage
is, in the case of TACS, much greater than the one got by the rest oTalgorithms. And although
all of them share the same punishment mechamism, the pheromone updating and transition
rule differs on each one.

On the other hand, the solution quality in all the comparad algorithms does not take into
account neither the percentage of ants that have selacted the same sclution, nor the average
pheromons of such solution, as it indead is done in TACS (see formula (1 07).

These algorithms only measure the langth of the path, and consequently they get a poorar
information measuremsant and therafore, Tess effective.

Furthermora, the transition mle in all those algorithms doas not take into account all the
cases considarad in TACS (see Algorithm 2, so they cannct evan distinguish a relay node
from another one offering the required service.

Forallthese exposed reasons, all the compared algorithms have worse behavior (regardless
of the size of the network) than the one shown by cur medel.

Finally, centering on TACS | it 15 shown thatthe selection percentage always remains above
the 26.3%:, with a standard deviation that never exceeds the 3.6% . [tcan be also seen that the
performance gets worse, although very slightly, as the network size grows.
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5.2 Experiments and Results on Dynamic Networlcs

Once we made the specified ex periments on static networks wea thought that the actual strong
point of our model has to be its behavior in dynamic networks, as one of the main character-
istics of F2F networlks is its dynamism.

Thearefore the following experiments were focused on networks that changed their size
along the time, dynamically. Thus, we defined a “probability of dynamism™ which meant the
probability that a certan network has of changing its size (and, consequenty, its topology)
after each interaction.

If the networl changes its size, it can be by one of two ways: adding a new relay node
(linking it randomly to the rest of nodes of the network), or removing a random one.

In these circumstances, we tested 5,000 networks with 0% of probability of dynamism,
5,000 with 209, 40%:, 60%:, 80%: and 100%. Each network had a random size between 2 and
50 nodes and 100 interactions were taken on each of them. Outcomes are shown in Fig. 2.

The explanation of why our modal behaves better than any of the compared algorithms
fits in with tha one given Tor the aquivalent ex perimant made on static nerworks. Even more,
this difference of behaviour is now greater just due to the nerworks dynamism and to the
inability of the rest of algorithms to adapt themselves quickly to changes in the topology of
these networks, modifying properly the pheromone traces.

[T we center now specifically in the outcomes given by ourmodel TACS we can checlcthat
the selection percentage hardly varies with the networks dynamism and it always remains
above the 98.6% with a standard deviation that does not exceed the | 7% at any case.

These results show the high adaption capacity that TACS model has on tughly changing
environmeants, as acmal P2ZP networles usually are.

5.3 Oscillating Nerworks

Mow we present a new experimant where the trustworthiness of a server may change along
the ume. [n fact, we have tned 3,000 networlks with sizes between 2 and 10 nodes, 10 and
20, 20 and 30 and so on, with | 000 interactions for each nerwerlk, where after every 30
interactions the trustworthiness of the current selected server was changed and a random
benevolent node was turned into a mabicious one and a random malicious node was turnad
into a benevolent one.
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Fig.3 Oscillating networks. ACD algorithms comparison

Thearefore, ants may had to recalculate new routes leading to a benevolent server every 30
interactions. Figure3 shows the ocutcomes.

Ag it can be observed, the behavior of TACS gets worse than the one presented in pre-
vious expeniments. Howeaver, it is still the best of the comparad algorithms with a selection
percentage average always above the 87%. And it can be also observed that from |0 nodeas
and beyond, the behavior nearly changes, so we can say that TACS is nearly independent of
the network size.

5.4 dMulti-Sarvice MNetworks

Real computer netwarks rarely offer just one single service, but they often provide several
ones af the same time. Cur model is able to deal with this kind of simatiens. And it is done
by having different pheromone traces for each service provided by the networc.

Thus, a server can be very benavolent delivering a certain service and very malicious with
other differant one. In such state ants will tend to select itin order to ask it for the first service,
but will scarcely choose it to supply the second one.

So the behavior of the model 15 exactly the same regardless the service requested by the
client, as each service has its own pheromone traces ovear the network. In this way our model
is notonly able to distinguish good servars from bad ones just for one service, but it can also
differentiate within a particular server the trustworthiness it has delivering each one of the
services it offers.

6 Conchusions and Foture Work

In this paper an innovative P2F networle trust model is presented based on the Ant Colony
System whers the traces of pheromone are identifiad with the trust that a chient has enfinding
a benevolent sarver offering a certain service.

Our model is able to select a mitable server more than the 96% of the cases on static net-
wotks regardless of its size, and on dynamic networlks regardless of its dynamism. Oscillating
networlks have also been solved with TACS.

Comparing our model with other classic Ant Colony Optimi zation algorithms we chserve
that the best outcomes are reached with TACS, which with its particul ar pheromone updating,
transiticn rule and punishment method performs better than any other
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A far as we know this is the first work that uses a modified version of ACS in this way
obtaining such good results. However, many technics can be incorporated and tested such as
fuzzylogic orlinguistic 1abels (making use ofan ontology inorder to reprasent concapts such
as service, or satisfaction), and the model can be made as complex as desired, Tor example
taking into account the possibilicy of having malicious relay nodes.
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ABSTRACT Ensuring trust and confidence in wirtval commuonities” transactions 15 a
critical issue nowadays. B even more imporiant can become the vse of robust and
acourate trost models allowing an entity to decide which other entity to interact with. This
paper aims to study the robustness of TACS (Trost Ant Colony System), a previously
proposed bio inspired P2P tmst model, when applying a penetic algorithm in order to
find the range of walves of its working parameters that provides the hest TACS
performance. The optimization of those parameters has been carnied oot using the CHC
genetic algorthm. Ezpenments seems to demonstrate that TACS can achiewe hiph
performance rating due to the enhancement provided by META TACE, and to achieve
them for awideranpe ofworking parameters, hence showing a remarkable robustness.

Key Words: Robust Trost Model CHC Genetic Alporithm, TACS, Trust Ant Colony
System, Trust management, P2P Metworks, Meta heoristics

1. INTRODUCTION

Different research works have been done so far in order to improve security in P2P networls
by ensuring a minimum level of confidence between every two interacting nodes. However, 1t 18
not definitively solved since none of the studied models has become a de facts standard in this
field.

Moreover, there 15 a wide variety of trust and reputation models depending on their scope
(P2P, Ad-hoc, Wireless Sensor Metworks, multi-agent systems, etc), their type (trust model,
reputation one or even both), and the technique they use (fuzzy logic, Bayesian networks, etc).

Wewvertheless, they are mainly focused on the way the trust and/or reputation wvalues are
computed and they do not manage neither how the node to have a transaction with 1z finally
selected, nor which is the path leading to that certain node, nor how robust the model 13,

In this paper we will first review aresilient trust model for P2T networks [ 24, 25] where some
nodes offer some services or goods and other ones are requesting those services. The former will
be always looking for the best self profit, while the latter will be demanding the best services with
respect to somme quality characteristics, such as the prize of delay, for instance.

' Corresponding awthor; phone number: +34 968 367866, fx number; +34 968 364151
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The man feature of our model 15 the use of a bio-inspired Ant Colony System (ACS)
algorithm [1] allewing to determine the route (sequence of nodes) leading to the most trustworthy
server offering a particular service all over the networl,

Ant Coleny Optimization (ACT) [1, 2, 22, 23] is widely accepted as one of the most
promising soft-computing algorithm s when solving some kinds of optimization problems such as
the traveling salesman problem.

In this type of optimization algorithm ants travel along the network searching the optimum
path fulfilling certain conditions (for instance, the optimum path leading to a node offering certain
service). While they are traveling they leave a trace of pheromone, called? | which iz used to
guide other ants (the more pheromeone trace a path has, the more probability 1t has to be chosen).
Finally, the path with the strongest trace of pheromone will be selected as the ophimum one.

But the main objective of this work is to propose and study the behavior of META-TACS, an
optimizer of the working parameters of TACS wia evolutionary computation. In previeus work
[24,25] TACS was proposed as a bio-nspired P2P trust model including some preliminary results.
In the present work, a CHC (Cross generational elitist selection, Heterogeneous recombination,
Cataclysmic mutation) genetic algenthm [26] was emploved to implement META-TACS META-
TACS allows studying the performance and the robustness of TACS against a wide range of
values for its worlung parameters. One of the results of the study was that TACS remans
obtaining good cutcomes almost regardless the combination of walues of its working param eters,
which suggests that it 13 both resilient and easily configurable. CHC was chozen because of its
rather small population size (since evaluating a set of parameters, that is, an individual, is
comparatively costly) while keeping a good balance between exploration and convergence, Az we
will see later, META-TACE provided us with a bounded range of possible values for each
parameter of TACS The long term obijective was to prowvide TACS with mechanisms to self-adapt
to the current network conditions, although the results show a remarkable resilience to diverse
typical situati ons,

The rest of the paper 18 organized as follows: section 2 presents a set of related works in this
area. In section 3 cur model TACS is described. Then, section 4 presents a genetic algonthm
designed to optimize TACS parameters, called META-TACE, whose expenments and results are
described and analvzed 1n section 5. Finally, section & exposes some conclusions and future worle

2. RELATED WORK

A number of models have ansen in the field of trust and reputation recently. That 15 the case,
for instance, of [3-8], where several trust and reputation models are proposed for a multi-agent
system [9] in which agents interact (competition, coordination, cooperation ) in order to get the
greatest self profit In [10-16, 31], howewer, authors develop trust and reputation models mainly
for P2 networks, although some of them could be usedin a multi-agent system or even in an ad-
hoo networle, Ad-hoc and Wireless Sensor Network trust and reputation models are exposed, for
example, in [17-1%, 32].

=some of these models are based on fuzzy logic in order to represent trust and reputation
values. Others rely on Bavesian networks and a posteriori probabilities. There are also models
based on social networks And some others just give analytic expressions to compute trust and
reputati on.

Among all the studied and analyzed works, we have just found two models where the bio-
inspired ant colony optimization 1s used. They are [20, 21], but none of them face the problem as
we do. AntEep [20], for instance, uses the ACS i order to distribute reputation information,
while TDTM [21] recuires the existence of a Public Eey Infrastructure in the netweork In our
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opinion this can become a strong restriction since not all the P2F networks will be composed of
dewvices with encugh capabilities to support such cryptographic infrastructure.

A1 the cited models just give a trust andfor reputation walue for each entity in the network,
but any of them tells how to reach that entity. That 15, any of them provide the path to follow in
order to go to that certain node.

IMany works have been dene in order to formalize trust and categorize trust models [320] but,
as far as we know, this 1z one of the first papers where a trust model optimization 15 presented. In
this way, we decided to use a genetic algorithm (in particular, the CHC one, given itz specific GA
features) [26, 27] since it has been proved that evolutionary computation (EC) seems an intelligent
option when dealing with optimization problems where there 15 not much knowledge available
about the search space structure while, at the same time, EC 12 still able to obtain high quality
solutions.

3. TACS OVERVIEW

TACS (Trust Ant Colony Zystem) [24, 25] 15 a Trust model for P2P networks based on the
bio-nspired algorithm ACS (Ant Colony System [1,2]) where the pheromone traces, T € [ﬂ,l],
are tdentified with the confidence a client requesting a certain service has on finding a trustworthy
gerver through a specific route. The heuristic component 3 € [U,l] {also invelved in the decision

of which path to choose) is identified with the similanty between the service requested by the
client and the service actually offered by a certain server. And if a server does not offer the
requested service then J3 is defined as the goodness of that server acting as a relay node.

In summary, the steps that compose this model are the following, as it is shown in Figure 1
1. Client < executes TACS in order to find the “optimum®™ server 5 all over the network
offering the desired service

2. TACE launches the ACT algorithin and ants modify the pheromone traces of the network
3. TACE finishes, having selected the “optimum”™ path to server S
4. TACS informs the client O that the “ optimum”™ server found 15 5"
3. Client O requests the desired service 5 to the server 57
& P o
1 2 s s S &
: =» T N
4 i ¥ ‘#WA.“ LT CoL EVITIG C‘l .':INP N L]

Figure 1. TACS Model Steps.
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6. Zerver &' provides service s'to the client O
7. Client O evaluates his satisfaction with the received service &'
8. Ifclient 1z not satisfied with the received service 8, he punishes the server 5¥ evaporating
the pheromone of the path thatleads from Cto 5 Otherwise no punishment iz carned out
At the beginning of the process all the pheromone traces are initiated according to this
formula:

t(0)= RiFh+(2-7-1.0) RiPh-(1.0 - I Ph) (1)

where [iFh € [U,l] i3 a parameter indicating the initial pheromone value desired and # ~ [Cl_.,l]

is arandom number within the interval [U,l].

TWhile an ant builds the path leading to the most trustworthy server, it modifies the
pheromone traces along it. This pheromone local updating 15 carnied out through the following
EEPrEssion:

r.B=0-¢)r (t-D+pz 1, (-1) (2)

where T_ {#) is the pheromone value of the edge g (linking node ¢ and &) at time 2, € [ﬂ,l]

15 a constant called phi and Z| 15 defined as follows:

z=1+(1-¢)- 17, (t-1)-7,(-1)

What implies an increase of pheromone above the previous value, but never higher than a
100% . Moreover, with the term {1 — T, {t— 1)-.?}“ {t—1)) we achieve that edges with lower
values of pheromone can recover faster {increasing more its traces) and those who have higher
values increase them selves slower.

Woreover, when all the ants (which number depends on the size of the netwotk) have built a
path, and the best of these has been chosen, an additional pheromone global updating 15 done
along that selected route as follows:

r,O=Q0-p)r t-1+pz 7.1 (3
where 0 € [U,l] iz a constant called rko, and Z, iz defined as

ZZ = 1+ r|:.': (r - 1) ' ??c.': (!’- - 1) ' Q(Sﬁefﬂzr_beaE)

o
where A E“#“’—E‘i“bas) iz the quality of the best path that all the ants have found in one single
tteration of the algorithm. Therefore now those edges with a higher walue of T and 7} are more

rewarded than those with lower values. Thus, both expressions (2) and {3) have been designed in
order to establish a good balance between exploration and convergence, when searching the most
trustworthy server.

The quality of the path buillt by ant k, Q(Sk} < [D’l], 13 computed as follows:

A

S5 )= T 4
A5 Length(S)7" F @
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where A € [0’1] 15 the ratio of ants that have selected the same path asthe ant k, Length(s, ) 15

the length of the solution.S,, T, isthe average pheromone of that path and FLF € [[],1] i a
constant called Path Length Factor.

We think this 15 a reasonable good way of measuring the quality of a path (and the
experiments have demonstrated it) since it takes into account three main factors: the ratio of ants
who have chosen the same path, the average pheromone of that path and the length of the route
Having that expression we give a hugher quality value to those paths which have been chosen by a
larger murber of ants, which have a greater average pheromone value and which are shorter in
length.

gT.-"xi"hen an ant It discovers a server offering the required service, it has to decide whether to
stop and return the current path leading to that server, or keep on trying to find a better (more

trustworthy) cne This decision could be expressed as the transition rule: if T, > Tralh and

r, >r~[01]

then ant k stops and returns current solution, where Fe isthe average pheromone
of the current path, Traln e [ﬂ’l] is a constant called Transition Threshold and ™~ [D’l] 15 a

random murb er within the interval [U’l].

And when an ant 15 currently in a server who does not offer the desired service, # hasto move
one step forward, choosing among the current node's neighbors. Let ant k be at node r, then the
probability of choosing neighbor s as the next node in the path 15 computed as:

[r. I [2.F
>t ln.F

uedplr)

Fim (?’,S’): (5

where JJ, {7} is the set of reachable nodes from r not visited vet by ant k and ¢, § are two

weights establishing a balance between pheromone traces and heuristic values, respectively.
But specifically, the ACE adds a proportional probabilistic transttion rule as follows:

argmax|r | -|77, ifg<g
p;(}“,s)z ued[r] [ ]Q [ ]ﬁ ’ (6)
2.(r3) otherwise

where § N[U,l] is a random number within the interval [D,l] and ¢, is the probability of
choosing determmunistically the most promising next node i

Aswe have seen, at step 7 of TACS client C evaluates his satistaction, Sat € [ﬂ’l], with the
recerved service s'. To do so, he assesses the similarity between that service and the one mitially

requested: s This assessment may be different for each client, since it depends on scme weights
(meaning client's preferences) that the own client can define by himself It 1s modeled as follows:

Sﬂf = Slm(s‘, Sr) = f( anze’ Wq‘ua&fy’ Wdz.‘.'twry) l:?}
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Finally, the last step of the model consists of punishing a server in case he has provided a
worse service than the one he initially offered IFSkE = DPunTh | where FunTh € [U,l] is a

constant called Funichment Threshold, then the punishment carned outis:

T, =1 _—@-(1-Sat)- 2df_ (2)

where df. € [U,l] 15 a distance factor for edge £, that implies a stronger punishment for those

edges closer to the malicious server and which is computed as follows:

df., = A . d,=12,..,L-1
L-(L-d_+1)

being L the actual length of the whole path and u:f“ the distance of edge & _ from the client.
Otherwise, if Saf < PurnTh , the stronger punishment for &__ is:

T
T = —¢|Sat (%)
&
The number of ants and iterations depends on the number of nodes of the network according
to the expressions NA = Nﬁ“"" a.ndf‘u;':r = Nﬁ"” ,respectively, where Y N € [U,l].

aris * e

3.0 Advanced Features

=ome features that can be derived from the mathematical model of TACS are now presented.
This model allows the anonymity of the entities participating in the network since 1t does not need
to associate an entity with its actual identity. Every entity 15 just given a pseudo-adentifier per
session not associated with itz real identity, However, newcomers do not have more oppotfunities
than nen malicious remaining entities in the networle. Otherwise an entity could achieve enough
reputation to interact with other ones, then keep cheating until 1ts level of reputation did not allow
him to interact again (at least for awhile), and then leave and re-enter the network as a newcomer
and start again. This is achieved in TACE by evaporating pheromone traces only when an
unsuccessful interaction has been carried out.

MNonetheless, benevolent newcomers indeed have the akality to participate although there was
a very trustworthy entity in the network, because those newcomers will receive gradually more
ants depositing pheromone traces until they reach a certain level that allows them (in terms of
probakality) to be selected. Likewise, redemption of past malicious entities that has become
benevolent 13 accepted And an exploitation of a good built up reputation is avoided since the
pumizhment for a high deception in atransaction is even higher {see equation (80

When evaluating the satisfaction perceived by a certain transaction, a subjectivity assessment
1z allowed since each client may define his own weights in order to compute the similanty
between the requested service and the one actually received (as shown 1n equation (73).

3.2 TACS Performunce

The ovethead added in this kind of networks is most of the times a critical issue since the
interacting devices in a P2P, Ad-hoc or even Wireless Sensor MNetwork usually have great
constraints about memory, processing and communication capacity.
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Therefore, we made some tests in order to measure the performance or throughput of cur
meodel. Our library [25] size 15 close to 31 Ebytes. Moreover, Figure 2 depicts the average time in
milliseconds needed to perform one transaction (without talang into account transmission delays).

2‘.—’ L] .
Keal time 1
Linear regraceien
e
20 ]
et
o
E £
2 p
s
; &
210 e
E e
Pl
5 ﬁﬂ}#ﬁ
R
10 b an 40 Elb] [38] FiLK &0 = 100
Mum Modas

Figure 2. TACS Executioh Time.

This graphic indicates the overhead introduced by TACE It needs less than 25 malliseconds
to be executed over a 100 nodes network and up to 0.23 ms when the network 15 only composed
by 10 nodes. Tt can be checked that the performance neatly follows a linear function.

4. META-TACS

Ae we have seen, TACE includes several parameters involved in the model. And with the
walues shown in Table T we got good outcomes in comparisen with other bio-inspired methods
[24]

However, we thought that it would be interesting to have an optimization of these working
parameters. Even more, it would be necessary to obtain knowledge about the behavior of TACS
regarding the specific worlung parameters and trying to provide a more solid support for using a
set of particular values, instead of only trying afew empincal values (as the ones shown 1n Table
I, for instance).

That 15 the reason why we applied a genetic algorithm in order to optimize TACS parameters
and give a formal support to those values. Our pursued intention was to check the behaviour of
TACS model against a relatively wide range of values for each parameter thaving in mind that

every optimized parameter can take values within the interval [U,l])

Genetic algorithms have been proved to be a good option when optimizing continuous
vanables [26], as it 15 our case. Specifically, the CHC algorithm [27], that stands for Cross
generational elitist selection, Heterogeneous recombination, Cataclysmic mutation, was chosen.
The most important reasen as to choose CHC in particular in order to implement META-TACS
lies 1n that it worles with a small population size. For the present problem small population size 15
a convenient feature because evaluating an individual requires the execution of an instance of
TACS Although TACS i1z a remarkably fast algorithm such ezecution 1z comparatvely costly
compared with the other components of the CHC genetic engine. The other features found in CHC
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Tabkle |. TACS Param eters.

Param eter Value | Range Meaning
name
4 0.1 [0,1] | Pheromone local updating and punish and reward parameter
£ 0.1 [0,1] | Pheromone global updating parameter
o 1.0 [0,1] | Learning weight in the transition rule
fej 1.0 [0,1] | Heuristic weight in the transition rule
N 0.35 [0,1] | Ezponentto determine the number of ants
N, 0.35 [0,1] | Ezponent to determine the number of iterations
g, 0.93 [0.1] Probabality of choosing deterministically the most promising
next node
;iFh 0.5 [0,1] | Initial pheromone trace
Transition threshold, to determine if an ant must stop when 1t
TraTh 05 [0.1] finds a node offering the requested service of not
EunTh 0.5 [0.1] Punishment threshold, to determine if an edge must be punished
or ot
PLF 0.5 [0.1] Path length fau:tor,lto c.letermu.le the importance of the length of a
path when measuring its quality

were designed to counterweight the weakness that small populations present. Elitist selection
allows a monotonic improvement of the solution. A specially designed heterogeneous (and
uniform) recombination, termed HUX, provides better sampling coverage when few individuals
are avalable, aided by the incest prevention policy followed in CHC. With such aggressive
crossover operator the typical mutation operator 1s not required. The cataclysmic mutation is
petformed when the expected premature convergence of stnall populations finally arrives. In all
CHC 15 awell documented, good petformance general purpose optimizer, with a small population
size, and therefore seemed an adecquate choice for META-TACS Algorithm 1 shows its design.

In such algorithm L represents the size of an individual, M the number of individuals in a

population and ¥ € [U,l] a constant indicating the percentage of vanation of the best individual

when arednitialization 15 carried out.

The hamming distance between two individuals t and € is computed as follows:

L
Hamming_distance(t,0'y=">" hamming({,¢ )
=1
0 if|¢d-¢|<d8

hamming(r,¢) =
8(1) {1 otherwise
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where & iz a similarity threshold between the components of twe individuals. Thus, if two

individuals are very similar, they are not crossed, preventing this way the incest.

Moreower, instead of using the HUX cross, we implemented the BLX- & cross. That 15, given two
individuals ¢ = (Ill,té_.,___ ,Ii) and t° = (f.lz ,Ij yes Ej) . BLE-& cross generates another two

L k kR k ko L .
individuals £ = (§ ,&y,-.., & ), where £ is randomly generated within the interval

[nmn - L‘x?tmax + I{X]

being = tI'liIl{t’il,It2 Yol = HlﬂX{I:, IEZ }. e [U,l] and T =1 __ —1T . The bigger &
15 the greater 15 the diversity when searching the best individual.

d=L/4
initialize populaticn P(f)
evaluate indiwviduals in P(f)
while =ztop condition net satisfied do
t=t+1
Copy all members of P(f—l) to C(f) at rancdom
F* HUY cress and incest preventicn */
for each of the M /2 pairs of members in C(f}
it (hamming distance(f 4')/2) > d

swap halft the differing bits at random
el=e

delete the pair of individuals from C(I‘}

evaluate individuals in Cr(f)

F* Elitist selection */

form P(f) from P(f—l) by replacing the worst members of P(f—l)
with the best members of Cr(f:l

it P(f:l egquals P(f—l:l

d=d-1
F* Re—lnitializaticn */
it d <0

replace P(f’) with M copies of the best member of P(f—].)

for all kut cne member of P(f)

flip ¥ * L bita at random
evaluate individual

d=rx{l-ry=L

Algerithm 1. CHC algerithm.

In the rednitialization step, we did not use the method explained in algorithm 1 (1e flip
¥ L bits at random), since our individuals representation is not a bit string, but real parameters,

that 1z { € R (in factf € [ﬂ,l]). We used, therefore, a normal distribution with mean 0 and
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standard deviation &, W (0,&), in order to diverge and reinitialize the individuals of a

population. Specifically, the divergence iz carried out as follows:
i=t+NXN(0,5)

The bigger & [U,l] 1z, the greater the divergence of a member when reqnitialization is

dene. We set & to 0.1, which means that almost all possible divergence is inside the £0.32 range.
since we developed our custemized genetic algorithm in order to optitnize the parameters
shown in Table I (except for alpha and beta), each individual 15 represented as a tuple:

t= (@, g, MiFRN_ N, TraTh, FunTh, PLF)

Thus, evaluating a member means executing TACS with the parameters values specified by
that certain member. And its fitness iz the average satisfaction of the client with the received

service minus half the standard dewiation ({2, — &, , /2
Finally, the stop conditton for cur CHC algorithm was:

SINESS gy i > 1.0-107"

That value was considered that provided an acceptable while close-to-perfect result.

5. META-TACS EXPERIMENTS AND RESULTS

This section presents the whole set of experiments with their corresponding outcomes carried
out in order to optimize TACS parameters through our customized CHC genetic algorithm.

As we have seen before, CHC algonithm has it own sething parameters. The values used for
those pararneters in all the experiments done can be observed in Table IT

Table ll. META-TACS Param aters.

Parameter Value | Range IMleaning
name
% 40 [0oa] | Mumber of individuals in a population
L 9 [0pa] | Size of an individual
Percentage of wvaration of the best individual when a re-
r 0345 [01] |5 e .
initialization 15 carried out
a 0.01 [0,1] | Similarity threshold between the components of two individuals
24 0z [0,1] | Determines the diversity when crossing twe individuals
o 0.1 [0,1] | Divergence of individuals when a re-imitialization 15 carned out

Here we defined the three same scenanos that were designed to test TACSE alone [24, 25], that
1z, static networks, dynamic networks and oscillating ones. In fact, each individual fitness
assessment requires an execution of TACS over 5000 random networks with 100 interactions for
each of them {except for the cscillating scenano, where 1000 transactions are done, as we will
explain later) using the parameters values contaned in that specific individual.
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3.1 Static Networks
Tnder these conditions, we launched one CHC genetic algonthm for each case of the first
scenario. In other words, we launched a CHC algonthm for static networks with 10 to 20 nodes,
one CHC algonthm for static networks with 20to 20 nodes and so on (30 to 40 and 40 to 507,
Table II and Figure 3 show the mean, £t | the standard deviation, &, the minimum and the

mazximum values for each one of the optimized parameters obtained within the first scenario.
The first appreciation that can be done iz that in a static envirenment {0 can take a wide

range of values, while 2 's values fall into a smaller interval 215 involved in the pheromone local
updating (formulae (2)) and in the punishment method (formulae (3) and (3)), so the bigger §2 1g,
the stronger the punishmentis (and vice versa) However, the closer to 0.5 0 i3, the greater is the
pheromene local vpdating, and the closer to the extrernes 0 or 1 ¢ is, the weaker iz the

pheromone local updahing camed out.
2 1z only involved in the pheromoene global updating, and a greater value of 2 implies a

bigger updating (and wice versa). As it can be seen 2 is never greater than 0.5, its range of values

is relatively small and on average, it is greater than 0.

About g, 1f it was equal to 0, every ant would use the transition rule described in equation
(5) (direct exploration), otherwise, if ¢, =1, the transiion rule always used would be the one
shown in equation (&) (probabilistic transition). In a static scenario, ) takes higher values with a

low standard deviation.

Takle Il and Figure 3. META-TACS Outcom et for Static Networks,

25 o Max Iin !

phi 01784 | 01903 | 04545 | 0.0319 0 -
rho | 03045 | 0.0482 | 03576 | 0.2602 | ™ B

q0 0.8332 | 0.0321 | 0.8788 | 0.8057 If
IniPh | 0.4%2% | 0.145% | 06514 | 03511 a8 =
N | 03973 | 00689 | 04691 | 03032
MNya 05404 | 01279 | 06301 | 03533 o L
TraTh | 04972 | 0.1214 | 06218 | 03689 =
PLF 0.5652 | 0.2226 | 08331 | 02961 oz
PunTh | 06306 | 00781 | 0.73%6 | 060883
Fitness | 09998 |927-107 | 09999 | 09997 o U T oo T [ T

The most interesting thing to say about the JPA parameter is that its mean is close to 0.5
with a considerable standard deviation This means that the best initial conditions for a client is
neither to be very trustful, nor to be very untrustful, but a mean term with certain divergence.

and M

tfer

In order to help understanding the meaning of the walues of N {and

anfr

even PLF ), Figure 4 depicts the set of functions X% wherea € {0.1,0.2,_..,0.9,1.0} . As it can
be observed, when the size of the networls 15 less than 50 nodes, the difference between N;,l and

NI]S

I 1z greater than 0.5

iz minimal . The difference begins to be relevant when N or N,

{and even greater when the number of nodes increases).
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Therefore, if M,

. and N, remain close to or less than 0.5, the difference between one

value of ancther 15 not significant (maybe one or two antsiiterations of difference, which has no
real strong effect in the results).

If TraTh = 0 then the probability that an ant & stops when 1t discovers a server offering the
requested service 15 determined only by the average pheromone of the current path built by ant &,

fk. That 1s, iffjc =0.9, for instance, ant & has a 0% of probability of stopping when

discovering such a server. If TraTh — 1, then T, has to be close to 1 (a very trustworthy path)

in order to let the ant to stop; otherwise it will keep on tryving whenever it finds a server offering
the requested service, untl itreaches one of these servers without a neighbor to move forward.

FLF iz used when assessing the quality of a path (see equation (4)). The bigger FLF iz the
more influence the path length has on its quality. The average length of the solutions depends on
the number of nodes, but it is not vsually very high [29)]. Thus, there 15 no much difference
between the values of PLF accepted in a static scenario. And since its mean value 15 near to 0.5,
equation (4) may be viewed as

(S 8 -2 7, (10)

o Length(s )
Finally, if PrunTh = 0, every edge of the path leading to the most trustworthy server would

be punished according to formula (8); otherwise, if PunnTh =1, the punishment applied to all

those edges would be the one shown in formula (%), In this first scenario FUMTH takes higher
values, thus meaning that a stronger punishment method iz more suitable.

5.2 Dynantic Networks
The second tested scenario was sunilar to the first, but including dynamism. MNote that P2P
networls are strongly characterized by their high dynamist, where every node can enter of leave
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the network at any moment, therefore the need of this type of scenario. In this dynamic scenario
the topology of the network may change along the ttme. Table IV and Figure 5 show the outcomes
of META-TACS for this scenario.

In thiz scenario P parameter mean takes a very similar value than in the static scenario, but
with a lower deviation, so it has a weaker pheromone local updating and punishment g,

however, alse has a similar mean but this time the deviation 1s greater than in the first scenano.
This means that greater and lower pheromone global updates are allowed in the dynamic scenano.
Tt1s deduced that thiz exchange of deviation sizes implies that in a dynamic P2P network a better
balance iz achieved by contributing with less pheromone in the local updating but with a greater
trace in the global one, while the punishment 15 alzo low. As it can be observed, Pand P remain

under 0.5 and £ mean iz still greater than §#'s one.

Az g, takes a lower value than in the first scenanio, it seems that in a dynamic one is more

suitable for ants to choose the next node to move forward using more often the expression (3).
And this has sense since with equation (&) an ant always chooses the most promising node to
move forward, and this might be good for a static environment. Butin a dynamic scenario 15 better
to sometimes use the probability defined in fonmula (0) to randomly select the next node of the
path. Otherwise, following the most promising path could lead us to a dead end, since nodes can
leave the network whenever they want.

MiFPhhas nealy the same standard deviatien than in the first scenario, but the mean is

higher. This can be interpreted as that in a dynamic environment 1s better to inihially be a bit more
confident.

Takle IV and Figure 5. META-TACS Cutcemes foer Dynamic Netwerks.

i o Ilax Idin
phi 01411 | 0.10% | 03138 | 0.0000

rho | 03116 [ 01397 | 05642 | 01950 | *2- T
g0 | 06619 [ 00924 | 08156 | 0.5707 A =
miPh | 0.5655 | 0.1471 | 07344 | 04132 | ©*- U] ﬂ
Nue | 04661 | 00748 | 05498 | 0.3435 T | L D
Npe | 05208 | 01377 | 06839 | 03567 | v~ =
TraTh | 05425 | 0.1264 | 07329 | 0.4165 T

PunTh | 05501 | 0.1%33 | 08613 | 0.3351

PLF 04845 | 01395 | 06272 | 0.2608 62 I_{ =
Fitness 09996 25 10-4 09995 09991 a r:l'ril- the  gf  InBh Manks Milar TraTh PLE Punh

I

o, TEMAinG greater than N in this second scenario, and the values of both parameters,
as we explained before with Figure 4, are quite similar to these obtained for the first scenano.

The standard deviation of TratTh is also very similar in this environment than in the first one
but, once again, here the mean 15 a bit greater than in the static scenario. This situation implies that
ants do not stop when they find a server offering the requested service as often as they would do
in astatic network. In a dynamic network nobody guarantees that a server will stay in the network
for along time, so it 18 better that ants explore the network as much as they can.

FLF has here arange of values with lower bounds than in the first scenario, but its mean is
close to 0.5 too, so the rewriting of formula (4) can be also applied here.
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And the behavior of the Fuin Th parameter is interesting. Here it has a lower mean, closer to
0.5, and a greater interval of values, which means that in a dynamic network the punishment
scheme can vary from a euite hard and strict one until a soft and relazed one. Or it can also be
seen as that a good balance between strong and weak punishment 15 more suitable for dynamic
networles.

3.3 Oscilluting Networks

Finally, the third and last scenarie consisted of a set of static networks where after every a
certain number of transactions (50 in our case) the goodness of the currently selected most
ttustworthy server swapped, so it turned into a malicious one In a P2P network any peer can
suddenly change its goodness in order to cheat and try to get a greater self-profit. Thus, this kind
of scenario aims to study this other type of dynamism, but this time focused on the behaviour of
the nodes instead of the vanability of the topology of the network In this oscillating scenario, in
order to evaluate the fitness of each individual we executed TACS model over J000 random
networles with 1000 transactions per network with sizes of 10 to 20 nodes, 20 to 20, and so on.
Cutcomes of the genetic algorithm are shown in Table V and Figure 6.

A wery significant isse derived from the experiments is that £ parameter is now very close

togf. In fact it 15 a bit lower. But it can be becanse ¢ takes here the highest value and £ its

smallest one among the three tested scenarios. Eemember that this meant that the pheromone local
updating and the punishment are both greater, and the pheromone global updating 13 weaker.

Parameter g, has here a greater value than in the dynamic scenario, but lesser than in the

static one, soin an oscillating network it 12 also better for an ant to choose the best path to follow
by using equation (6) (probabilistic transition rule) rather than equation (3) {direct exploration).

Tabkle ¥ and Figure 6. META-TACS CQutcom es for Oscillating Netw ok s,

i o MMax Ivin 1
phi 0.2460 | 0.1451 | 04417 | 0.10%2
rho 0.2294 | 00947 | 0.3531 | 0.1429 ne
g0 07496 | 0.0%64 | 08888 | 0.6793

IniPh | 0.5558 | 0.193% | 0.8307 | 0.3987 v
ants 02526 | 00605 | 03617 | 0.3435

—H

B
I

Witer 03812 02198 06148 00985 e .
TraTh 03243 02031 05497 00637 !:‘
PLF 04543 01468 0 &546 02023 oz L
PunTh 05181 01528 0671 0.3175 —
Fitness 09995 |7.3-10% | 09999 09983 b phi rthe g InPh Manis Mo Traoh PUF 2unTh

The highest standard deviation for IRIFPR is reached here, but its range of values is quite
similar to those obtained in previous scenanos, that 13, the most profitable initial conditions
consist of notbeing too confident, neither too unconfident.

Nﬂm tales here its lowest values for both the mean and the standard dewviation, while I"-fmr
takes the lowest mean, but the highest standard dewiation. This implies that, on the one hand a

balance between these two parameters is necessary, and on the other hand, N isin average

term higher than NN _, .
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TraTh alze has its lowest mean and highest standard deviation in the cscillating scenario,
which means that the probability of an ant of stopping when 1t discovers a server offering the
desired service 18 mainly determined by the average pheromone of the path currently built.

The lowest mean of PLF parameter iz obtained in this scenario, but its range of values is
very similar to the previous ones, and the rewnting of formula (4) done in formula (100 15 also
valid here.

Again, another lowest mean is reached here. Anditis the PunTA parameter. But its values
interval 15 quite similar than the one achieved in the dynamic scenario, so it has the same impact it
had there.

In summary, thiz scenario has the most extreme values among the three tested environments
for many parameters. And the reason for this 15 that an oscillating scenario 15 the most changing
and aggressive for our model (in fact the “worst™ fitness values are also achieved here).

3.4 Globul (hcomes

Finally, Table VI and Figure 7 summarize the global cutcomes (average of the three tested
scenarios) for META-TACS model. These outcomes can give us an interesting perspective of the
petformance of our model when there 15 no infonmation about the behaviour of the network nodes
ot the stakility of the topography of the networl where it i3 going to be deployed.

As it can be seen, the standard deviation of every parameter goes from 0.1 to 016,
approzimately, which are high values since all the optimized parameters talke values within the

interval [U,l] That 15, all of them have a standard deviation between the 10% and the 16%,

approximately.

Takle ¥l and Figure 7. Glebal META-TACS Qutcom es.

i o vlax Idin I
phi 0.1817 | 0.140% | 04545 | 0.0000 -
rho 0.2861 | 01073 | 03531 | 0.142% on
g0 07352 | 0.1057 | D.88EE | 0.5707 |
IniPh | 05420 | 0.1516 | 0.8307 | 0.3510 ub S i
Wants 0.3969 | 0.0982 | 05488 | 0.2162
Niter 04865 | 0.1645 | D.6840 | D.OBES o4
TraTh | 04672 | 0.1680 | 0732% | 0.0637
PLF 04589 | 0.1611 | 08330 | D.2608 uz
PunTh | 05782 | 0.1608 | 0.8613 | 0.3175
Fitness | 09996 |44 -10%] 05999 | 09983 o T T T i TR T e

We did not expect with these expeniments to obtain a very accurate value for each one of the
TACSE parameters, but to demonstrate the robustness of the model against a certain range of tnput
values for those paratneters. As we can see, standard dewiations take tost of the times high
walues, which means a wider interval where to take values from for a certain parameter, obtaining
however good cutcomes (the worst one 1z a 99.83%, asit can be seen in Table V).

Some general relations between TACS parameters can be derived from the experiments
carried out with the CHC genetic algorithm. These relations are described in Table VIL

These relations are just rough general approximations. In future worlk some rules relating
several parameters could be extracted through a data mining process, for instance.
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Table ¥Il. TACS Param eters Relations.

L=y
- Na.*:f:

N

ifar

g, = 0.5

milkh —0.5
FPLF =035

6. CONCLUSIONS AND FUTURE WORK

This paper has studied the robustness of TACS (Trust Ant Colony System), a novel trust
meodel for P2 networks using the bio-anspired algorithm of Ant Colony System. It has descnbed
its main charactenstics and features and shown its performance.

A genetic algorithm based on the CHC algorithm has been applied in order to optimize the
wotking parameters of TACS model and obtaining better knowledge about the behaviour of
TACS with regards to them. The performance optimizations of thiz genetic algorithm have
demonstrated the robustness of TACS model against a wide range of working parameter values.
That 15, TACS seems to work reasonably well regardless the values given for its parameters
{within a certain interval).

Besides, this work opens some future ways of research. For instance, some tules relating
TACSE parameters could be obtained through a data mining process as to better adapt to the
pariicular scenario found when applied 1in real networks. Although TACS has been shown as a
robust system within wide parameter ranges it 15 always a recommendable safeguard to set the
parameters in the best parameter setting areas depending on the type of network at hand
Therefore a self-adapting system based on meta-kmowledge rules or metaheunstics may prove a
useful addition to META-TACS in the future.

We have focused our model on P2P networks, nevertheless, other environments such as
wireless sensor networks, ad-hoc, or even VWV (Vehicular-to-Vehicular) networks are also firm
candidates for applying cur model on them.

We are also planning to implement and test our model over a simulation environment such as
OWIeT+H [28] and even parficipate in workbenches competitions such as ART Testhed [25].

Finally we are thinking of introducing ontelogies, as well as fuzey sets, in our model in order
to provide it with some semantics. For instance, concepts as the similarity between two services
could be better modelled in this way, in our opinion.
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Abstract Wireless Sencor Networks (W3SN<) are becoming
more and more spread and both indusiry ard academnia are
focusing their recearch effons in order 1o improve Ltheir ap

plicalions. One of the frsl issues o solve in order Lo achieve
lhal eapecled improvemnent 15 Lo assure a minimum level of
securily in sueh a resiviclive environment. Even mare, en

suring confidence berween every pair of inleracling nodes is
a crilical issue m Lthis kind of nelworks. Under these condi

lions we present in Lhis paper a bio inspired lrusl and repu

tatiot rmodel, called BTRM WSN | based on anl colony sys

lemns aiming al providing trust and repulation in WiNs, Bx

periments and resulls demaonsirale he accwracy, robusiness
ard lighiness of the proposed model in 2 wide sl of sila

Liams.

Keywords Trusl & repulalion managemenl - Wireless
sensor nelworks - Bio inspired algorithms

1 Introdoction

WSMe [ 1] are nevworks bazed on small size nodes coopera
lion. Those nodes are mainly characlerized by their low en
ergy consumplion, their low cosl and, ol course, Lheir wire
less cormmurnicalion. They can be used 10 make mease
mmenls of lemperalure, pressuwre, humidily, lighiness, eie, bul
currently they oflen have cerlain probabililies of Mailure, as

E Gdame e Wdrmal [ED) - G Mariine: Péres
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Camunicacianes, Universily af Murcia, 3.0 1 Murcia, Spain
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e-mail: gregariat@um.es

[Pullished aoline: T8 Febreoars 2000

well as high resinclions of compuling, memary and energy
capabililies.

W3Me are usually composed of a large number of these
nodes which, logether with their highly dymarmic opology,
may lead 1o some scalabilily problems.

A number of research groups are working on Lthem since
this kind ol nelworks has several inleresiing applicalions
ranging frorm rmililary ones o environmenlal ones, passing
through sanilary applicalions, domolics, Inlelligent Trans
ponalion Sysiems (1T3) [2], ete.

However, due 1o their imponant resinclions, they usaally
suffer Trom many securly weaknesses, which make them
oflen vulrerable Lo cerlain threals. Hardware failures could
be a sowree of wrong crilical informalion spreading, fov in
clance. Bul even more, nodes belonging o a2 WAN could
misbehave when they are asked for & measurement, or some
dala.

Wilhowl loss of generalily, we will adopl the scheme
where some nodes of the nelwork requesl some setvices
(and acl, therelore, ac clients) and some others provide those
services (Lhus acling as servers or services providers). In
such a scenano, a node could provide a frandulenl service
when Lhis is requested.

In addilion, since we have supposed one of (he maosl re
siriclive cases, where evary sensor is only able 1o cormmuni
cale with ils direct neighbors ((thatis, i cannol esiablish a di
recl communicalion wilh a node more Lhan one hop ahead),
a malicious node could avold reaching ils berevolenl neigh
bors, or leading always o olher malicious nodes, Torming
thus a collusion.

Il is therelfore necessary 1o accwralely dislingich rust
worhy nodes from Maodulent ores. This truslworthy nodes
ideniifcalion can be achieved through a trusl and repulalion
model [3, 4].
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In Ihs paper we specifically present a lrusl and repulalion
maodel Tor WiNe, called BETRM WSN [Bio inspired Trust
ard Repulation Model for Wirelece Sensor Melworks) in or
der 1o carry oul lhe «lection of 1he mosl lruslworthy node
through the most repulable path offering a cerlain sevvice.

Ow proposed model is based on a bio inspived algo
rithm called anl colony syslem [ACS) [5 B], where anls
build paths fulfilling eerain condilions in a graph. These
anls leave some pheromone Lraces thal belp nexl ants w Gnd
ard lollow those roules.

Alhough ACS was inilially mainly designed for sia
lic nelworks, experiments demansirale that the adaplalions
done 1o make il sulable for WENs lead Lo an accurale per
formanece ol the model. As we will see laer, i allows aclient
Lo inleract mosl of the imes with a truslwaorlhy server, rather
than wilh a rnisbehaving one.

The sl of the paper ic organized as lollows: Secl. 2
presenls a review of 2 number of lrusl and repulalion mod
els and works oriented 1o W3Ns In Seel. 3 we present oar
trust model proposal, describing ils main fealures and char
aclerislics. An inleresling analysis of some denwed secu
rily threats that could be applied in our medel is shown in
Secl. 4. Bxperiments ard resulls are exposed in Secl. 5 ard,
Anally, Secl. 6 shows our corclusions and Nalure work.

2 Backgroond amd related work

In this sechion we will present a review of some of Lhe most
relevant and novel trust and epuation medels over Wireless
Sensor Melworks,

2.1 ATRM

ATREM [9] ic an agent based wrust and repulalion manage
menl scheme for WSNs where lrusl and repulalion manage
menl is carvied oul locally with minimal overhead in lerms
of exlra messages and lime delay.

Il iz bazed on a cluslered WSMN wilh backbone, and il
caore is a mobile agenl syslemn. 1L reguires a node’s Lrusl
and repulalion information o be slored in the formes of ¢
insirirment and v cerlificale by the node ilselll In addilion,
ATREM reguires that every node locally hold 2 mobile agent
thal iz in charge of adminisiraling Lhe (rusl and repulation of
ils hosling node.

Considering any lwo nodes k; ard k. (he ¢ instrument
izsued by k; Lok, under conlexl Oy 1= defned as:

ThHr,n, Cal=Eap(D H{DD
where Eap(3f) ic an ercryplion funclion using r;’s sym

melric key, AM ) is a hash digest function, £ = (fOk,].
f0r, ). Ce. T #,3, T iz a lime slamp implying the limes

4 Springer

when Lhe ¢ instrument 1s issued and 1, , 1= Lhe rusl evalua
licn made by k; on k.

Il there are k& concerred conlexls, for any node 1, s ¥
cenificale is defined as:

RC(n;) = Eqg(R.HR))

where & = (fD{r ). T ((n. ) (ra. Gl iy, Cpl,
which means that k; s reputalion is ¥ mder conlexl C), ¥
wder conlexl Ca, .., Fg under conleal Oy al lime poinl T

Beflore slaning any lransaclion belween k; and K, Lthe
former asks i1z local mobile agenl Lo oblain the ¢ certificale
of the laller by direclly guerying r, s local mobile agentl.
Based on ke, "z r cerlibicale, n; decides whelherornol 1o slarl
the ransactian.

Adier \he ranzaclion iz Anished, n; makes a (ruel evala
alion on K, based on Lthe qualily of the service il gels, and
lhen subrmils this evaluaiion o s local mabile agenl which
lhen accordingly generales a ¢ instrumenl for ke, and sends
i 1o r,’s local mobile agenl.

Based on the collected ¢ insirumenls, a maobile agent pe
riodically issies its hosting node updated ¥ cenificales. B
since mobile agenls are designed o lravel ower Lhe enlire
relwork ard run on vemole nodes, they most be lunched by
trusled enlilies.

Therelore, in ATREM i1 iz assumed that (1) there is
a lrusled awhorily lhal 1= responsible for gereraling and
launching maobile agenis, and (2) maobile agents are recilient
againsl lhe unauthorized analysis and modificalion of their
computation logie.

2.7 QDY

Apthors of [ D] present an Anl Colony Ophrmzalion ap

proach for reputation ard qualily of service based securily
in W3Ns. They specifically propose a gualily based dislance
weolor prowcol known as DV, where the more reputation
a node has, the maore reliable 1l is lor communicalion pur

poses.

DY iz able o prolect the relwork againsl packel injec
lion by those malicious rodes which have been delecled.
This proleciion is made by idenlilyving lhosenodes who drop
lhe packels forearded Lo therm.

In this model repuation is based on pheromane comtenl
of a path for communication. Thus, a path having more de
posils of pheromaone, T, , 1= considered more secure. On Lthe
alher hand, Qo5 considers the dislance belween lwo com
municaling nodes, ;. Therelome:

2 opel
i, (= o
where 7;, 15 lhe pheromone lrace belween nodes £ and 7, r;
is (he number of i's neighbors, and il @, (#) = Tyip, mishe
havioror securily violahon is delecled, which means node @
has less fovwarding capabililies.
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In the same direclion, Qo3 15 defined as the percenlage of
eaposed wraffic according wo:

T M = Malt)
T M)+ 3 M)

being ¥ M (10, Y. M.ty and ¥ A 40r) the total number of
generaled, received and dopped packels.

Finally, the guality of securily, L25ec, deperds on the 1wo
previous paramelers and defines the cormmunication and
ransler between Lwo nodes. 1L is the deciding facwor as 1o
which node reeds Lo be selecled as the nexl node in the path
ard it compuled as the weighted siom ol repwation and o3:

Ei_,' (t)=

Wit = w3+ wa, (1)
2.3 ATSN

An agenl based rust model Tor WSN is presented in [11]
using a walchdog scheme 1o observe the behavior of nodes
and broadeast their trusl ralings. The sensor nodes receive
the lrust ralings from the agent nodes, which are responsible
for moniloring the fonmer and compuling and broadeasting
those 1rusl raings. According o the received informalion,
sensor nodes will make Lhe decision aboul cooperale wilth
their neighbors ornaol.
In ATSM the repulalion space s definedas RS =1{(p.n)

p.r e M, where pis the number of posilive oulcomes and k
15 Lthe number of negalive ones. Tiven (. k) The probability

x of oblaining a posilive oulcorme is compuled as follows:
2P0 —xn

P[p.n}{x_:' = P{I [p..h‘.:l:l = -

_;rn Pl —x)dx

Addilionally, the cerainly of evenl [p.r) is calculaled
with the nexl expression:

cip.r)= f |

Maoreover, Lhe sl space it defined as a Inple 75 =
{Epr. mewedt, salisfving the following condilions:

or| —
B Ul SR I|a':c
xﬁ{l—x_)“dx ‘

prortwr e [001]
pr+nt=c
pt+nt+ur =1
where pr,ri and wr refer 1o posiive lrust, negalive trusl arnd
uncerlainly, respeclivel y.
Let now T = {pr. nr. ut) be the iransformation fromrep

ulalion space Lo lrusl space, where pi, nt and wi are com
puted according 1o the neat formula:

pr=cgiy

n+l

mi =g
wi=\— pr—ni

2.4 RF3N

RFSMN [12] & a ramework where sensor nodes mainlain
repulalion for alher nodes in the network. & node monilors
through a walchdog mechanism the behavior of olhernodes,
based on which il builds up their repulation over lime. 1L uses
this repulation 1o evaluale rustworthiness and in predicling
lheir Mulure behavior. AL the lime of collaboralion, a node
only cooperales wilh those nodes thal il Lrasl.

Thus, a dala siruciure lenmed repualion able AT, is de
fined where repulalions mainiained by node © are stored.

RT; =1 Ra_,l !

being K, the mpulalion of node § mainlained by node @
A node builds each of these eninigs in the repulaltion lable
over lime through the walchdog mechanism as follows

Re'_.' = flfD'U - Ra_.l:l

where he oulpw of he walchdog mechanism, £, is used
Lo recursively updale the repulalion of node j alnode i, O,
represents 1he raling thal is allocaled Lo the lalesl aclion of
node § by node i,

Maoreoser, in RESN the repulation of a node is 2 made up
of lwo subcomporents, (R;,)p and (R, )p, as shown nexl

R =R o+ ik, o

Direcl repuation (R, Jp is build up using direct obser
valions through the walchdog rmechanism and indirect rep
waliom (R, Jrp 15 build up using second hand mlormation.
Bul node i should give more weight Lo he second hard in
fovmation received fom a highly repued node and vice
versa. Therelore, (K, )p and (K, )rp are compuled as fol
lows

':-Ra'_,l.)D = f{Da'_,'- {Ra'JJDJ-
(R o= (R, o +wig = Ry, .

Wie N
vk & N;

where w,, = g{K;.) represents the weight thal is derived
bazed on the repulalion belween the lwo nodes @ and &,
Rig.

Trust iz obiained in RESM by 1aking the slaisical expes
Lation of the probabilily disiibuion representing the repua
lion belween hose nodes, 12, T;, = E[R;, ).

Finally, when faced wilh the gueslion of cooperaling wilth
anode J in the nelwork, the behavior of node @, &, is de
vived from Lthe (rusl melric of the lwo nodes. £, is abinary
variable {cooperate, dor’t cooperate} and a simple thresh
old bazed policy 1= used Lo decide Lhe valus of £,
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2.5 CORE

CORE [12] 15 a generic mechanism based on repalation Lo
enforce cooperalion among nodes in a MANET in order 1o
prevent selfich behavior. All members of a commumily have
lo conirnbule o the commumnily life in order Lo be entilled 1o
useils resources. In CORE repulalion is a measure of some
one’s contribulion 1o cormmaon operations and it is defined as
compaosiiional.

Thal is, the owverall opinion on an enlily thal belongs 1o
the communily is obiained as a resull of the combination
ol dilierent Lypes of evalualions. Authors of CORE define a
subjeclive repulalion, an indirect reputalion and a unctional
repulalion.

The frsl one is the repulation calculaled directly from a
cubject’s observalion as follows:

rols, 1= plt. 1) -ou

where r_';‘{.s'_, Fre[—1.1] stands for the subjeclive repula
lion value calculaled al lime ¢ by subject 5, on subjecl s,
with respect 1o the funclion f; adr 70 is 2 lime dependent
funclion thal gives higher relevance Lo past values of ag and
ay € [— 1. 1] represents the raling faclor given 1o the & th
observalion.

The indirecl repulalion of subject 5, collecied by 5; al
lime ¢ for the Munclion F is denoled as t'r;: (s, f).and can
lake only posilive values, prevenling thus demal of service
allarks based on malicions broadeasting of negalive ralings
for legitimale nodes.

Finally, the luncional repulalion melers 1o the subjeclive
ard indirecl repulalion caleulaed with vespect Lo diffevenl
functions F. All these 1ypes of repulation are combired 1o
assess a global value of a subjecl’s repulalion, using Lhe fol
lowing formula:

riis,) =wat vt (s, Fad+irgis, i)

where wy represents the weight associaed 1o the Nunctional
repulalion value and ri {#,) 1= Lhe global repulalion value
thal is evalualed in every node. The cholee of he weighls
wy used w0 evaluae the global epualion has wo be accurale
because il can alfecl the overall syslem mbusiness.

Earh enlily & in CORE is enriched wilh a sel of =pu
lation lables (RT) and a walchdog mechanism (WD) Bach
row in Lthe KT consisis of four enlries: the unigue ideniifier
ol the enlily, a colleclion of recenl subjeclive observalions
made on lhal entity’s behavior, a list of the recent indirect
repulalion values provided by olher entiies and Lhe value
of the repwation evalualed for a predefined funciion. Each
nelwork entity has ore BT for each funclion that has 1o be
manilored. The RT and the WD Logether conslilue the basis
of (he collaboralive vepllation mechanism presenied in this
maodel.

£ Springer

2.6 DRETS

DREETS [14] is a disiribuled securily prolocol aimed al pro

viding a melhod by which beacon nodes (modes thal assist
alher sensor nodes o delermine (their localion), BN, can
maonilor each olher and provide informalion so thal sensor
nodes, 3N, can choose who o rust, based on a guoram vol

ing approach. Inorder Lo trusl a BN's informalion, a sensor
musl gel voles Torils rustworthiness from al least hall of
their cormman reighbaors,

Lel’s consider 2 WEN consisling of ® 3N, 5,8, .., I
and m BN, by ba. ..., B, 172 BN reporls a lrusl value over
a 5M’c lhrechold for another BN, the sensor counts Lthal as a
posilive vole from the frst BN 1o the second.

There are wo classificalions of informalion available for
the repulalion syslern. Om the one hand, the Arsl hand in
formalion is the localion information transmilled by a BN,
overheard by another BN in ils commuonicalion range. On
the ather hand, the second hard informalion is the repulation
informalion gathered by 2 BN ard published while respond
ing Lo arequesl forlocalion informaltion. Both these Llypes ol
informalion are used by the BN 1o updale the repualation of
their reighbars.

The repulation of & from by poinl of view, K, is up
daled as follows:

Rei=p = R+l —pixr

Il by, believes thal the localion broadeasled by by 15 truth
Mul, =1, otheraise v = 0. 1y € [0, []1s a laclor Lo weight
previous experience againsl current infonmation.

When a node requests localion infommalion, every beacaon
neighbor of the reguesling node will publish ils Neighbor
Repuialion Table (WRT) along wilh its own localion. Lel’s
assme by is the publishing node and &), receives Ky ;. Be
fore incorporaling R ¢, b, frst performs a simple devialion
lest as lollows:

R_.'.e' - R.'i:.e' = d

Il the above devialion Lesl is posilive, then the infonma
lon 15 considered compatible with b, s Arst hand expen
ence, and is accepled. b, hen updales R, ; in NRT;,J as fol

Lows:
R_,'.e' =47 R_,'_a' + =2 = R

Howewver, il The devialion Lesl is negalive, then the pub
lished informalion is considered 1o deviale loo much Domils
own Arsl han expenence, and i1s disegarded as incompalible
informalion. In order 1o discowrage nodes from publishing
false informalion, the lying node’s repulaion is decreased
as lollows:

Roe=man K¢
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2.7 Disgussion and molivalion

In this seclion we have meviewed a number of works, projecls
ard models relaied o the management of trust and repua
lom concepls in WiN, Some of themn have even become ore
ol lThe maosl known in this Geld [9, 13, 15, 18],

Mewvertheless, not all of themn take inte account the sirong
reelriclions abow processing, slovage o coMmmLmicalion ca
pabilities, in the same way. Even more, some of themn just
present a fovmal model wilthowl showing any sel of exper
imenls demonsiraling the accuracy, robusiness, scalability
ard overload inroduced by their models in such a senlient
ErwIroTITIEL.

Some of them mely on a walchdog mecharism with or
wilhow using amulll agent system [ 11, |2]. Others 1ake ad
vanlageof Bayes theoremn [ 7] avd a posterion probabilities,
or jusl use a Bela distnbution [ 15] in order 1o represent ral
ings.

Ac far as we kmow o model is on of the Arsl ones (1o
gether with [10]71n applying a bio inspired lechnigue sweh
as anl colony syslem [(ACS) Lo develop a Irusl and repulalion
model for WSN.

Likewise, we have laken inwo consideralion the impaor
lanl lirnilations found in W3N, so we have Ined o design
a model as much lighvasight, efficient, el and scalable
ac possible. In Macl we present lwo versions of our maodel,
depending on he fealures of the WSN where il is 1o be de
Ployed.

Il we are facing a wery restriclive nelwork, a simpler
model 1= proposed. This simpler and less resource consum
ing scheme is, however, more vulrerable 1o somme securly
lhreals a= we will see laler. OUn the other hand, il we are
dealing with a2 W3N whose nodes are devices wilh more ca
pabilities and securily is a very imporianl issae, then we bet
on another more sophisiicated model with a small overload
an the relaark.

3 Bio-inspired trust model for W3N
21 Assumplions/scenario deseripion

Several Lypes of wireless sensor nelworks can be Tourd de
pending o whal kind of nodes they are composed of. You
can meel fom a2 stalic W3N where nodes have a cerlain
localion, o a highly mobile ome where nodes move every
where (like in a VANET [2]). You can also find from a very
resirictive WiN where all nodes remain maost of the lime
aslesp in an idle slale, o another ane comprising nodes pro
vided wilh high performance fealures capable of processing
many reguesls per second and Lthal are nearly always aclive.
Throughoul this paper we will assume a scenario where
a W3N iz composed of nodes with relatively high sensor

aclivity. Withouwl loss of generality, we will consider some
nodes requesling generic services and some nodes providing
thern. In the fulure these services can be specified n delail.
How this definiion is caried ow is oul of the scope of Lhis
paper

We will alzo aszurme (hal every rode will only know ils
neighbors (that is, those nodes within ils wireless range),
and nolhing else aboul the whole wopology of the nelwork
(al leasl al the early slages).

Addilionally, this lopology is considered 1o be relatively
highly dynamic, with many nodes enlering or leaving the
communily. Il (his frequent logging in and oul of nodes is
due 1o the mobility of these nodes or bec aiee they switch on
and off, is ow of the scope of this paper, as well.

Our model is aimed 1o help a node requesling a cer
lain service w0 the relwork 1o Gnd the most rustwonhy
mule leading 1o a node providing he righl requesied service.
& node (equally a path) ean be considered unlrustworthy ei
ther because il inlentionally provides a Mraudulenl service or
because il provides a wrong one due Lo hardware Mailures or
perdommance delenoralion.

Ac we mentioned above, we are consideving dynamic
Lopologies, so we needed Lo use a lectmic capable of dealing
efficienily with this issue. And in our opinion, one mech
aristn thal Tulfills guile well this matler i the anl colony
syslem [ACS)[S B].

2.2 BTEM W3SN, abio inspired approach

BETRM W3N icabio inspired trust and reputation model for
Wireless Sensor Nelworks aimed 1o achieve Lo mosl Lrusl
worlhy path leading w the mostL repuable node in a WaN
offering a cerlain service,

Il ic based on the bio ingpired algorithem of ant colony
gysiem but, due 1o the specific restriciions and limilalions
found 1n W3Ns, the ACS canmol be direcily applied Lhere.
Some adaplalions, therelore, have Lo be made.

In our model, for inslance, every node mainlains a
pheromone trace for each of s neighbors. This pheromone
lraces T € [0, 1] will delermine the probabilily of anls choos
ing a cenain roule or anolher, and £an be seen as the amount
of trust given by a node Lo other one.

The hearislic values n & [0, 1], however, are defined as
the irwerse of 1the delay iransmission lime belwesn Lwo
nodes (or the inverse of he dislance belween Lthemn).

The facl thal every node conrols ile own pheromone
traces and hearislic values, and no one else bul il c anmodily
thern ¢ an becorme an imporant secarily threal,

Other iszue Lthal avoids the direct applicalion of the ACS
in this envirotmenl is the facl thal while an anl is searching
for the most reputable server providing a reguested service,
il could happen thal some of the nodes 1thal formm Lthe path fol
lowed by that anl become inaceessible (either becanse they
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swilch off or because they move oul of the range of their
previous sensor in the path).

In thal silvalion, the anl would be unable 1o come back
o 1he client and il would get lost. In other waords, when a
clienl launches a sel of anls, il has no guaranles al all thal
all of them are going 1o relan and, of cowse, il canmaol wail
until all the launched ants came back in one ileration of the
algarithm.

Therefore, the algorithmic scheme presented in ACS
[8, 18] has Lo be redefined ac shown in Algorithm 1.

Algorithm 1 BTRM W5N
I: while [condilion) do

2 For k=1 to Mumber_ol_ani= do

i S« imilial =ensor (clienl)

4 Launch anl &

A

6: do

7. For every relurmed anl & do

E: iF(205) = {Curmenr_East)) then
Q: Current_Begt +— 5

1% while (limeoul does ol expire) and

1: Mun_relwred_anls = %MNumber_ofl_anis
12:

15 iF [ Q{Curment_Fest) = Q{Clobal_Best)) then
I+ {iJlobal Besl+«— Currenl_Besl

15: Pheromone_global _updaling

i4: {(Global Best, ({Clobal_Eest), p)

IE: retarn CGlobal Kast

The frel change we can appreciale is that the main loopis
now defived by a generie condilion, which may be a cerlain
nurmber of ilerations (like in the oviginal algorithm) or i1 can
even be a cerlain imeoul. This defimiion will depend on the
specific W3M Lhis model is going 1o be applisd Lo

Umn the other hard, this algorittm consists of the follow
g sleps:

|. Bwery anl adds the frsl sensor o ils solulion, which is
always Lhe clienl they are deparlting from. Then each anl
decides which mexl sersor o move o aecording 1o Lthe
ransition rule and il is ent there (linge 2 4).

2. Unceevery anl has lefl theclient, 1his one wails unlil they
come back. Forevery relumed anl, the elienl compares ils
solution ard keeps the best one. As explained belore, in
a W5N [he clienl has no guaranles thal all the anls thal
were laurched are going Lo come back, so il jusl wails
walil a limeoul expires or a cevlain percenlage of all the
anls has relwmed (lines & 1 1.

3. The besl soliwion found by all or some of Lthe anls issued
in the current ileralion is compared wilth the global best
soluion and swapped il is appropriate (lines 13 14),
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4. A pheromone global updaling is performed over the links
belonging 1o the global best path (line 16),

As eaplained before, the definiion of the condilion
chown in line | of Algorithm |, as well as the ones de
fired in lines |0 and | |, depend direcily on the specific fea
lures (bandwidih, ransmission delay, ele.) of the sensors
thal compose he W3N we are dealing wilh.

MNexl we will deseribe in delail some fealures of our Lrust
and repualion model for W3N, cach as how 1o measare
the qualily of a path, how an anl decides which nexl sen
sor o travel wowards, o when it should siop ard retam the
currenl path. We will also explain how the pheromone up
daling iz carmed oul while anls are bulding Lheir roules
as well as how a punishment is pedormed (in s of
pheromone evaporalion) when the clienl interacls with a
frandulent server.

Adduionally, the differences belween the tao proposed
versions of ow model will be explained and some Anal 1=
marks aboul the scalabilily and lighiness of BTRM W3N
will be shown.

J.2.1 FPath guality

Each lirme a launched anl relums Lo ils clienl carrying a so
lwion with i, that client has 1o assess the guality of that
soluion. Specifically the ant keeps a list of all the sensors
belonging o the selecied path, logether with the pheromone
traces of the links thal join them.

According Lo Lhis, the palth gualily compulaion can be
dane in he [ollowing way:

Tk

S = — .
QSe) = RS Ter

Ta Ay

where T 15 1he average pheromaone of the path found by
anl k&, PLF e [0, 1] and %4, represents the percentlage of
ants thal have selected the same solution as ant k.

On one hand, the amounl of ants thal in one ileralion has
selecled the same path as anl &, ard (he repulation of thal
palh, represented by ils average pherormone, conribule 1o
have a gualified =olution. Un the other hand, on equal con
dilions, a shorler path is preferred.

YWith a definition like this we achieve thal our model lends
1o preferably select those paths which are ac shon as possi
ble and which have been selecled as many limes as possi

ble.
3.2.2 Aris tarsition ard stop cordition

When an anl is Iravelling along the W3N searching lor the
mosl traslworthy roule leading o the most wepulable server
il has 1o decide al each sensor which oflils neighbors il has Lo
mmove Lo, BEvery ant has also 1o decide whelher 1o siop when
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il finds a server offering the reguested service or i 1L should
keep irying 1o And a more repuable one.

30 lel anl £ be al sensor £ in a cerlain momenl of s
searching. Several oplions an happen:

|. Sensor g offers the reguested service.
[a) Sensor s has mare neighbors nol visiled yel by anl k.

The average pheromone of the path followed by
anl & from the client until the sensor £ s compued,
T e [001] 10 Tp is greawer than a cenain ranst
lion threshold, TraTh e [0, [], then anl & slops and
relams current solwion wilth a probakilily equal
1o 7. Olherwise, il Ty = TralTh, anl & considers
sensor £ hol enough repulable and keeps rying 1o
find a beller one.

(b) Sensor £ has no more neighbors or all of themn have
been already visiled by anl k.

Anl k slops and relums currenl path.

2. Senzor s does nol offer 1he requesied service.
[a) Senszor s has maore neighbors nol visited yel by and k.

Anl & decides which nexl sensor 0 move 10 ac
cording Lo (he lradilional lransilion rule defired 1n
ACS.

[b) Senszor £ has no more neighbors or all of themn have
been alrweady visited by ant k.

In this siluation anl & has reached a dead end and
has no more oplions Lthan backiracking. Thal is,
il has o follow the inverse roue it has cunently
buill unlil il arrives al a sensor which offers the
requesled service (and then slops and relwms thal
new path) o until it reaches a sensor nol offer
ing the reguesied service bul with more aliermalive
palths nol explored el by anl k& [and Lthen keeps
lrying those roules).

It could even happen thal, while backiracking,
anl & reached Lhe chient il belonged Lo, In thal =il
uation the whole WiMN would have been explored
bul any server ofifering the reguested service would
have been Tound.

However, in order 1o prevenl some securily Lhreals a
client canmal inleracl again with the same malicious server
i lhe rexl lransaclion, o anls will nol slop when they find
il ard consequently the will nol choose il

Arnother impariant issne W lake care abowl is the num
ber of lamnched ants, Myae € M, which depends on the num
ber of sensors thal form the WSN and the dynamism of the
WSM isell. 11 is sensible 10 think that the grealer and the
more dynamic a2 W3N s, the grealer has 1o be Lhe numberal
launched anls (because some of them ¢an be lost), and wice
YETEA.

But if the number of anis is relatively high, maybe the
cordilion defined n line | of Algorthm | should not lead Lo
a loo big number ol ileralions or a loo large limeoul. Olh
erwise, each execuiion of BTRM W3EN would mequire an
amounl of lime arnd esowces consumplion that may nol be
acceplable in cerlain W3Ms. Therefore, an accurale balance
belween the number of ileralions [or limeowl) and the num
ber of anls it necessary in order 1o achieve reasonably good
oulcomes.

3.2.3 Pheromone updating

While ants are (ravelling across the W3EN searching the most
repulable server, they modily the pheromaone races they
fird. This modification helps pexl ants 1o decide which path
is beller 1o follow.

Aciually, there are lwo kird of updalings: a local ard a
global ome. The pheromone local updaling is carried oul by
every anl each lime il decides 1o move from one sensor Lo
the nexl. Lel anl & be al sensor g1, Then, applying Lthe ransi
lion schemne explained in the previous seclion, il decides Lo
move lowards sensor &2 (whichis 2 £7s neighbor). 3o, be
fore being aciually transmitled, i indicales sensor £ Lhal il
has 1o modily ils pheromone Lrace associaled wilh sensor s
in the following way:

Is|.91={|_{ﬂ;"7—'s|s-,_ +4qp -5k [

where =01+ {1l — @) - {| — Ty5] ~Mayaald - Taysy 15 LhE
convergence value of z;,, when lme + — oo (given Lhal
.M. ¢ & [0, 1]}, hat is, is the pheromane Lrace value Lhal
would have thal link afier a lol of Lime il no other modifica
lion was carmied ow over il (nolice (hal £ € [T 5. 2 - T2 5]
Omn the olther hand, a pheromone global updaling 1= per
fortmed ower the best path found by all ants in eachileraion
of Algorithm | {=ee line 14). This ic done by sending an ex
lra anl jusl 1o modily lhe pheromaone Iraces of Lthal rowe. And
that modificalion is carvied oul wsing he rexl expression:

T = — 20T + 001 + e O (S Giobi Bear 1) Tre )

Therefore, the higher are the pheromone irace, the hewris
lic value, the gualily of Lthe path and g = [0, |], the higher is
the addilional pheromaone conlribulion over the besl roule.

Firally, il i= worth 1o mention how Lo inilialize the
pheromone traces. Theirinial value fiPR = [0, 1] will con
dilion some aspecls of the model. Thus, il rifk — 0, lorn
slance, everybody would mislrust everyone al Lhe beginming
ard il would be difficull to distinguish trustworthy sensors
frommalicions ores. Howewer, il miPh — | then everybody
would Lrusl everyone al the beginning and il would also be
difficull o dislinguish benevolenl sensors fom frandulent
OTES.
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I124 Punish & reward

Cwmee BTRM WSN has selecled whal il thinks 15 the mosl
rustwaorthy path leading 1o the most repulable server, the
clienl aclually requests the desired service Lo Lhal server
Then, depending on the goodness of the server, il will pro
vide the same service il was offering, or anolther warse,

In this Arsl slage we will comsider only Lao possibilities.
The server can be olally berevaolent and provide the same
service 1l was offenng (5o Llhe client s fully salished), or il
can be wolally fraudulent and provide a eomplelely different
service than the one thal was offered (having thus a fully
imealizhed client).

Il 1he client is salisfied, a reward by means of addilional
pheromone contribution is done all along the selecied path.
The same expression used for pheromone global updaling
21 can be applied here as well.

Maoretheless, il the clienl is nol salished, a punishment,
i.e., an evaporalion of phevomaone traces of the links belong
ing Lo the selecied path, is camied oul And this punishment
tees lhe following expression, il salisfaclion is less than a
cenain purictiment threshold PunTh e [0, |]:

Ty =0T —-dF0-Sat- {1 —4F0 (3]

where Sat e [0, |] represents the sansfaclion of the client
wilh lhe received service and &Y, € (0, 1] is a dislance Mac
o of link £, compuied as follows:

4
dfs = 4
b i/usu-{us&;—dwla “

being d, 41,2, ... £.{5 )} the aclual dislance (murmber of
hops) bevween sensor roand £, and L{%) (ke length of the
path found by anl k.

Olherwize, il Sat > FurTh then:

Ty =T — - (| — Sat) - 2df,, 57

Acil can be checked, having apunishing schemelike this,
lhose edges which are closer Lo Lhe clienl have a slhighler
pheromone evaporalion, and vice versa,

Furthermare, all the links thal fall inwo the malicions
server are also punished. Olherwise anls could seleclil again
through an allernalive path, thinking it has become a berey
olenl sensor [which may nol happen most of Lthe limes).
Therelore, those edges have 1o be punished accowding Lo Lhe
rexl formula:

Ty = {Tn? — - Sar (8]
2.3 Two proposed maodels

Ac we have menlioned belfore, we have aclually developed
t#o versions of our model BTRM W3N. The first one is
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the one we have been showing uniil now, where pheromone
iraces are shared for every service offered by a senzar. This
allows us Lo achieve a lighter model [very low overload is
added 10 1he netwaork).

Howewver, il als=o has some drawbacks. For inslance, wilth
a model like this, a clienl could nol dislinguish a sensor
which is very good (berevolent) when supplying a cenain
service, bul very bad [frandulent) providing another one. 11
will consider thal sensor as very lruslaarihy or unliis baor
thy for all the services provided.

ITwe have a WSN where we are only inleresied on maont
loring the behavior ol sensors aboul jusl ore service [or even
il the WiN only provides ome service), we could use this
model without the problemn of dislinguishing a sensor’s par
licular behavior for each provided service.

And il owr WAEN i composed of very resiricled sensars,
we could adopl a dynamic seenario where some of them
swilched off for awhile il they did nol have any Iransac ion
along a limeowl or iF they were very aclive (providing oo
many reguests) during another Lireoul.

Bul il we have a low consiraiml W3N [equally, a2 igh
performance W3N) and we need a more resilient model, £a
pable of dealing with muliple services, we could adopt the
second version of BTRM WSN. In 1his ore, every sensor
has a pheromaone (race for each one of ils neighbars, and for
each one of the services provided by the W5SN. Likewize,
sensors will rernain always awake.

Lzl bz m the nwmber of services available in the W3N,
ard let be k,; the number of neighbors of sensor &, Then,
£ should manage and slore m xR, diflerent pheromone
lraces. Dhviously, this decision implies 2 bigger amounl of
slored informalion on each sensor bul, on the other hand, 1l
provides a more resilient lrusl and repulalion model, since
this is now able o distinguish each sensor as trustworthy or
nal, lor each ore of (he services il ollers.

IT we are dealing with 2 W3N wilh high resources sen
sors and where Lthe securily is a orilical issue when applying
for a service, we could make use of (his =econd version of
the model.

Addilionally, in his second version he clienl gathers all
the paths found by all the ants thal visit il (nol only ils own
anls) and join lhem in order o achieve a local view of the
wopology of the nerwork (which will probably be an insian
lareous view, due 1o the high dynamism that this kind of
nelwaorks can reach).

This local wigw can help the client 1o 1ake more accurale
decisions, sinee il knows (through the pheromaone iraces)
which servers are more repulable and which nol.

2.4 Scalability and lighiress

Ore ol the sirong points of our lrusl and repulalion maodel s
ils scalability. In this kind of nelworks, whose size can vary
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from 2 handiul of nodes until thousands of them, developing
a sealable model is a entical 1ssue.

Since 1n our model every sensor manages and conlrols
ils own pheromone lraces and Lhere is rol any cenlral enlily
flike a walchdog) gathering ralings or supervising all or a
cubeel of the sencors, we can slale thal BTREM W3SN iz ccal
able.

Even mare, il needed, every anl could be provided wilth a
TTL (Tirne To Live), 1.2., a maximum nwnber of hops il is
able o travel. Nolice that this TTL would also lirmil the max
imurm length of any solulion. BEven so, il a client lawched a
sel of anis with 2 TTL which did niol allow themn 1o wach any
werver (o all (he reached servers were malicious), the client
could increase thal TTL and launch 2 new ==l of anls.

Aboul the lighiness of the model, we have seen 1n Lhe
previous section thal we have vao versioms of the maodel.
Bu even the second one, where every sensor s has m = n,
pheromone lraces, does nol add oo much overload 1o the
relwork. Moreover, each lranemilled anl carries a lisl of s=n
sors” identifications (which can be just & namber) with their
corresponding pheromaone traces. And since Lhe solulions
average lenglh rarely excesds 5 or 6 hops, Lhe informalion
ransmilled wilh every anl doss nol involve abig overload.

Or cowrse, the overload introduced will also deperd on
the number of ants travelling through the WEN, Ac we ex
plained in Secl. 3.2.2, the mumber of anls depends on the
number of sensors composing the nelwork. Thue, we de
firred the numberof anis launched by every client a8 My =
I'NE'JS'I . where &, is the number ol sensors belonging 1o the
same W3N. Wilth a defirnlion like (his we achieve quile good
oulcormes with a small overload.

The accuracy and robusiness of BTRM WEN will be
dernonslraled in 3ecl. 5 where expeniments and resulls will
be shown.

4 Secority threats

The lacl thal every node mainlains the pheromone races of
ils veighbors and it is the only one who can manage, conral
ard madily them, can lead Lo some securily threals,

Bul the only securily threals relaled Lo this maller can
appear il & wmalicions server colludes with other mali
cious servers, because a sensor is anly able w manage the
pheromone lraces of ils neighbors, bul by Lhe same reason il
carmol conlrol he phermomane lraces Lhal ils neighbors have
associaled wilh il

Mewvertheless, il is imporiant 1o notiee (hat a collusion is
only possible il the malicious sensors know each other and
aleo know whao the benevolenl sensors are. And Lhis assimmp
liom is nol always feasible in every Wireless Sensor Mel
work.,

Therefore, tao Lypes of securily threals may happen il
a collusion armong malicious sensors can be crealed. Mali
cious sensors can praise their malicious neighbors by assign
ing themn the maximumn level of pheromane. Egually they
can slander their benevolent neighbors by giving them the
mminimum value of pheromone. We will discuss indelail bath
silualions nexl.

4.1 Praising malicious sensors

& sel of malicious sensors can form a collusion in order Lo
increase Lheir selll profil and inleresis. BEach of thern manage
the pheromame 1races of iLs neighbaors, so whal they cando is
Lo praise those neighbors belonging o the collusion by giv
ing themn the maximum level of pheromone. Ard, of cowrse,
they will nol decrease Lhose (races allbough a clienl asked
foriL.

In his sination the malicions node who modifies the
pheromone races of 1l neighbors can acl as 2 malicious
service provider or could behave properdy and supply the
right reguested service. IN the secord thing occurs ants will
choose 1l as lhe service provider and ils collusion will have
10 SETISE.

But il il behaves in a fraudulent way as well and a clienl
selecls 1l Lo have an inleraclion wilh 1L, all the links (alling
into il will be punished as explained before and ants will not
selecl il agam [or will select 1l with a very low probabilily),
o iLs false praising would be ueeless.

4.2 Slandering benevolen| sensars

Arnother possible securily threal would consist in slandering
berevalent nodes. This is achieved by assigring the mim
murm level of pheromane 1o those benevolenl neighbors of a
malicious one.

Againlhe malicious node can aclually provide frandulent
services ov right ones. In the frsl case, if there ave allema
live palhs leading Lo lhe slandered benewvolenl sensaor, anls
chould be ahle Lo dizcaver themn; olherwize, anls would =
leel another different benevolent node.

And il the malicious server acls properly and provides
the right service, anls will selecl il ard ils eolliusion will nol
have sense neilther,

111z imporiant Lo have in mind Lthal there musl be al leasl
ore accessible benevolent server in the WSN and the key
comsists of finding it It aciually does nol maller which spe
cific sensoris selecled lo mleracl wilh, he imporant thing
is 1o select a trusiwaorihy one.

5 Experiments and resulis

Urnce we have shown in delail the deseription of our bio
inspired rust ard reputation model over Wireless Sensor
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Melworks and have described some relaled secunly hreals,
ilis lirne 1o demonsirale ils accaracy, scalabilily and robust
TESE.

To do w0, we have developed 2 whole estbed focused on
three main largels. Firel, we are inleresied in Anding ow how
many lirnes owr model is able 10 select the right benevo
lenl =erver Lo inleracl wilth. In olher words, we would like
o kmow Lhe seleclion percenlage of Lruslworthy servers,

Since our model has a sirong basic on random or proba
bilislic decisions, we considered Lhal 1l would be also quile
interesling 1o 1ake care abow the siandard deviation of that
seleclion percentage of ruslworthy servers.

Finally, ac a possible measure of the adaplability of our
model specifically o W3N:, we gathered as well the aver
age path length of the solutions found by our model. A we
menlioned belare, in a enwironmenl wilh a lol of reslnclians
like WSMNz, the chorter path is always preferred since il sup
poses less consumplion of sensors’ rEsources.

The experiments we carried oul had Lthe following slruc
lare. We launched our model 100 1imes [ie. each clienl ap
plied for a service |00 1imes) over 200 W3Ns randomly gen
eraled, each one composed of 100 sensors. On each relwaork,
the perceniage of sensors acling as clienls was always a
|5%. The B5% lefl were, therelore, sensors acling as servers.

We tried wilth 200 random W3Ne having a |0% [over
lhe B5% lei) of maliciows servers, 200 with 20%, ather 200
wilh 30%, and o on unlil a 90% of malicions servers (Lhe
worsl simulaled silnalion).

Bul even more, we repeaed those saperiments over
WiNz composed of 200, 200, 400 and 500 sensors [wilh the
same percenlages of clienls, servers and malicious servers )

We have defived the mam condiion of our algorithm
Mlire | of Algorithm 1) as a cerlain nunber of ileralons,
And hal number is defined as N?r““" . [similar 1o (he num
ber of anis definilion) where &s ic the number ol sensors
belonging Lo the W3N and Ny, = [0, 1]

The sarme sel of parameler values [shown in Table |)is
ueed for all the experiments and envirommenis.

We have configured lour dilferent scenarios: slalic W3Ns,
dynamic WEMNs, oseillaling W3iNz and slalic W3Ms wilh
collusion among malicious servers, as we will explain nexd

5 | Exzperiments and resulls over slalic WiNs

The bGrel Lesled scenario consisled of slalic Wirelese Sen
wor Melwarks, (hal iz, nelworks where (heir sensors do nol
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ewitch off and do nol move, mainlaining thue always the
came Lopology.

501 Belection pevcentage of rusmvoriiy servers

30 the firsl and main locus was lo evaluale Lthe seleclion per
cenlage of lruslworlthy servers achieved wilh BTRM W3N.
The culcomes cornesponding 1o this experimenl are shown
inFig. |

The wery first apprecialion thal can be done is the simi
larily of Lhe seleclion percenlages regardless the size of the
nelwork, which conslilules a demonsiration of 1he scalabil
iy of our model. Oulcomes slightly dilfer from one sel of
random W3Ns Lo another when we fix the percenlage of ma
licious servers and vary the number of sencsors belonging Lo
the sarme WM.

Amnather conelusion thal can be oblained is that the se
leclion percenlage is quile high (abowe the 90%) when the
percenlage ol malicious servers is less thanor equal 1o B0%,
in every case.

In order 1o consider a trusl and repulation model as ac
ceplable (with a minmum gualily level), in owr opinion, the
seleclion percentage of wusiwaorthy servers should be grealer
or al leasl equal o 70%. 4 smaller percenlage would resull
in & model wilh cerlain securily deficiercies. &nd whal is
clear is Lhal a seleclion percenlage below the 50% means
that the rmodel is nol usell al all.

Dur experiments have shown that BTRM W3EN rwemains
recilient 1o a high percentage of malicious servers when Lhis
pemenlage is less than or equal Lo 90%. 11z performance gels
waorse when Lhe percenlage of malicions servers in the WEN
increases, and Lhe problem intensifies when the size of the
WSN grovs.
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5 1.2 Sandawl deviation of the selection percentage
of rushworthy servers

Il iz also imporiant Lo vealize thal by lesling o model
againsl a number of random W3Ns, each of (hermn has a ran
dorn lopology, =0 il could happen thal our model was lesled
againsl networks where benevolenl servers were very Tear 1o
lhe clienls [maybe one hop forward and, eonsequently, very
eacy Lo solve) or guile the contrary, that is, WiNs where
benevolenl sensars were guile (ar from the clients.

Figure | aclually depicls the average seleclion percenlage
of lrustworthy servers. Bul an average seleclion percenlage
of 80%, for inslance, could be wached becauze Lthe maodel
always found a truslwonhy server the B0% of the limes, or
jusl because il found 1t the 0% of the Limes m hall the
iesled wirelzss sensor neltworks and the 60%, in (he other
hall, lor example.

Thal is lhe reason why we decided Lo measure ard show
the standard deviaion relaled 1o thal average as well. And
lhe ouleomes can be checked in Fig. 2.

Again, the Arsl observalion thal can be done has 1o do
wilh (he similarily belween the Ave graphics conesponding
o (he Ave 1ested sizes for WANs. And here the slandard de
vialion also remains quile low and nearly undistinguishable
among the fve tested sizes where the percenlage of mali
cious servers is less than or equal 1o 90%. Furthermore, this
slandard devialion remnains below a 5% in ewery case.

This means thal when there are lesc than or egual Lo
Q0% of malicious servers in lhe nelwork, regardlessils size,
ETEM W3MN iz able 1o select a high perceniage of trusiaor
lhy servers [as shown in Fig. 1) wilh a quile mgh accuracy,
regardless the lopology of the WSN.

In Mact the highest walue amaong all the experiments car
ried oul iz oblained when we iried our model over 200 ran
dormn WENs [ 100 1imes on each ore), composed of 500 en
wors, wilh a 15% of clients and a 90% of malicious ssrvers

{2 Q0% of the B3% lefi). In thal experiment o model was
able 1o reach a rustwonhy serverin the 77.35% of the imes,
wilh a slandard deviaon of 4.55%.

So il the percentlage of malicious servers is high [(grealer
than orequal w 90%, for insance), and the number of wen
sors composing Lhe rnelworks is also high, then the percent
age seleclion of lruslworlhy servers 1= lower bul, however,
elill accurale (e, BTRM W3N is independent of the Lopol
gy,

This means thal il the random lested W3Ns size is oo
high, those nelworks lopology can vary from ones where
BETRM W3N worke guite Are 1o others where i is hardly
able 1o Grd (the most rastwonhy server. Neventheless, il the
size of the random lesled nelworks 1t high, their lopologies
drive lhe model behaving most of the lirmes in the same way
(mosl of the limes well, or maost of the Limes nol).

513 Average path lengith ading to trustworthy servers

Finally, the 1asl developed expenment consisled of measur
ing lhe length (muwmber of hops) of those paths found by
BETRM W3N leading 1o trusiwonhy servers, Thal is, when
the maodel Mails and selecis an untrmsiwonhy server, thal path
s discarded and nol laken Lo accounl,

Daoing this way we are able o eslimale the average path
length of those paths found by o model when L sueeess
fully reaches a berewolent server.

Dur model 15 aimed o And the closesl benevolenl servers
Lo theelienl reguesling Lhe service. On the one hand we think
that the lesser number of inlermediaries present in a lransac
lion, the mare secure and robusl il can be pedormed. On the
olher hand, due 1o Lthe specific resiriclions elaled o wire
legs sensor nelworks, the resowrees consumplion saving is a
critical issie. Therelore, a shoner path leading 1o the final
lrustwaorlhy server implies less involved sensors and, conse
guenlly, less global wlilizalion of resowees such as energy
ot bandwidh.

The ouwcomes of this eaperiment are presenied in Fig. 2.

A il can be observed, any lruslworthy server 15 never
reached [om average lewns) al mare than 4 hops. In fact,
the highest average path lenglh is achieved with 100 sensors
WSNMs wilh a 90% ol malicious servers. In thal silnalion, the
average palh lenglh lakes the value 3,844,

One more lime, dilferences belwesn the several sizes
tested for WiMs become distinguishable when the percent
age of malicious servers is grealer than or eqgual 1o 90%,
Urder this percenlage, Lhe average number of hops is guile
low [near Lo 2), as il can be checked in the figure.

Therefore, our model is able 1o reach nearby rustwonhy
servers regardless the size of the network and Lthe percentage
ol malicious servers. Allhough the smaller is the former and
the grealer is the lauer, alarger path is found.
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572 Experiments and resulls over dynamic WSNs

Az we have alveady meniioned, the Arst of the vao proposed
versions of our model i aimed o deal wilh W3SNz= composed
of sensors wilh quile high resiriclions in energy comswmp
liom, bandwidih, storage capacily, ele.

Thal iz lhe reason why we decided lo develop lhis sel of
experimenls. Here some nodes swilch ol for awhile some
limes saving thus an impomant amounl of ensrgy COTsLmp
1o,

The decision scheme of when Lo swilch off and on is as
follows: when a server receives and supplies 20 requesis il
aulomalically swilches off dunng a cerlain limeout. On the
other hard, il 2 server does nol receive al least 20 requests
wilhin a lime interval, il also swilches off during arother
imeoul.

Onee we defired our dynamic seenario in the manmer
cxplaited above, we carried oul the same experiments that
were done Tor slalic nelwaorks, 1.e., we measured Lhe percenl
age seleclion of lrustworthy servers, the slandard devialion
of this seleclion percenlage, and the average path length of
lhe roules lound leading Lo truslworthy servers.

52,1 Belection perceninge of trustworthy servers

Figure 4 shows Lthe seleclion percentage of ruslworthy
servers achieved with BTRM WSN over WENc composed
of 10010 500 sensors wilh a percenlage of maliclous servers
from 10% 1o 90%.

&g il is observed, the seleclion percenlage is nearly
grealer than 90% when Lhe percenlage of malicions servers
is less than or eqgual Lo 50%, regardless Lhe size of Lhe
WM. And il remains oblaining gualibed oulcomes (above
lhe 70%) when Lhe proportion of malicious servers is less
than ot egual Lo B0%.
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Seleclion percenlage gel worse when Lhe percenlage of
malicious servers ircreases and even worse il Lhe size of the
Wireless Sensor Nelwork 1s grealer

Mewertheless, we can stale thal BTREM W3N is resilienl
10 a dynarnic behavior of the sensors composing the WaNs il
isrunming, il the percenlage of raudulenl sensorsis less than
80%. And he worsening is nol wo high when the maumber of
LENEOrE INCheases.

522 Srandard deviation of the selaction paweniage
of trusiworthy servers

In Fig. 5 we can obeerve the siandard deviation of the selec
lion percenlage of ruslworlhy servers achieved in Lhis ex
periment, using dyramic Wireless Sensar Nelwaorks,

We can see hat the siandard deviaion remains guile low
and nealy undislinguishable when the size of the nelwork
is grealer than or egual 1o 200 sensors and Lthe percentage of
malicions servers s less than or equal 1o 80%, which means
that, in those cases BTRM WSN ic very accurale and almast
always Ands the same percentage of rustworlhy serveres,

IT we are dealing wilth a smaller Wireless Sensor Mel
waork or lhe proportion of malicious servers 1= grealer than
or equal Lo 90% , however, this slardard devialion ircreases
remarkably, being ils maximum value a 19.35%, when the
lesled W3N 1s composed of 100 sensors.

523 Average path lengith l2ading to trustworthy servers

Acs il can be checked in Fig. &, the average path length ob
lained in a dynamic environmenl is grealer than in a slalic
ore [see Fig 30

However, although the size of the retwork can reach high
values, lhe average path length never exceeds 8.66 hops in
ary case, which is slill 2 good cuweomes for Wireless Sensor
Merworks.
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Equally Lo Lthe slalic seenario, when the size of the nel
work is lower and the percentage of malicious servers com
posing Lhe nelwork iz grealer, lhen lhe average path lenglh
also increases.

This experiment logether wilh the seleclion percentage of
Irusbworthy sevvers and Lhe slardard deviation of thal selee
lom percenlage conslilule the proofl that BTRM WSN ob
lains guile good and accurale oulcomes over dynamic Wire
less Sensor Melwaorks, with a low infuence from Lthe size of
the retwaorks and the percentage of malicious servers.

We can siale, therefore, that BTRM WEN presents a
lechmigue Lo identifly iruslworthy servers thal is suilable for
dynamic Wireless Sensor Nelwaorks.

53 Bxperiments and resulls over oscillaling WSNs

Anaolher lested seenavio developed consisled of Wireless
Sensor Nelworks where the goodness of the servers belong
ing Lo them could change along the Lime.

How a sensor decides 1o be benevolent or malicious al
each lime 15 oul of scope of Lthis paper We designed, Lthere
fove, our parlicular proposal as Tollows: allerevery 20 Lrans
aclions are carried oul (e, aller every clienl has had 240
Iransaclions) all the benevolenl servers composing the Wire
less Sensor Melwork become malicious.

Mow, in order Lo preserve he same percenlage of mali
cious servers, the number of previous benevolent servers, el
say Mp, 15 kepl. Then kg random servers are selecled (mole
lhal all of them will be malicious) and Ltheir goodnesses are
swapped so they become benevolent and the percentage of
malicious servers remains equal Lo the slage previous Lhe os
cillation.

Wilh an oscillalion scheme like this a benewolent server
could maintain ils posilive goodness sinee iU could be ran
domly selecled 1o become benevolent when 1L indeed prewi
ously was benevolenl
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531 Selaction percentage of wrusworthy servers

&g we pan see in Fig. 7, oulcomes gol here are guile similar
1o those oblaived in the previous experiment with dynamic
W5SNs.

Il can be checked hal he seleclion percenlage of Lrusl
worlhy servers is grealer than 0% il the percentlage of ma
licious servers i approximalely less than or equal 1o 60%,
regardless the size of the Wireless Sensor Nevwork,

Maoreover, reasonably good cweomes (Lthose with a =
leclion percentage above he 7%) are oblaired always the
propariion of Mrawdulent servers is less than oregual 1o BO%.

5.3.2 Sandawd deviation of the selection percentage
of trushworthy servers

Again, similar oulcomes 1o the ones shown for slatic WaNs
abowl the slandard devialion of the seleclion percenlage

£ Springer

Félix Gamez Marmol

76



PhI} Thesis. - Trust & Reputation WManagement

in Distributed and Heterogeneous Systems

F. Gamee Warmal, 5. Marline: Féme

20
15
- ,
5 /)
g 4
A
i .
: /
-ucn .-'}
: S Y-
5 ) /.ﬂ A
g
U = -
o ] ;_E_,_ _,;T:J... gt . I I |
20 30 40 [=14] o] i di %

i MaliciUs Servers

Fig B C=cillaling WMz, S1andard deviatian af the seleclian peroent-

age af trustwearthy servers

of wrustwaorlhy servers are achieved hewe, wilh oscillaling
W3Ms. Figure 8 depicls these resulls.

Une more Lime Lhe more vanable behavior of the model
happens when the size of the tested WENs is less than 200
sensors. In such siluation a maximum standard devialion
value of 16.5% is reached when the proportion of rawda
lenl servers is 0%,

Maoretheless, il the lested W3Ns are composed of 200
sensors of mare, and the percenlage of malicions servers
is less han or equal 1o 70%, then the siandard dewiation is
udislinguichable and less than 2.4%.

53.3 Average path length leading to wustworthy servers

Figure 9 shows the oulcomes aboul 1he average path length
of lhose roules found by BTRM WSN leading 1o a lruslaor
thy server over oscillaling W3N«,

Il £an be checked (hal Lhese resulls are very similar 1o
the ones shown in Fig. 6, so the same conclusions can be
ohblained.

The three last experiments demonsirale that BTRM
W3MN ic also a feasible lechnige in order 1o Aind (the most
truslwaorthy server over oscillaling W3N«.

54 Bxperiments and resulls over slatic WiNs
wilh collusion

The lasl lesled scenario consisled of slalic Wireless Sen
sor Melworks where a collusion amaong all malicious servers
composing lhe nelwork was buill. As explained in 3=cl. 4,
siree in BTRM W3N every sensoris he only one who can
manage Lthe pheromaone lraces associaled with ils neighbors,
malicious servers could collude an falsely praise themselves
or slander benevolenl servers.

We chose lhe worsl silualion, where both things occurred,
that is, every malicious server always had the maximum
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pheromone value for those of its neighbors who were also
malicions, and the minimum pheromone value for those
neighbors who were berevolenl.

How every sensor knowes i s neighbors are malicions or
berevolent is oul of the scope of Lhis paper

5.4.1 Selection percentoge of trustworihy servers

The worsl cweomes abow the selection percentage of st
worlhy servers among all the lesled expeniments are reached
here and can be seen in Fig. [0

Again, the GrsL appreciaion thal can be done is the high
amilarily of the fve graphic scomesponding Lo the Ave WEN
sizes lesled. This means thal BTRM W3SN is highly scalable
in a collusion seenario.

A ilcan be checked Lhe seleclion percentage of rus lwor
thy servers remmains greater than a 90% when the pereent
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age of malicious servers ir less than or equal o H0% . And
il produces qualified oulcomes (above the 7T0% of seleclion
pereenlage) when Lthe proporlion of malicious servers isless
than ot egual Lo B0%,

Bul il this percenlage increases, however, then our model
is quile near o the limil of being uselul in any way. Molice
that il the seleclion percentage i under the 50%, then the
model 15 complelely useless.

54.2 Swndanl deviation of the salection perceniage
af trusiworthy servers

In Fig. Il the slandard devialions of the seleclion percenlage
of trustworthy servers oblained by BTRM W5N over slalic
W5Me wilh a colluzion, are shown.

An inleresting behavior happens here. In the previous
experiments the slandard devialion remained wery similar
when Lhe size of the nelwork was ligh and the proporlion
of malicious servers was low.

However, here Lhe slandard dewialion grmows when Lhe
percentage of frandulent servers also increases and Lhe size
of the lesied Wireless Sensor Melworks decreases.

This means thal BTRM W5N is less independent of the
nurmber of sensors composing the nelwork when a collusion
is formed.

54.3 Average parh length eading to trustworthy servers

Ch (he other hand, the besl oulcomes regarding Lhe aver
age lenglh of the roules leading Lo ruslaorthy sevvers found
by BTRM W3N over all the tesied experiments are ob
lained when a collusion lakes place, as 1l can be observed
in Fig. 12.

This average path length neverexceeds |.55 hops, which
is a very low value. This means thal mosl of the tastworthy
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Fig. 12 Sialic W3Nz with callusian. Average path length l=ading @
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servers [ound are very wear w the elisnl. 1L can also mean
lhal in =uch an adverse silualion like Lthis one (slaic WENc
wilh collusion), BTREM W3N iz unable 1o And berewvalent
servers which are loo Mar from the clienls.

Andil makes sense gelling these valuss, I the proportion
ol malicious servers 1z low, il will be probable Lhal some
benevolenl servers slay near the clients. And il thal per
centage i high, then maliciows colluding servers will avaold
clients” anls Lo lravel guile far in order 1o And berevolent
TErVErs.

5.5 Energy consumplion

Energy consumplion is a crilical issue when dealing with
wireless sensor networks, since these ones are commaonly
composed by esowce consirained devices with limiled fea
lures in lermes of processing, memory and communicaling
capabililies.

Therefore, we could nol ignore Lhis Lopic inour sl and
repulaion model, so we developed a lasl expeniment aimed
Lo measure (he average energy consumplion needed by owr
approach.

Aspointed ow by [ 19, 20] 1he powerrequired by a sensor
in a W3N can be seen as a funclion of the dislance. Differ
enl energy maodels can be used 1o eslimale the energy e
guired by a sensor 5 1o send a message (ar enough Lo each
anolher sensor placed al dislance &, In the mosl cormmonly
used model, the energy consamplion fov lransmilling a mes
cage al dislance & is:

Eld)=d +C

where o & [2, 6] represents the media altenuation facior and
£ 1g a conslanl denoling the power weed Lo process Lhe radio
signal (noleil is a dimensionless measurerment).

£ Springer

Félix Gamez Marmol

T8



PhI} Thesis. - Trust & Reputation WManagement

in Distributed and Heterogeneous Systems

F. Gamee Warmal, 5. Marline: Féme

Table? Siatic W3Ns. Average energy cansumplian per ssnsar

Mumber af =nzars

10 206 L (K SR

G.E s 107 G4 (100E
T 7 57w (00E
75= 107 3R« 10'F

0% 12 0% 11 0% 10k 1018
W% L5x 001% 10w 1015 1 1008
W LAx 10 12w 'S e 108

A% 20w KN 1 E s 101 12 1S 7R w 10T 40w 10HE
% 18w 10 4w 1 L4 1015 BES = T a4 100k
% 2B 0 I4 w1 1S5 1015 10w iE S0 10k
0% 27« 1Y 22x 10" 19 10" 12w 't G210t

G 10" (B I0E B 101E
070 I'E GE o I0HE 24w 10?

RO
8.9« 17

B0 5.0 101
L RV L

Following these awhaors” direction, we have chosen a
value of & = 4 and € = 0% Addilionally, (he sensars
belonging o our generaled nelworks are spread along a
10000 m? area, and each of them has a radio range of 10me
levs.

We have collecled the energy measuremenls from the ex
periments developed over slalic wireless sensor nevworks,
which constitues the worst scenano, since every sensor is
permarently awake. The oulcomes can be observed in Ta
ble 2.

Twao direct eonsequences can be deducted from the 1able.
{Cn the one hand, the bigger the number of sensors 15, Lthe
higher is the energy covnsumplion. And on the olther hand,
the grealer the percentage of malicions sensors is, the igher
1z Lthe power consumplion as well.

The nerease of energy needed as Lhe size of Lhe nelwork
grows is explained because it implizs an increase in the den
sily of the melwaork Lo, S0 the average number of links in
creases rapidly and, therefove, a higher number of messages
are senl.

Regarding the percentage of malicious sensars, in a nel
work where 1his kind of sensors are in majorily 1l s more
difficull 1o find a benevolenl one and, conseguently, more
messages need W be senl as well.

546 TEMSim W3EN. Trust & repulalion models simulator
for WiNs

In order Lo carry ouwl all the explamed eaperiments we have
developed a Java based Trust & Repuiation Models Simula
wor Tor WiNe, called TRMSim W3N [21].

Il allows a user lo lest BTRM W3N over all the sce
rarios deseribed in this paper (slalic, dynamic, oscillaling
ard collusion), and even combinations of them, deciding the
nurmber and size of WEN< and the nwnberof 1ransac lions or
execulions of the model carmed oul by every chienl. 1L also
allows 1o sel Lthe percentage of clienis, relay servers (those

4 springer

nol providing the service requested by the clienis), and ma
licious servers.

The wireless range of every sensor can be sel as well,
delermining thus the wopology of the nevwork by means of
delermining every sensar’s reighbors,

Currently itonly implernents BTRM W3SN and PeerTrust
[22] models and allows 10 Lne their paramelers, bul we are
planning Lo implement addilional 1rusl and repulalion mod
els for W3Ns in order Lo make a comparison among them.

Figure |3 shows a snapshol of TRMSim WEN, which
can be downloaded Mom [2 1], where 2 more complete doc
urmentation of the simulalar can be ound.

6 Conclosions and Futore work

Managing lrusl and repulalion in Wirelsss Sensor Nelworks
(W3Ne)in anefficient, accurale and robusl way has nol been
complelely solved vel Providing Lthis management would
rolably increase the securily in sueh a senlient envirrmmenl,
suppariing thus e development and deployment.

In this paper we have proposed 2 Bio inspired Trusl
and Repuation Model for W3Ne, called BTREM WSN. 1L
is based on the Anl Colony Syslemn (ACS) and a complele
descriplion of ils main fealures has been shown. We have
seen how Lthe pheromaone traces deposiled by ants help next
ante 1o And the most tastaonthy server throagh the most
repulable path all over the nelwark.

Specifically we have explained how Lthe pheromone up
daiing is camied oul, as well as how 1o measure the gual
ily of a path or how 1o punish or meward a server de
perding on ils behavior, We have described the ants iran
sition and slop condition scheme followed in our model,
Lo

A cel of experiments over slalic WSNe (mol changing ils
lopology along Lhe lime) have been camied ow. The ow
comes achieved n Lhe Lhree developed expenments deman
sirale thal BTRM W3EN Muflls reasonably well the inilially
slaled expeclalions abowl securily, scalability and lighiness
in W3Ne.

YWe have also wesied our model against dynamic Wireless
Sensor Nelworks, where some nodes cwilched ofl for awhile
il cerlain cordilions accurred (changing thus the topology of
the retwaork), againsl oscillaling WS Ne, where the goodness
of the servers changed along (he lime, and against slalic nel
works wilh a collusion scenario amomg malicious servers,
Il has been demonsiraled that ETRM WEN oblains accn
rale, wobusl and scalable culcomes in most of Lthe silua
liomE.

Specifically, i the percentage of malicious servers is be
low the 60%, Lthe seleclion percentage of lrusiwaorthy servers
remains abowve 90% in most of Lhe cases wilh a slandard de
vialion never grealer than 7.62%, regardless the size of the
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Praviding trust in wireless sensar netwarks using 2 big-inspired echnigue

H THSIm-W5H Trust & Reputation Models Simulator for Wireless 5enser Networks
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G 110
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¥ 1 N
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— Currant: 193
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inishing simulalions & Thu Feb 1 919:55:00 CCT 2008,
“uEning selected TRYM over WWEH 10..

Tusing selected TRM ovar s 3

waning selechid TR ooar WSN 8

Tuaning selected TRY ovar WaN 7

unning selecled TRM over WEH &

unriing selecled TR owvarWSH 5.

unning selected TR owar ¥WeSH 4.

Fuaning sehechid TR ovar WM 3.

E.ﬂ-‘ning selecied TRM oar WSH 2.

unning selected TR ovar WM 1.
tarting stimulationa &t Thu Feb 18 13:54:23 CET 2008...

Fig, 13 Snapshal of TRMSim-"&5N, a trust & repulalion madels simulatar far W5SMs

relwaork. And il the proporiion of (rasdulent servers 15 under
a 80%, we can reach a seleclion perenlage of lruslworthy
servers up o F0%.

It has therefore been proved that BTRM WSN is highly
scalable, accurale, lighl and robusl. lis main deficiencies
come when the perceniage of malicions servers 1s grealer
than o equal 1o 90%. S0 the key facwor thal makes ouwr
model Mailing when searching the most trustwonhy server
lhrough the most reputable path is thal proporion of fraud
tlenl servers.

We have proposed Lao versions of our maodel, depending
ot Lhe capabilities of the WEN we are dealing wilth and on
lhe secwrily restriclions we would like 1o apply. Thus, the

first version 1s lighler and more scalable while the second 1s
more resilient and aecurale.

Regarding securily, we have identified and described
some securily Lhreals Lthal could be applied n our model
arud other sirnilar irusl and repulation models for WSN«

This paper opens, however, several fulare ways. Forin
slarke, we have used lhe same paramelers of our model in
every case. We think il would be beller il each clienl could
decide the walues of ils paramelers and, even more, awo
adjusl them alomg the Lime, in order 1o gel a beller perlor
mance.

We also need 1o improve the oweomes gol when the pro
portion of maliclous servers is equal o 90%, and specif
cally, when a collusion is formed.

£ Springer
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Further thearetical eaplanations about the performance
variation between the scenariosin Sect. 5 will be considered
as an eatension of our wark.

Finally, we are planning to add mare functionality to our
visual simulator TRMSim-W5SN. Ourintention is o make it
as much generic as possible, so it can be easily used in order
W test any other rust and reputation model over WSNs,
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1. Introduction

Desighing 4n accurate and efficent trust andfor reputabian madel
for distributed and heterogeneous environments is nowadays 4
research challenge. Different issues have ta be Wlen inta consider-
atian when developing such madsls.

The prablem o be sobsed here cansists af deciding in 1 distribubed
enviranment which entity is the mast reliable bo inkract with, in
terms af confidence and reputation. Thabis having 4 system whers
different endties affer same services af goads and ather anes ara
requesting thase service s, the farmerwill abiays loals far the best self
praft, whike the later will demand the best setvices with respect @
some quality characberisbcs, proper ies ar attribubes.

Mewartheless, mastaf the Grwes itis notfedsible ar realistc b dssume
the existence of service level dgreements [SLA} ar the presence af 4
centralized entigs ar architecure [such a5 4 BRTY, supplying reliable
information regarding the asmal and currentbehaviar of every service
pravider in the system.

Henoe, requeskrs hawve ta dezrmine an their awn which senvice
praviders are the best anes according to certain criteria. Under these
canditions, rust andfor repulbon models are dimed @ select the
mi sk trusbwarthy entity all aver the system affering 4 certain sernvice.

And althaugh several authars have propased different madels in
this way, there s 4 lack aof standardizabion arientations when
desighing 4 rust andfar reputd bon madel far distribued systems.

Wlamy scenarios would benefit fram the existence of some trust
Andfar reputation model standardizatian recammendatians, such as

* Carrespanding eulhor Tel: +-34 863 88 78 95, lax: + 34 8653341 31
E-mail addiwrmes: Teliag meumries |F. Saneme Marmiall greganio® umes
|5 Mlar finme MEme).

0320-5433/5  ze= [mnl maller & 2010 Ebev e B Al righls rserved.
dai; 10.1018/jesi2] 1001033

E2F netwarls, multi-agent systems, ad-haoo nebwarls, Wireless
Sensor Mebworls, file-sharing systems, b, singe these senarias
Already have standards in mdny ather issues, Bub nat in managing
trustandfor reputation between different entities.

The restaf the paper isargan ized as fallaws: we presenta review af
the main existing trust andfor reputaban models in Secbon 2004
classification af the studied models has been danein Sectian 3. Sectian 4
describes the sompanents af 2 general trust andfor repubabian model
and gives same desighing recomimendabans that migh the con sidered
5 pdrt of 4 pre-siandardization approach. Finally, Secbion 5 exposes
same candusions and fubure warle @ ke done bwards pre-standard-
izatwn af trust andfar reputatnn madels.

2. Analysis of main trust and reputation modeks

Differant trust and reputatian model prapasals hawe been
suggested recently. In this sechion we will dessribe the mast
representative anes, exposing their main charactenisbics. Our inten-
cian will consistof e ractng certdin camiman Features fram them and
praviding 4 setaf recommendations far a pre-standardization process.

2.0 ulo-ageent svsrem madels

Mlulbi-dgent systems are supposed to reflect the callective
behaviar of hutan societies, since intelligen tagents dim M represent
human reasaning and behaviar in electranic cammun ides.

I such systems, individuals may callabaratively decide wha B
interact with, fForming thus 4 sofidl nebwsarls which impraves the
quality of the decisions o e made,

Several rust andiar reputation models have been deweloped in
this field in arder to achieve thase poals.
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2.3, Sporas

[n |44, Far instance, authors sugee scSporasds 4 repulation mechanism
i dgent systems where the reputabion s somputed recursively and
where e mare recent 4 rating is, e mare weight it has.

Thus, the reputabon rating ab time 1, F, is ab@ined recursively
fram the previous reputaban & 1 and the purchase rabng W as

1
Be=F o+ g PR 1 (W R gl

Where 85 the effective number af Fating s taleen inktd ac<ountindn
ayaluation [&=1%, W) reprasents 4 raking given b wsar i, and functian
< is defined inarder & show down the incremental changes far very
reputable wsers a5 fallawes:

BiE; 1=1

Where [ is the maximum passible reputation value and «r is the
acgeleraban factor of the damping function <. Hence, the smaller the
value af er, the steeper the damping factor B[R

202, Regrer

The madel prapased in |38 called Regrer [ane of the mwst
representabive trust and repukation models in mulbi-agent sysiEms),
manages the reputakion from threedifferentdimensians: the individual
ane, given fram direct interaz bons with e agent; the secial ane, fram
previaws experiences of group members with the agent and s
degudintanses: and the anmlagicdl ane, given by the cambinabaon af
mulbple aspectsin arder bo build 2 reputation dbout comples conoepbs.

Authars define L=[a, b, a, ¢, r, W} 45 the impression of agent a
dbout aubzome o of apent b For 4 £ertdin subject 0 4t Gme , being
Wwe| 11| the subjecbve apinian afa.

Thus, an individual repuBtion At Gme r fram agent a's paint af
view and satisfiying pattern p, B(1DER}, is computed as

¥[weg) = L,n%%mr'm - W

where TDES is dgenta's impressions database satisfying the patkern p,
o= Flnl
R E) ppp
gives higher values & values <laser @
The sacial reputation af agentb's graup, §, fram the paintafwiew
of agent a, abauk subject 0 AE Current Gme, By e[w), 15

cand fg, r} is 4 time dependent function that

Rﬂ_,s['{):l = E mﬂh ' Rn-'h-l['p:l

where E.g.,;,m"'*' = 1. Socidl repubabins Ry and Faos dre dlso
sampubed o similar way. And Anally, 4 repubabion medsure tat
cambines bath individoal repubition and socidl ane s defined as fallawes:

SR al) = Bag o+ Ba_gl) + T - R gl

+ Byt By g9 + g+ By o)
where By + B p + L + L= 1.

AL ldsk, Being Cp=children(o}, the reputan of node @ in an
onmlogical graph is defined as

if Lo
athe naise.

Eq,:c_w' . GRﬂ. -rb[d":l

Ok, (o) = { S45m

2013 AFRAS

Authars of AFRAS | 7| propose 4 reputation mechanism in muolki-
Agent systems whase main characteristic is the modelling of an agent
reputatian and the interactian rating as fuzzy sets.

Thus, the reputatian fuzzy setaf an agentattime i, R, is compuked
fram the i-th satisfactian fuzzy set, 5, 15 fallows:

F'?['= Ff[' 1'W2+5["W1

where W, and W weights determine haw much the last reputakian
value, v, and the sabisfactian, 5, respectively contribuke, and bath
are defined From 4 sale weaight WWe &, 1] as fallaws:

&a, the repul ban Frcdn be expressed 4s

fomf s SRl 0 W)

LYY
=[_1+[: :132[ el
wihere o, may be understood a5 4 funcbon based an hisboric transactions
indiating the weight af past repubition values at time 1, and <an b
recursively camputed as Fallaws

o= [ 3”'?: 'IIS[:I

where nfB, 15|41 measures the similar by bebaeen the baa Fuzzy
sets By v and 85 Having this, wee £an deduce that, if the predicbon was
right [ie. o013, then meamarny ACme i, o, isincreased b 12 + 0, f2.
Otherwise [&m=0, the mamary abtime (is halwed.

204 W Truse

fn MTrust |33], authars wse a Bayesian nebwarle in arder t@
Lampube the bust walue amang entities in the nebaarlc, 1815 focused
ah 4 mabike deent system, whera the coaperabive in ErcLion s A ng
these agents and their respecbve visibed hasts is ensured.

Therefare, ?‘;‘,dﬂe[ﬂ,‘l] i5 defined 45 4 trust walue bebween 2

trusker awner af agents GF [Ehat is, 4 node wha generates 3 set of
mikile agents A2 =maf... malt and 4 visited host wh, computed
using 4 method fram set M, where W =[predefined trust value,
peneral rust value, Feedbacle Aggregabon methad for inexpenenced
ruster [Fw), Feedbacl Aggrepation methad For experienced truskar
[FA: ), Bayesian Mebwarle (BN, 4 combination of Fg, and Bi|.

A predefined trust walue s 2 rost value dedured fram 4 Eruster's
behawiar. & genardl trustvalue is caomputad fram an averaging af all
rustees' ustvalues. IF 4 BN is wsed, every awner dewelops 2 simpla
B model which is updated with every received faedbacle

P! A Duster compubes edch trustee's repuldbon peroeived by
each rafer O 45 .an expectation of beta distributian as Fallawes

o
o+ 3

Refln g =

where sae=Ma+ 1, =My +1 and Mp and M, dre the number af
pasitive and negabive cansiskent Feedbacles, respectvely. A general
Farmaf 4 brustee's rusk value is presented next:

T;“ _ ﬁfwk' 2?117’?‘?-”0“4&,
v =y k=1 Nk
where Mum isthe numberafranges, vy is heweightofrange Rand i,
is the numbser of raters in range k.

Ta use Fig, there are Ehree situabians 4 truster muwst can sider. The
Arst if all rakers are wnlmown, then the truskr applies Py with a4
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wigight factar af 1 Far edch rater. The secand, iFall racers are Icnawn,
Filw 15 wtilized with weighted reputation value, The third, if the raters
cansistafa combination af lenowen and unlcnawn rakars, then a truster
sepdrabes raters into an wnlenawn and a lenawn graup, And a pehes the
appropriate methods as described previously.

MATrFusE is also camposed of 2 reputatian gysEm relying an a
truthful Feedbach submission algarithm and on 4 st of distribubed
feedbacle infarmatian storages. [Esuppases the existence af 2 FET and
lacles in capability ta prevent 4 strategically maliciows trustee wha
dynamically changes it pattern of service.

| 2], [26] and |26 expose trust and reputation models for mwlci-
Apent syskems. | 2] also emphasizes ik nse in F2F nebwarles and | 28],
far example, malees use of fuzzy sebs in arder build 105 madel.

Finally, |1]is ane af the first wearles dane in the field af trust and
repulban mandgement in virmal cammuon ities and presents 4 trust
and repubation modsl For a mulb-agen b system.

220 P2P neowark model

E2F an-ling communities dre currendy receiving much dtentian
45 means of sharing and distribubng information. Howewer, they ara
Lammanly perceived 45 an emaron men taffering Bath apparunites
4nd threats. Thus Farin stance, their apen nareaffers an almast deal
scendria far the spread of wrong data, naise infarmatian, ar even
maliciaus snices.

One way to minimize such threats in such nebwarls s 0o use
cammuni f-based reputabions in arder to help estimating the
trusbwarthiness af peers | 19 Many trust andfar reputatian mechan-
ismis have been prapased so far For F2F nepaarlcs,

220 DWTrusr

The novelty and strong point of the model proposed in |16,
DlTrusr, is that all the Factars that have influence an the trust are
represented as dynamic weights that adapt themsehses depending an
the orust palicy of each node, due to some feedbacles. This Iind af
representatian simplifies the madelling as well as the camputing af
the trust ikself

[n DWTr st the trustaf node x about nade y abtimweris modelled as
4 tuple:

wh, = [:b:.--d:fn”:r-a:fj

wihere BR. 45, U5, and af, represent the credibility, uncredibility,
uncertaingy, and relative atomiciby functions of x about v ak time ©
satishying b%, + &5, + Ui, =1.

Letay, B wE [0 1] and b= |, =) be the successweight, he Rilure
weight, the time weight and the impariance weight of the i,
transastion, respectively Let By =0, 1] be the binary outcame of the
I Eransachan. Then we hawe:

bo- — = -Dt_"khkRﬁTF:
T omehefy + b oPebell R 41

g Ei- Patall Rl
B Z;" . Dﬂ.ki".ﬁf'.'& + Z;" _Dﬂ,‘i\,‘[] Rl 41

J1E Dol wm bR F T o YRk (1 R
Th . ol + Lt o oPetel] R + )

o - g +aa
e
B =B+ 2RI R
T e

Far aptimistic nodes, & is assighed 4 bigger value than [3 in arder @
increasethe effec bof a success ful transaction and bo incentive coaperation.
On theather hand, a pessimists node would adaptaca? in arder ta slaw
dawn rust behaviar,

Feedbacle rules are defined in Feedbacle cantral wnit in arder &@
madifya and Fdynamically, with e and A

Finally, he propdgatan of trust can be computed with both the
combination of discounting aperaton wi = wi 2wl [recommenda-

tiond and £on sen sus operation wiS =w e ws, [combinatan’.

222 AdCRep

Anep |41] 15 4 novel madel where reputabtion evidences are
distributed aver 4 F2F nebwarls, Based an the swarm intelligence
paradigm |27, Specifically, authors prapase the use of an ant system
|9 For building trust relatianships in F2F netwarles efficiently.

[h AntRep each peer hds 4 reputabion table [RT} which is very
sitnilar with the distance—wectar rauting table |36(, bub differs from:
[i1heach peer in the RT corresponds b ane repubban cantenk [ii} the
metric is the probability of chaasing each neightar 45 the next hap
inskad af the hop count to destnatians.

There are bwa linds of forward ants sent out far a4 particular
reputatian:

1. Unicast ants are sent out to the neighbaor with the highest
pratabality in the reputation table.

2. Broadedst anks are sent oub when there is no preferende @
neightors. Thishappen s either when na path to the reputation has
been explored ar the informaton the node has is outdabed.

Once Forward ants find the required evidence [reputatian
information ¥, 4 bacloaward antis generated. When the badoward ant
visits each node 1, i updates the reputation Bke ab the same bime.
This updating is carried out due ta the next reinfarsemen brule:

=
Biry = L] [THF E
Tiew [ri000]" [1pt01]
where ry is the good ness value af the linlcbebaeen currentnade and
its neightor nade J and 1,15 the pheramone depasit, which is defined
as Fallawes: iFabEime 0+ & curren tnode receives abadoaward ant fram
nade [, then

Te[C 4+ A0 = FIT[r), a0 + ap

T+ 2 =J'[TJ,—[E],&[J JEM I

o= %.being k=lraconsant flod anondecreasing funcbon of cask o
and ¢ could be any parameter revealing theinformation of evidencear
the scendrio af current nebwarle, fIT(c), &) is the pheramane

eyapardtian funcbian:

Fir(n), a0 = S

Finally, e&x and 3 are canstants waried in different nebwarl
EHVIFIN R LS.

Anather Funstan af the pheramane is to decide when to send out
broadeast farward ants. When node k receives 4 request af Gme 1, it
first sedrches if there 15 an entry far the desired ewvidence. [Fna such
R0y exists, it simply sends aut broadoastan s, Dherwise, it finds the
ane with the highest prababiliny.

223 Elgenrrust

EigenTrust | 20| has became ane of the mast cited and compared
trust madels far F2F nebwarlcs. It achiewes decreasing the numbser af
downloads afinauthen 6o Ales in aF2F fle-sharing netwarlc By assigning
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23ch peer 4 unique ghbal st value, Based an the peer's histary af
uploads.

Let sac(1, J} be the number of sabsfacbary transactions peer | has
had with peer | [equally, unsac(i, [}+. Then, the lacal trust value sy s
defined as fallows:

5= zac(i, 1 unsac(i J).

Some distribubon T [with p,= W, 1] over pre-trusted peers is
defined. Far instance, if same set of peers P are lenawn bo be trusted,
then py= 1R if 1= P and p,=1{ atheranse Having this, 4 normadlized
local trust value cy= [1] can be defined as:

a5z & .
g = Treela) iF 2y a5, 0] 20
% athe raise,

Thus, if peer 1 doe s nat lonave amybody, ar doe s nat trustanybsady, it
will choase @ trust the pre-trusted peers.

[n EigenTrust the glakal reputation of edch peer s given by the
local brust values assigned bo peer [ by ather peers, weighted by the
glabal reputatian af the assigning peers. Therefare, the aggre ga tian af
narmdlized local oust values is compubed a5 follaws:

B 2

where [y represents the trust that peer | places in peer k based an
aslcing his Friends. IFC is defined ta ke the matrix [cy| 4nd o tobe the
vectar containing the values G then T = 07 T

[narder b get 4 wider viewr, pear | may wish o ask his friends' friends
(5™ = [C7F 7). The cantinues in this manner (T ™ = [C7)" ), he
will have 4 campleta view af the nebaorlc After nikrations.

IFHis lirge enaugh, the trust vectar T will converge to the same
westar Far every peer | Mamely, b will conwerpe b the left principal
eigemvectrafl O In atherwards, £ is 4 global rustweckrin tis model
and its elements, g, quantify how much trust the system as 4 whaole
places in peer .

Finally, inarder o avaid malicious collectives in F2F nebwarles, the
plotal rustwalue is re—defined as:

TEH =1 T 4 ey

where 2 is same constant less than 1 and T =F.
23 Ad-hoc neowark madels

Matile ad-hac nebwrarles [MARNETS) comprise compuker nodes
wahich cammunicate awer wirgless hinles withaut any cen tral contral.
Hence, countermedsures far node miskehaviar and selfishness are
mandatary reguirements in this kind of systems.

Estimatian af trustand reputatian in ad-has nebwarles constitubes
4R ingvitable Basis For hyberid nepwarles @ inter-aperdte 45 well as far
users bo establish 4 communication amang them,

230 RES far F2P and MANET:

[ |B] authars presentan enhancementaf CONFIDANT |5 ], which is
4 rabust repufation gestem for F2FE and mabile ad-hos netwarls
where SWerFne MAinLding a reputd Gan rating Fy, and 4 Crust rating Ty
abouteveryone else they care abouk,

Fram titne ba time fArst-hand reputation infarmatian Fy s
ewchanged with athers and anly second-hand reputatian infarmatian

that is notb incompdbible with the current repubition rating is
accepred, using 4 modified Bayesian approach,

Every nade 1 lreeps 4 summany recard af Arst-hand infarmatian
Abaut nods | in a data structure called Fy, having the Farm [ag 3

Let's assume nade § males ane individoal observatban about | and
let b 2 =1 if this abservation is qualified as miskehaviar, and : =0
athe raise.

Then the uwpdating of first-hand infarmatian is carried oub as
Farlbawws

o= Ua + 2
B=up+(1 2

where U isa discount Fackor far pastexperiences, which serses as the
fading mechanism and is defined as u = 1 ’L Being m the arder af
maghitude af the number of dbservations ower which itis believed it
mdlees sense o assume statwmnary behaviar,

The reputation rating Ky, is dlso defined By bva numbsers, say (o, 53
[nidally itis set m (1, 1% and it is updated an bwao Dypes of events:
[Ty wrhen first-hand abservation 15 updated and (2} when a Arst-hand
infar matian F, published by some ather node Ris accepted and caped.

[n the farmer case, the wpdabe is the same as for the frst-hand
informatan. [n the latker case, if nade | cansiders k trusbaarthy, then
Fug 15 considered by node [, wha modifies By accarding to

Rz = Ry + why;

Here, w15 4 small positive canstant. Dtherwise | considers k
untrusbwarthy and wses the results of the deviabaon test s Fallaws,

Let E[Betale, 33 be the expectation af the distribution Beta o, [3
and let Fpp= [, Beh and By =o', [P} Thus, the deviabian best is

E{Betaiy, 3 1) [E[H‘-’m[“.-ﬂjjéd

where 4 i5a pasitive constant [deviation threshald), IF the deviatian
st is positive, the first-hand infarmation Fy, is cansidered incom-
pdtible and is nat used. Else Fy, s incarpardted as shawm before

The trust rating Ty 15 equal ta [ & Imbally (v 83=[1,1}and an
update is performed whenever node | receives 4 report by some node
kan first-hand infarmaton dbout node J.

Let 2=1 if he deviation test sucoeeds, and s =4 atherwise. The
rust rating Tuyp= [y, 5 is updated by

RS
E=154+ (1 2
where v isa discount Factar far Erust, similar ta .

Finally, how nade | considers ather nades as brusboearthy ar
miskehaving is carried oubds Fallaws:

narmal if[E[Eera[ﬁ',B'JJcr

mishehaving if[E[:Eem[:ﬁ',ﬂ'Jjar

crus e rifny IF B[ Beral~y, Bli=tT
uncruscwarchy i E{ Beraly, 520
232 P

FTM| 3| is 4 decentralized trust model for pervasive dynamic apen
enviranments where human interventian has been minimized and 4
recamimendation pratocal has been defined. Authars alsa implemen-
Eed the model wsing the [2WIE FPersanal Frafile | 25].
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Each node has its awn ey pair, 4 list of ousbwarthy and
untrusbwa rthy wsers, behavioral infarmatian and available certificakes.
Trust relabanships are expressed thraugh furay lagic, fulfilling certain
prapertes, such 45 reflewive, nan-symimetrical, canditianally ransitive
and dynamic. These relaianships can e established as directorindirect.
Let A and B e Do unlenawn wsers.

In the Arstcdse, A will rust Fwithaut intenvention af third parties.
Far that A talies inm accaunt same aAailable previous Imowledge
about B, atherwise A will use an inference engine b intrpret the
established rules. Such rules arebdsed an the wser's securify conexe.
The indire<t trust relation ships are given by recammendations fram
TTFs. A TTF 15 4 peer wha has a trust walue higher than 4 certain
threshald. Such recammendabion s dre distribubed using 4 perasive
recammendation protocol [FREY among dose entifes ar using public
lezy certificates.

{nce the trust kalation ship isestablished, A caloulaces B's degreeal
trusk, Ty

iy, =0

. ?':-,4-@-&-'.,'[1 Tl
£ athe wise

?'[-,(] m+m-v,,1j

where the srictness fictor « is relied to the wser's disposiban
regarding the present and the past, and ¥z is computed according
the related weight ta each loind af acban, W, which 15 rewarded ar
punished according b the past Behaviar, both positve a*, and
negative, a |, s follaws:

e A0 11 A KA
Yo =W, [+ a e a2 ;a1

e [ 4O05] deermines theincrementand can becalculabed fram the
security level mz 1.

The calculation of acian walue [either positive, a*, or negative, a 4
includes cldssic a priari probabilities dbaut the user Behaviar, Fram 4
priari probdblide swe tan caliulate posteriari anes apphing the Bayes'
thaarerm.

_ A, |25 [t
i) = Lt

[l
where H,. is the historical behaviar. The densigy functian represents
the distributian of these prababiliiies for Bnany events in the interval
| 1) 500

R = 122 T e e

[a*ilia !

This prabatalistic madel could be of wse far evaluating the risle
implicithy cansiderad within the trust definitian.

2.4 Wireless Sensar Meowark madels

Wireless Sensar Metwarls have recently gdined a high attentian
because af thair muoltiple and innovative applicabons 45 well a5 their
singular characterisbos.

They are, howewer, susceptible to 4 large numbser af securiby
threats, someafwhich might beeffectively mitigabed with an accurake
trust and reputatian mandgement |[12.249].

The main goals of reputation and trust-based systems in wireless
Lammunication nebwarles | 34), consist of praviding information tat
Allirs nodes b distingwish bebween trustwa rthyand nan-trustwsarthy

nades, encourdging nades oo e crustwarthy and discourdging partic-
ipatian of nodes that are unir usbwarthy.

Additanally, b mare gadls af 4 reputa ban and trust-tased system
fram 4 wire ke ss cammunicatian netwsarls pers pecbive £an ke dentified.
The first goalis o cope with any lind af abservable miskehaviar, And
the secand goalis to minimize the damage caused by insider attaclcs.

240, QDY

Authars of | 18] present an Ant Colony Optimizabion appraach far
reputation and qualiny-of-service-based security in WEMNs. They
specifically propose 4 qualin-based distance vectr proatacal Imawn
5 0V, where the mare reputdbion 4 node has, the maore reliable itis
far cammunicabion purpases.

OV isabe @ protectthe nebwarl agdinst paclcet injectian by those
maliziaus nodes which have been detected. This pratectan is made by
identifying thase nades who drop e pacleets Forwarded ta them.

[h this model repubibon isbased an pheramane cantentaf 4 path
far cammunicdtian. Thus, 4 path having more deposits of pheramane,
Ty, 15 considered mare secure. On the ather hand, QoS cansiders the
distanse bemwesn DA LM mUnicdting nodes, . Therefare:

d?.;[ﬁ' = M

n;
where Ty is the pheromane frace bebween nodes R oand J, ny s
the number of 's neightaars, and iFdy [T 5, Miskehaviarar security
vialiban s detected, which means nade 1 hds less forwarding
Lapabilities.
[n the same directan, Dos is defined a5 the percentage of ex posed
traffic accarding ta:

Edgn + FMin Eain
£ M)+ F Y

(0 =

being 2 Mleh 2 Mo and T Ml 0 the tatal numbser of generated,
receved and drapped pacleets, respecbively.

Finalhr, the qualify-of-security, Qe depends on the two previous
parametzrs amd defines the cammunization and transfer bebween i
nades. [0is the desiding Facbor 25 b which node needs i be selected a5 the
next nade in the path and is compubed 15 theweeighted sum af reputation

and oS
Whin = W1d>§[fll + Wz%[f.l

wrhere wy and wy are theweight parameters far the respecbve factars
Reputation and Das, and wy + we=1.

242 ATEM

ATREM [4] 15 an agent-based frust and reputabion management
scheme For Wirgless Sensar PebDwarlcs [WEME, where trust and
repulabian managementis carried aut lacally with minimal averhead
in termsaf exra messages and dme delay

IEis based an 2 clusterad WEN with Bacibone, and its care is a
mabile agent system. [t reguires 4 node's trust and reputatian
informadtion ta be stared respectively in the farms af r-instrument
and r—ertificate by the node itself. In additian, ATRM requires every
node to locally hald 4 mabile agent thatis in charge of adminisratng
the trust and reputdtan af it hasting nade.

LCansidering any bara nade s npand ny, the Finstrumentissued by n,
b0y under cantext O, is defined as

(e, 1, Cu | = EnalD HIDD)

where Eged 1} 15 40 encrypbon funcBan wsing n,'s symmetric leey, 5] )
154 hash digest funcon, D= [0 nd, D0 Ak G, 70y, T 154 Bie-stamip
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implying the time when the -instrument is issued and gy is the trust
evaluation made by rpan n.

[FEhere are k cancerned con kexts, Far any nade g, ks r=cerbificabe s
defined as:

RCIHe) = EgulR HIRY)

wihere B=[1000, T [[rq. Ok [f2. G2t Ced e which medns that
H's reputabian is vy under cantext Oy, fz uhder cantewt Cz,. . by uhder
cankexk Oy, 4t Lime poink T.

Befare starting amy ransactian bebaseen nyand ny, the farmer asis
it local mobile agent & abtdin the r=ertificate of the later By directdy
querying fy's locdl mobile agent Based an ny's r—certificate, v, decides
whether ar nat o start the tran sactian.

After the transactian is finished, iy malees a trust evaludtion an oy
based an the qualiny of the sernvice it gers, and then submits this
epaluabian boits local mobile agentwhich then accardingly generates
4 Einstrument Far oy and sends it ta Hy's local malile agent.

Based an the collected rinstruments, 4 mobile agent periodicalby
issues its hasting nade updated r—certifiabes. But since mabile agents are
designed B ravel aver the entire netwaricand run an remwte nodes, ey
mist b launched by crusked entties. Therefore, in ATRM QL is assumed
that [1% there is 4 trusted autharify thak is responsible for generating and
launching mabike dgents, and [ 2} mabike 4gents are resilient 4gamnst the
unauthorized analysis and modificabon af their compultion kgic.

Several addibonal proposals have been developed in the last Fewr
wears in the field of frust and reputabion management far Wireless
Sensar Mebwarles, For instance, ATSM 6] based an agent syskms,
BTRAWER [17), based an antcalany systems, RESR |14, maliing use
af Bayesian theary or DRBTS [35), suggesting an analytc Farmulation.

3 Trust and reputation modek classification

Oncewe have shown and described severdl represeniabive rust and
reputabion models, we dre ready [0 give some recammendabons |
£lassifiy them. Firstaf all we need ba ex tractk the main charackerisbcs that
mstaf hem share, We da nobex pect B give an v haustve and completa
classificabon, buk just an approach o be cansidered as part of 4 pre-
standardization process of fust and reputabion models in distriboabed
Fyrstems.

Tabke 1
Trizl and repulalion radels camparsan.

The first classification cowld e dane according @ what lind af
madel they are dealing with. As we hawe seen, it might be either a
rustar a reputian madel, or ewen 4 hybrid ane if it mandges bath
issues. These three groups include all the madels we hawe analyzed.

The next level af classification is the scope, enviranmentar target
af the madel. Rar insance, we hawe analyzed trustandfar reputatian
muodels for Feer-to-Feer, Ad-Hac ar Wireless Sensar Mebaarles. We
have seen modals for multi-agent systems as well. And agdin, same
madels could be included in mare than ane of these categaries.

Anather caeparization coukd depend an what technic ar method-
alagy has been wsed in order o devebkop the model. We are tallcing, far
example, abaut using Fuzzy Logie, Bayesian Mebawades, Social Mebwarlcs
at Bo-inspired algarithims. Other duthars just gose some analybs
expressions in arder to model trust andfor repula bon concepts.

fm this way, Table 1 shaws 2 classification afall trustand reputiban
miadels expased in Sectian 2 and same others, such a5 TROD | 39] and
CraupRep | 9|, forinstance, [Cinglude s 30 mechanisms ar propasals far
rust andfar reputabion mandgement, 15 af them applicable in molb-
Apent systems, 12 in F2F nebaadcs, 5 in ad-has anes and 7 in WSNs.

Mate how sarme madels Aowell in mare than anefategary. [Cisals
clear that most of the studied models wse analytic expressions
madel trustand reputatian, and are dimed B watrlein 4 F2F nebasarlc
aF 4 Ml lCi-4 gen  systemm.

In fazt, B outaf 30 of he approaches epased in Takle 1 malie use
aof Fuzzy lagic, 5 wse Bayesian nebwarles ar Bayesian theory, 4 apply 4
ig-in spired mechanism, 3 benefit From sacial netwarles research and
12 describe their suggested trust andfar repubabion management
thraugh an analytic expressian, ar 4 staf them.

Thergfare, a very apprapriate Aeld of investigdtion [ since there isless
wiarle done} could be the development of trust and reputation models
whase scope dre Ad-hao and Wireless Sensar Rebwearls, and whase
Echnic ar methadalogy are 4 sofial nebwo Flc ar Ba-inspired algarithms,

4. Recommendation for pre-standardization

4.0 Trusr and repuanan definican

Being aur purpase the dewelopment of 2 set of recammendatans
ditred ta reach 4 standardization appraach Rar rustandfor reputabian

Technic
Fussy Boyeian Em-inzpired Sacial neivinrk Anabylic
Agmnl PATRAL-F |35] MTrist 53] Anifep |41 | 25,45} ATRM [4] Trusl
| 1L28] B BT [42] 121
AT 5]
AFRAS |7 MTrst 53] AniPep 41 Social Pegret [31] Spars 44| Pepulalion
PATRAL-F |35] B BT [42] |12a] Peg el |30
| 1L.28] ATRM [4]
121
rzr PATRAL-F |33] B BT [42] AnlPep |41 43| Trusl
P | 3] rma |3 TOTM |47 DWTrus1 | 15]
TRIO [33]
Cmupfepr 4]
Erg=nTrumi 0]
121
PATROL-F |33] B BT [42] Anifep |41 43| Pepulalion
P |3] P | 3] Cmupfep [40]
RR5 6] Eig=nTrisi 0]
]
d-hoe 1 P 3] ATRM [4] Trusl
e
1 P 3] ATRM [4] Pepulalion
RRS 6]
WaY 122} ETRM-WSN |1 T] ATRM 4] ORBTS |35] ATSM 3] Trusl
RESH | 14| ame 1| ATRM |4] Pepulalion
ETRM-WSM |1 T] ORETS |35]
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miadels in distribubed and heterogeneaus systams, the st thing we
need is 4 commonly accepred definition of trust and reputatian.
Different definitions aftrust and reputaban havebeen given alang
several research warles [ 1,13 23] Howewer, we hdve chasen just ane
definition Far each ane. [n thatway, the definitan of trusk by | 13] s

Truzer for, swmmerrically, disrusey 2a parcicular lzvel af e subjernve
prababilin with which anagedr will petform a parocular acoan, both
befrehe can manicar such actan [arindependently afhis capasine ever
o be able e manier ity and (0 a caneexr i which o affeces his awn
2ETIH

Equally, the definitan of reputation by |1]is:

A repuranan B an exparanan abour an agenc's beflaviar based an
Hfarmanan abaur it or abssrvanons of 02 pasc behaviar,

Same authars do nat exphady disbdnguish bebween these twa
cancepts whereds athers malce 4 cledr sepdration bebween trust and
reputaton, Wewill consider themm s differentbut dosehy related issues.

42 Trusr andiar repucacian madel compoHenrs

Fram the andlysisaf the stake of the art presented in Sechan 2, vwe £an
deduce thata trustandfar reputation model 15 generdl iy compo sed of five
Lampanents |24 gathering behaviaral informatian, scoring and ranking
enbities [peers, nodes, 4gents, and sensorsh, entiby selecton, ransacton,
and rewarding and pumishing entities. Fig. 1 depicts these elements. Any
standard muodel should e designed having thess oM panents in mind.

The first companent af 4 standard trust andfor reputabion madel,
gdthering infarmation, shauld ke respansible For collecting behawaral
infarmatian about theentibesin the system. This informatian wauld be
used to determine how trusbwarthy 4n entiny is [either an an absalute
stdle ar relabive ooather entibes}.

This infarmatian might came fram several sowrses such as diredt
nperiences with the argebng entity, neighbars, acqudinnoes,
belanging graup o arganizabaon, and even wimesses. Pre-trusted
ehtitieswaonld be also acceptable asitdlready happens in same existing
midels such as BigenTrust |28 ar Fowser Trwst |46

[F this infarmatian daes nat come fram direct experiences, anather
paintshould b talien inta accaunt the informabon integrity. That is,
the canfidensean e hds an ather entitie s' recamimendabans ar apinian s,
This 15 the red san why same moadels nat anlyevaluate entities as service
praviders, bub also 45 rakers, 45 well. This is the case af Regrat |30,
WITrust [33 | ar [<3], Farin scance,

AL this pint, severdl specifically applizable security threats [1557]
may ke talen in@ cansideratan. Thus, the passikilify of malwous
entites af fFarming a4 callusion ar perfarming a Syl acacle [ 111, Far
instance, should be avoided ar mitigaked.

" Gathering

_Information

Iransaction

{3 Reward &
Punish

Fig. 1. Truzl and/ar repulalion model =lkemenis: g=neml vien.

DN an entyes transactian histaryhasbeen callected and properly
wieighted, 4 trust andfor repubatian scare should e compuked for hat
entity. This compubition could be dane in differentways. Examples af
them could Be fuzay lagic, Bayesian nebwarles, anahrbc expressians ar
big-inspired algarithms.

Atthe end, eithera lacal ar a glabal trust andfor reputaban raking is
dane. This rating, used inarder & helpan enbify to decide which entigy
Lo inkeract with, £an e modelled 15 1 binany value [e.p. Crusted,
untrusked}, 4 scaled inkeger (21,2, .9, 10, anekment frama setaf
linguistc lakels [eg. ["very trustwarthy”, "Crushae FERy”, “LnCrw st -
chay”, "wery un rustwarthy |3, 4 value within 4 continoous intEneal [ &g
| 1] ek

[Eis impariant & mention the granolarity of such scare Sarrwe trust
andfar reputatiaon mechanisms consider the behaviar of an entibyasa
wrhale, while athers distinguish amang the different services affered,
by asaigming 4 different rating related o each ane af them. A s we will
see laer, an incarrest handling af this issue might lead ta imparcant
risles when selecting the final service provider due bo incoherent
Appreed ban af trust rakings.

Thus, the next compangnt of 4 standard model wouwld cansistaf
deciding which entity to interact with according o ibs trust andjor
reputatian values. AE this paint nat many models explain exphaithy
haw they select that entity, singe maost af the times iCis understood
that the mast trusbwarthyenbby will be selected, buk this has natta be
dane compulsanly i tisway,

h ik, 4 utilicy function could Be wsed in order to dermine the
qualiby of a service, and therefare help in the final senvice pravider
selecbian .

Having selecked an €ntiby [0 inceract with, the transactban icself
wiould e carried ot beween bath entibies, giving 4 tertdin senvicear
pood as a result.

Finally, after recening the requested senvice, the chenten oy should
assess [hal mansachon so iE can reward ar punish the entiny wha
provided thatservice. [nanrapinian, Ehisisawerny imparian boampanen b
in atrust arddor repufation mwodel, since the accuragy af trust andfar
reputation rakings highly dependan how fairan entdtyisevaluated fram
A GiVEn serice

Hawrewer, nat many authars talle about this issue in their warles,
and they mainly Facus on how the behaviaral infarmation is gathered
and haws the bust andfor repufabian rabng is compubed.

Fig. 2 shawrs an exended view aof the elements recammended Fora
standard trust andfor reputation madel in 2 distribubed enviranment,
a5 we have just deseribed.

42 Trusrandrar repucatian madel inerfaces

Fram Fig. 2 representing aur approdoh, an inkrface can be dedoced.
Far example, a gathering infarmatian function should receive a
callection af experiences and 1 callecion af pre-trusted entibes as
pdramekers The exper enoes could be represented 45 repula ban values,
ar 454 callectian af pasitive and negdbve previaus transadtian s, That
functin should male wse af an inside function in arder ta checle the
integrity of the g thered informaton by measuring the reliabiline af the
sources af in farmaban.

A possible scoring and ranlcing funcbion would receive the aukame
af the gathering funcbian asits primary input. Thatis, ibwaukd receive
either 4 collecion of recommendation s abaub which entty is mare
crustwso rehy, ar 4 collection of weighted ransactans [or maybe bath},

This function would malee use of any mechanism [such as fuzzy
lagic, Bayesian nebwear s, Ba-in spired dlgarithms, ete} in arder &@
pravide a local or glabal [ar maybe both} value of reputation andfr
trustof same or all the entities belonging ta the nebawarl.

AR oentity selection function should determine which entnr &
interact with, according o the received walues of trust andfar
reputatian fram the scaring and ranking funstian. bast af e times
Just e most rustwarthy entibyis selected, but this is not manda oy,
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Fig_2_Truzl andfar repulalion miode | slrenis: exlended viewn.

Once the ransactban is carried ouk and the requested service is
received, 2 revrard and punish fungtian should determine the subjectiwe
sabisfaction with that certain senvice ar goad. Thos, according ta Ehat
satisfaction and bto the oust andfor repulation values af the imvalved
entigyitwill reweard ar punish thatentity in Ermsaf considering it mare
af less rusbwarthy ar reputable,

Asd proof suppartng this generic specification, 4 trust and reputaban
models simulator, called TRMSim-WER 16|, has been developed
implementing these sk2ps within several madels induded in the toal.

4.4 Additional recommendanans towards pre-soandardizarian

Classical trust andfar reputation schemwes quite often relied an 4
zentralized Fublic Key Infrastrucre with its Certificatian Autharities
and so an. However, the rost andfar reputation model standardiza-
ban dppradch we develop here does nat suppose theexiskenoeafsuch
FICT. Inskead, it expects o define a trust andfor repuabion maodel for
distributed and heterageneans mviranments, such as F2F ad-has
nebwrar s, mlb-agent system ar Wireless Sensar Mebwarles,

[n the previous section we described the companents 4 scandard
rustandfar reputaton madel shauld have Herewe presen b numbser
of recommendations thak, in aur apinian, rust andfor reputatian
madels shauld fallow. Mewertheless, the final applicaban af each af
thase recommendations will depend on the specific restrictions and
thdracteristcs af the system andfor applicdtion scendria where to
ubilize this Irind of models. We cansider some recommendatians as
mare crific and unavaidable in any trust and reputaban mechanism,
whereds athers are mare suscephble @ each speafic enviranment

1. Within the gathering information companent 4 “good” trust and)
arreputabion model shauld nat relyan the existence af identities.
In ather wards, it may allaw entiies' ananyminy since, 45 4
speecific applicdtion af privacy, users mayanly accept parboipating
iFa certain amaun taf ananymigy is guarantesd .
This may vary fram na ana manity requirerments, i hiding real-wearld
identides behind peeudomyms |32, For instance. Anather saluton
vaiukl cansist of cryptographically generated unique wentifiers and
s8¢ ke hardwdre moadules, 45 10is the case of RRS [Sectan 2313

Howeever, 4 purely anamymaus syskem mightnot be Feasible, singe the
sourses of oo different ransacbions would be indisnguishable and
unlinlcatde.

. When weighting the collected behavioral infarmation and

camputing the trust andfor repuian values, the mare recent 4
transactian is, the mare weight it shawld has. Fig. 3 shows an
example af 2 funcbion wieigh Gng transaction s alang time,

By giving 4 higher consideration to mare recen binkeracbons, ibis
@asier ba accurately esimate the curren Ebe haviar of an entifyand
prevent Behaviaral oscillations alang cinwe. This is the fase of
Regret [Section 2,12, with the use of function o, o).

It is impartant @ nate that the decision of which discounting
funcbon & wse hds 4 strang implication in e perfarmance and
ascuragy af the madel.

e shauld be allowed the subjectivity in the assessment of a

transaction, ie., each entny may hawe Qs 4wn Crikrid when
evaluabing 4 received senvice. An entity may evaluate 1 perfarmed
transastwn dlane ar with the apinon and even cansensus of ather

0B

wal

Transaction Welgh

0z e

Tirre

Fig. 1 Weigh! ol & Iranzclion alang lime
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S0 (7 Transaction 4 " Transaction b
gk b assessment 1 £, 4 \assessment2 ) =
] : . i}
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]
Fi. 4. Subj=tiive Iranzotlion cas=xmenl. g
= F
i a4
e
o
partees, 45 ik can bechecled in Fig 4. o2k
Allowing subyecbwe evaluabion af transactians males trust andfar
reputabon scores b AL mare and beter with the specific goals and
necessities of each entiby in the ysem. ]

[n the case af MTrust [Sectian 2.1.4% an agent <an deade which
matad From set i to wse in arder & compuke the st between 4
truser awmer of dgents and a visied host

. Redemptian af past malicous entities wha has became benevalent
should ke passible, Othenarise 4n entiny wha has had a mistshavior
anceinthe pastoould notbe seleciedamsmare bo have a ransaction
with, even ifthattransaction could provide a better service than the
LLFTENE sk Crustwe FEY enCiy's Cran sacbians,
Asmentianad befare, the introduction of 4 ubligy function might e
i s cdses wery weseful since itean help b distingwish which is the
st service, nat anly in terms of the crust andfor reputaban of the
enbigywhich is praviding such servize.
This behaviaris illustrabed in Fig. 5, where 2 malicmus entity [with
an initial lowr selec bon probabaliney turns into benevalent [ reaching
thus a high sekectian probabling.
With this Irind of redemption an actually benevalent entiby is nat
eternally pumished for 2 miskehaviar maybe due to an imaluntany
action such as a hardware Failure, For example. Furthermaore, 4
maliziaus enbty wha has swapped her poodness may have same
appartunites B be selected a5 well.
[n ANtReR [(Sechan 2.2 2% Farinstanfe, the pheromaone races left by
the ants, allowr Farmer malicions nodes bo recover their reputabian.

. Benevalent newcamers shauld have the apportunity b participate
even if there are already trustwarthy entites in the system, as ik is
exemplifiedin Fig B Onze agdin, heapplicaton afubiliny funcbans
cauld help @ et 4 neweatrer be selectad, even Fithas 4 low b st?
reputation in the gestem, Buboffering 4 certainly profitabde service.
This reasure prevents 1 benevalkent enbty [or 2 set af them)
achieve 4 high trust andfor reputation score and, cansequentdy,
manapalize 4/l the transactiaon s performed in the syscem.
Maraower, the fact af assigning an apprapriate inibal trust andfor

OE -

0.4

Sclection probakbility

Tima

Fig. 5. Pedemipdion af malEous enlilies.

Time

Fig. 6. Chame [or benevalen| newiamerns.

reputation value meach newsamer is 4 praklem that should not be
neglecizd, singe it will direcdy determine its selection prababiliby.
In this case, QUV [Secban 2.4.7% has a good performance, sinceits
pheramang traces initializaban, together with the evaparation of
such tracesin case afmalicions beh aviar, allows nevecamers to have
oppartunities @ be selected 45 sendice prowiders.

Furthermadare, the assignmentaf 4 new identiny in the sestem could
have an associabed cost [nat necessarily ecanamich, in arder b
avaid 4 miskeh aving entiby @ easily leawe and re-enter the gystem
A5 4 NEWCO e wWithout paying 4 pendl period.

AN abuse af 4 good achieved repulton should be avoided.

Otherwrise an entbty could reach a4 high level af reputatian and
then miskehave For a lang bime. This preventian is shawn in Fig. 7,
where an entiby repeatedly ascillates its behaviar,

A quicl, accurate and effective detection af a repeabed mistehaw-
iar By a malicious en ity wha reached a high reputation should be
cdrried out By 4 syskm maliing wie af 4 orust andfor reputibon
madel. Ta da sa, an implementatian of 4 transackion histarny ar
“mematy” mightbe effectvely developed.

In Fack, FTW [Sechon 23.2% maintains 4 histarical behaviar Hoee
used in arder ta falculate the pasteriar prababiliiies needed [
estimate the trusbwarthiness of 4 user in the system. [ dane by
the application of the Bayes' thearem.

. Mevecamers shauld not have moreappartunibes than nan malicmus

remdining nodes in the netwarlc, Dherwise 4n enby could achiewe
enougeh repubabion & interact with ather anes, then leep cheabing
until iks level of reputabon did natallaw him o inkeracbagain [atleast

X

= = =
L (=] =

Selection probability

=
(5]

Time

Fig. . Exphilalion of good mpulslmn prevenlian.
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Far awhiled, and then keawe and re-enber the ne DVarlc 454 NEwoa mer
and startagain. Fig. B depicks this issue.

Therefare 4 newecamer shaukl nat be abke & be selected 45 service
pravider imimediately if 4 proved crus varthy entigre dlready Belong s
m the nebararlc.

That is the case, for instamce, of Sparas [Secton 21713 where
MEWEAMIErs 4re given e minimum repuitiaon value, sa they have m
build up such repukation bt by i

B. Ewery entity should receimse a different trust andfar reputatian
rating depending an the bypse of senvice itis providing. Othenaise
an enbby could gain a4 high lewel of trust andfor reputation
becausealits benevalent beh aviar providing 4 LerBin service but,
at the same binwe, wse that position to miskehdve when serving
anather different goods ar @sles, Fig 9 depicts this scenaria.
Theanly madel Fram the analyzed anes in Section 2 which allows
this differentiation is Regret since in that approach each
impressian Laf an agent is related B ane specific subject @

9. Bandwidth [asweell 25 energy consumptionis 2 wery crtical issie in
CEFEAIN nebwarles, such as Wireless Sensar Mebwarles. Therefare, trust
andforreputabion model s aimed bowarlein this ind of environments
aught b tale care abaut the awerhead they introduse in the syskem.
ATRM [ Sectian 2.42% s highly aweare of this prablem and obtains 4
pood accuracy while preserving 4 low rabe of massapes besides 4
small delay, incurring thus in 2 minimal awerhead in the nebwarle

1 The impor@ance af 4 Cransachion ar its dssociated risle shauld
influgnce in the subsequent punishmentar reweard accardingly. The
mare relevant 4 ransacban is, the higher it should be punished iFic

08
=
=
£
E &
& 4
g b
04
E
ul
0z
o

Tirne

Fig. 9. Dilf=renl ralings Far dilleren] s=rvicez

is nat praperly carrked oulb, and vice versa, as it happens with
DWTrnst [Sechon 2 2.1% when using Ay,

4.5 Madelz fulfifment af pre-srandardizanan recammendarians

Every madel descrited in Section 2 fulfills same of the recammenda-
bansgiven in e previous secban, but noneaf them fulfills all @gether.
Mes b ez will autlineg some of hose recamimrendatian swhich areindeed
apphed in the aforenwen boned st andfor reputation mechanisms.

Thus, Far ins@nce, Sporas |4 4550gns NEW Ls2Fs 4 MiNimMwn
reputation walue, and they build up reputabion durin g their 06Vt an
the syskm. Furthermare, the reputatian value af 2 user newer Falls
below the reputatian af 3 new wser, na matter haw unreliabde itis

Repret |30 madel gives 4 higher weight to those fransactions
wihich are mare recent [using 4 time dependent function g, 0} and
allawes subjectivity when evaluating 4 transacton, bub b does nat
ERFTIL A ORI LY.

Apents applying AFRAS 7] might be mare ar less suspicious
depending an the cost ar relevance of their dedisions. Mewoamers are
Biven the Oppor ity f inkract with present agents in the sysem
even if they lcnow each ather and they are actually benevalent.

MITrw st | 33] has been praved to Be resihent Agdinst strabegic rakers
and ascillating maliciaus 4gents. The farmer consists af 4 singlear 4
callusive group of raters wha strategizally pravide 4 set af unfair
feedbasles aiming bo destray 4n agent's reputabion or o boast ik
parthers' ane, The lateer is an agent Aufmabing its perfarmance by
conperdting ar defecting i partners unevenly in an acceptable range,
50 that it can sbill engage itself in future interacbans.

DWTrwst | 181, with its dynamic weeights £an mandge many issues
lilee redempton of past malicious nodes ar preventian of 4 good Built
& plaitiban. Hawever, it does nat Ble inta accaunt the ananymiby ar
the intraduced averhead.

Bath AntRep |41] and QOV |10 wse an ant coalony apbimization in
arder o mdndge repulaton and trust sa both bensfit fram its
adwantdges Porinstance, both allow the redemprion of pd st malicious
entities, since pheramane races incredse ds ants oavel traugh the
netwrarle On the ather hand, the pheramane evapardbian implies that
i} Ehe Benevalent newsamer s have the chanse to ke selected 45 service
praviders and iy an exploiabion of good Built reputation is avoided.

Ananymity is ane af the main design cansiderations af BigenTrwst
|24+, and it alsa manages the awerhead intraduced in e nebwarls
neverthelass every transacban hds the same weight.

RRE |B] considers the questwn af identity 45 central in reputdtian
systems, This model enfarces redemption of nodes over time by e
cambination of o mechanisms: periodic reevaludtian and repui-
Gan fading.

Authars af FTM |3, counting with 4 transacbans histary which,
mgether with 4 pasteriori probabilibes computation through Bayes'
thearem, mdle an exploitation af good repuatian unfeasible.

Finally, in ATRR |4] the reduced energy Consumption isane of it
mdin fedtures sinceit is foused an WEN where the devices have high
canstrainks in memary and compukation; hawewer, anly the very last
ransactians are taleen inta acoaunt.

Tabkle 2 summarizes the fulfillment af the previous recammenda-
bons by same of the most representative trust andfor reputatian
madels in distribubed systems. As b can be abserwed, managing
Ananymaus identides, dealing with the overhead introduced By edch
madel, punishing and rewarding accarding to the importance af a
ransactian and, espeaally, assighing different scares ta an entiby
depending an the service it is praviding, 4re the recommendatons
which less madels fallawsed.

5 Concluchons and future work

n this paper we hdwe described severdl trust andfar reputatian
madels faund in e literare, We have dlso given same classificatian
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Table2
Fulfilimi=nl al pre-zlandard ica lion reco mnendalions.

L1

o)

131

=

151

=
5

18y (3 13

Sparas [44]

Pegrel |30

BERLS |T]

MTruzl [33]

W Trusl |13]
AniPep [41]
BigmnTrus| [20]  »
RES [&] -
I |3

Qo 1)

ATRM 4]

pan s L L
oy
b T T T T
v A
T T
Y AR AN N

recommenda bons accarding to the bypse of madel [ trust, reputatian ar
hybrid), its scape [mulb-agents systems, F2F nebwarles, ad-has
nebwrarles, Wireless Sensar Mebaarlcs ar 4 combination of these} and
the Echnic wsed o compute trust andfor reputbon values [fuzzy
lagic, Baysesian nebwarlcs, bio-inspired algarith ms, social nebsrarles ar
ANAIYEIC X pressions ),

We havedlsa descrited the camponents wecansider 4 future crust
andfor repulation standard model shauld hawe: gathering behaviaral
infarmation, scaring and ranling entities, selectiing the enbity &
interact with, perfarming 4 ransachion with the selecked entiny and
rewarding ar punishing that endgy.

We hawe alz0 proposed an inErface aimed to supply 4 camman
layer when designing a trust andfar reputidon model Far distributed
eviranments, describing its main pardmeters and oukcames. This
interfare weas implemented in TRMS m-WER simulatar |16

A pre-standardization approach haskeen dlso propo sed, giving same
designing advices thabwe thin Ir brw st andfar repution models shauld
include. Thus, sameane interesied in develaping such 4 madel, will hawve
A SEFENE point o begin higher design, with passitde funcbansar seEps
pravided with different input and autput parameters and parameter
v lues.

Aswre have seen, neither all the scapes nar 4l the technics defined
in this paper far rust andfor reputatian madels have reseived the
sarme atkention. Far instance, Wireless Sensar Metwarle and Ad-hac
Metwirles have less trust madel warles dealing with them. Tt equally
happens with Bio-inspired algorithms and social netwarles. The refore,
this can be a good Aeld af research and future warle.

A5 Fubure warlo we will integrabe addibonal trust and reputaban
miadels in TRME m-WEN, accomplishing the generic steps descritsed in
this paper. Mareaver, several security threats |15 will be incuded as
weell,
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Trust and reputation management aver distributed systems has been propased in the last
few years as a movel and accurate way af dealing with same security defciencies which are
inberent ta thase environments. Thus, many madels and thearies have been develaped in
arder ta effective and accurately manage trust and reputstian in thase communities.
Mevertheless, very few af them take inta cansideratian all the passikle security threats that

can campramise the system. In this paper, we present same af the mast impartant aod

Keywerds: critical security threats that could be applied in a trust and reputation scheme. We will
Trust describe and analyze each af thase threats and propase some recammendatians ta face
Reputation them when develaping a new trust and reputation mechanism. We will alsa smdy haw

Security threats same trust and reputation madels salve them. This wark expects ta be a reference puide

Distributed enviranments
Threats taxanamy

when designing secure trust and reputatian madels.

B 2009 Flsevier Ltd. All rights reserved.

1. Intraodustion

Trust and reputation models have been recently proposed b
matyy researches as an inmovative solution for guarantesing
a roninitmm level of security betw een two entities belonging to
a dismituted systetn that want to have a transaction or
interacticm.

Thus, many stdies, works and models have heen
designed, carried ot and developed in this direction, leading
to a omrrent solid research field ot which both arademnia and
industy are focusing their attention.

hMatyy tmethods, technologies and mmechanisms like
fuszy logic (Tajeddine et al, 2004}, bayesian networks
[Wang et al, 2008hy or ewven bio inspired algorithins
[Gomez Marmol, 2338} have been proposed in order to
manage and model tust and reputation in systemns such
as PP networks [Almendres et al, 2004}, ad hoc ones
Moletniey and Weber, 2005, wireless sensor networks
[Boukerche et al, 2007} (WEN} or even miult agent systemns
[Sabater and Sierra, 2001}

* Correspending ruthor. Tel: +34 868 887966,

Analyzing and smdying sotne of these models [Josang
etal., 2007, Sabaterand Sietra, 2005} we realized that there are
sotme security threats directly related to this specific kind of
mibdels, which are common and applicable to most of these
approaches.

Mevertheless, we also noticed that each author proposed
histher owm threats when testing their developed models,
revealing the lack of a comitmonly agreed process of checking
the robustness of a st and reputation model against the
menteotned Haks.

This paper presents the rmost important secrity threat
scenarios that can be foumd inthe area of tist and repur ation
i a disgibuted systetn Where sotne enttes request some
services and other ones provide those services. As far as we
know, this is one of the first research works making such
a thoreuagh analysis.

We will describe each threat and propose a possible solu
ot For tackling it. We will addificnally stody how sotme of the
most representative rmodels deal with those threats and
analyze their proposed solutions.

E-mmail addresses: felivgm@um.es [F.C. Marmal), grepario®umes (G i, Pérez).
0167 -404 2 — see frant matter 8 2009 Flsevier Ltd. All rights reserved.

dai:10. 1016/ .ca5e. 2009.05.005
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Every accurate and robust tnist and reputation model
should have sorne techanistnstoeffectdvely overcotne all the
threats that could be applied to it Therefore, this work is
intended to serve as a reference guide for developing secure
trust and reputation models.

The rest of the paper is organized as follows: Secton 2
tmakesa brief desoription of st and reputation twanagetment
and discusses the irmportance of dealing with the security
threats exposed in Section 3, where sorne solutions are also
proposed. A taxonotmy of these threats is described it Section
4 and how some tist and reputation tmodels face thern is
shownin Section 5. Finally, sotne conclhisions and foture work
are depicted in Section 4.

2. Trust and reputation management

Trust and reputati on tmanagement hasrecently becoime avery
usefil and powerfal toolin sotne specific environments where
a lack of previcus knowledge about the systern can lead
participants to undesired situations, specifically in virtual
cotntnnities where 1sers do ot ktiow each other at all or, at
least, do not know everyone.

[t is in those cases where the application of tust and
reputation mechanistms is more effectve, helping a peer to
find out which is the most tustwrorthy or reputable partici
pant tohave aninteraction with, preventing thus the selection
of a fraudulent or malicious one.

We have noticed that most of the current tnist and repu
tation modelsin the literature followr these foor general steps
[Mdarti and Garcia hiolina, 2004} [as showm in Fig. 1)

1. Collectityg infortnation abeat a certain partcipant in the
cotnrnunity by asking other users their opiniohs o recomm
mendations about that peer.

2 Aggregating all the received infettnation properly and
sotnehow compiting a score for every peerin the netwrork

3. Selerting the most tustworthy or reputable entity in the
commmunity providing a certain service and effectively
having an interaction 'with it, assessing a posteriori the
satisfaction of the user with the received service.

4. According to the satisfaction obtained, a last step of pun
ishing or rewarding is carried out, adjusing consegquently
the global trust [or reputatiot; deposited it the selected
service provider.

Additionally, each model manages concepts such as tast
or reputation in maty different ways For instance, sotne
models like PTM [Almenarez et al., 2004 Almenarez et al,
2006} or AFRAS [Carbd et al., 2003) make use of fuzzy logic in
order to deal with those topics

Gn the other hand, bayesian networks are used by
authers of MTrst [Songsin, 2008} and BNETH [(Wang et al,
2006k, And even bio inspired algorithtns are used it AntRep
[Wang et al., 2006a) or TACS [Gotnes Marnunol et al, 2008}
Cther miodels like Eigentrust [Karnvar et al., 2563 or Peer
Trust [Xiong and Liu, 2004} just give some analyiic
expressions

Hionwrever, we also realized that not all the models address
all the possible threats that could be found and applied in

.'ﬁ. Q

Collect
information

il

| Weighted or blased B
| recommendations i
Aggregaie
Information
el
Giobal trust or i
reputation i
Select peer
& Interact
f Users i
satiglaction 'ﬁ
Punish
& Reward

Fig. 1 - Tmust and mputation models” staps.

those scenarios. [t fact, sotne of thetn do 1ot even deal with
these risksat all.

[t1 our opitiot, this is an issue that should not be under
estimated when designing and developitg a tew ttust and
reputation mwodel over distributed and heterogenecus
systemns, since an inaccurate management of these threats
could  result in  important  security  deficiencies  and
weaknesses.

[tis also worth mentioning that the distinction betareen
atrustand a reputation model is not alway s clear. However, in
our opition, those tmodels tnaking an explicit use of other
participants’ recotnmendatioths cold he categorized as
reputation models while the rest could be considered just as
trust models.

Finally, some sceharios where a tust atd reputation
model may prove useful conld be, atoon g maty others, a PP
file sharing system, an ad hocrouting protocol or a streatning
service in case of accident over a WEsHN.

3. Security threats

[ty this secton we Wwill present and describe the most common
secirity threats applicable in the field of tust and reputation
management over disgibuted envirentnetits Moreowver, an
approach aitmed to tackle and solve each of those threats will
he also proposed.

[t is important to note that, although all of these threats
can be applied to soime tust and reputati on model s, not all of
thetn can be applied to any model, since sotne threats are
specific of ohe or another type of tast and reputation model.
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Without lpss of generality we will consider a scenaro
where several participants [entities, nodes, peers, agents,
1users, .} belong to avirtual cetntmunity [F2IP networ, WEN,
ad hoc network, multi agent sy stern, .. where a certain set of
servicesis offered.

Whet a specific participantis requested to provide one of the
services it offers it can effecively provide the offered service and
act, therefore, in a benevolent way of, on the other hand, it can
provide a worse setvice, acing ths fraudulent or taliciously.

31 Individual malicious peers

Description. Maliricus peers always provide bad services when
selected as service providers [Fig. 2}

Fig. Z - Individual malicious pears.

Discussion. This is the sitnplest threat that can be found in
a trust and reputation systern. Every trust and reputation
model deals with this ldnd of attack.

Soluition. The way of preventng such a mishehavior is by
decreasingthe level of st or reputation of those participants
who always provide bad services, categorizing themn, there
fore, as talicos peers.

32 Malicious oollectives

Description. halicious peers always provide bad services when
selected as service providers. Maliciens peers fortn a mali
cens collective by assigning the maxitmrn trist value to
other malicious peers in the network [Fig. 33

Discussion. Mot many trast and reputation model s treat the
probletn arisen from the constitutot of a collusion arnong
malicionspeers, having thus an impertant secuarity deficiency.

Solution. The first thing needed to be able to cvercome this
threat is to sormehow manage, not only the goodness of every
user when supplying services, but also their reliability when
giving recommendations about other peers. Thus, a user who
provides unfair ratings will be alsp discarded as a service
provider.

33 Malicious oollectives with camou flage

Description. halicious peers provide bad services in p% of all
rases when selected as service providers. Malicious peers

Fig. 3 - Malirionus collectves.

forto a malicions collective by assigning the maxitnum tnist
value to other rmalicious peers in the network [Fig. 4}

P

e \_/ . _V/

Fig. 4 - Maliriens collectives with cameonflaga.

Discussion. This is, in many cases, a threat which is not
always easy to tackle, since its resilience will mostly depend
onthe behavioral pattern follensred by tnalicdeus peers. Thatis,
itisnot equal to battle against an oscillating patterm [being
fully betievoletit for a period of titne, and fully fraudulent for
the next period, and so on, as showm in Fig. 5(ay, for instance,
than against an increasing and decreasing one [Fig. 5(b)), or
even a randotn pattermn (Fig. 5(c}

Furthertnore, the variable behavior is ot evet cotsidered
asathreatinmanymodels inthe sense thatthey dotot punish
that kind of behavior, but they just try to adjust the trust and
reputation given to a peer to its real and current goodness.
Gther tmodels [Karnvar et al., 2003;, however, demnotistrate the
uselesstiess for tmalici mis peers tobehave it this way.

Solution. The first topic to address is to somehow distin
guish the confidence deposited in a peer as a recommender
and the oust depositedinthe satne peer as a service provider.
This mechanist can be very helpful when trying to avoid
un fair ratings fromn rmalicious entites. Additicnally, the vari
ahle behawvior of apeer, when detected, could be punished and
aveided.
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34 Malicious spies

Description. Somne ralicons peers always provide bad services
when selected as service providers. Those mmalicious peers
form a malicons collective by assigning the maximum st
value to other maliciois peers in the network. Gther distinet
malicions peers, mown as roalicious spies, always provide
good services when selectedas service providers, butthey also
give the marimum ratn g values to those malicious peers who
always provide bad services [Fig. 4.

Discussion. [ this threat, the malidous spies may gain
a high level of tust and reputation, sitice they always provide
good services, being able then to easily subwvert the st and
reputation tmechanistn applied in the system Most of the
titnes, this kind of attack hasnot a trivial or easy way of being
effectively tackled.

Solution. Like it previous threats, an accurate tnanagetment
ofthe reliahility of the peers, ot only as service providers, it

Fig. £ - Malicious spies.

also as recommendation providers roay effectively help to
prevent this kind of abuse, although it will probably take
longer more effort and tmoere resources needed, therefore} in
order to be able to identify beth the malicious peers and the
tnalicions spies.

35  Sybilattack

Description. An adversary initiates a disproportionate number
of malicious peers in the netwoerk. Each time one of the peers
is selected as a service provider, itprovides abad service, after
which it is discotnected and replaced with a tiew peeridentty
[Fig. 7} [Doucewur and Donath, 20462

.
\““‘{\

X
\‘I/\ x*""’f/

Fig. 7 - Sybil atack.

Discission. This kMind of attack might prove gquite prohletn
atic since it could prevent good peers frotn being able to gain
a good reputation, since they might ot be selected mo st of the
troes.

Agait, not many thist and reputation models deal with
such an important and potentally dangerous threat like the
Sybil attack leading thus to an underestitmated but great risk.

Solution. One of the most commoen solutions proposed in
the literature For this Mnd of threat consists of assocdating
a cost to the gevieration of new identities in the cormmunity.
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This cost is not necessarily economic, bt it can also be a cost
in tettos of titne or resowrces, for instarnce.

Another suggested way of dealing with this problern [Girao
et al., 2004} makes use of a central entity managing (virtual}
identdties in the systemn, or evern a set of idendty providers
ensaring that every participant in the cottnunity has
aunigue and imrmitable identty.

3.6 htan in the middle attack

Description. A mnalidous peer can intercept the messages frotn
a benevolent service provider peer to the requestor and
rewtrite them with bad services, makitg therefore the repu
tatioty of the benevolent peer to decrease. That participant
could even malicously modify the recormmendation s given by
an honest peer, in order to benefit histher owmn interests

[Fig. &.

b ¢
)

v

Fig. 8 - Man in the middle attark

Discussion. Ohe wore e, this is a threat which has ot
heen associated with trast and reputation systetns tradition
ally. Most of the authors consider or assumme the anthenticity
of the peer providing either a service or a recommendation.
Mevertheless, as explained before, this attack can cause
a great dammage and effect it the systern if its application is
possible.

Solution. A sitmple way of aveiding thisrisk could be by the
use of ayptography schetnes in order to authentcate each
nuser it the systern [maybe with a digital signatire or any
simnilar mechani sty Howewver, and unfortunately, it is not
always feasible to apply such a solution, above all in highly
distributed environtments like wireless setisor networks.

37 Driving down the reputation of a reliable peer

Description. Malimiois peers always provide bad services when
selected as service providers. Malicienis peers fortn a mali
s collective by assigning the maximurm trust value to
other malicious peers in the network. Additionally, they gve
the worst rafing to those benevolent peers, who indeed
provide good services [Fig. 9}

Discussion. This kind of attack can be even worse than the
oties natned malicions collectives and tnalicions spies, since
ity this case benevolent peers also receive unfair critics frotn

Fig. 9 - Driving down the reputaticn of a reliable peer.

malicious pees. [ such a sifuatioh if an interaction with
arpalicious peeris carried cut it can be identified as malicious,
but if an interactiott has never been perfonmed with a peer
which is actually benevolent but whose reputation has been
driven dersrty by talicious participants, then that peerwill not
probably be chosen as the peer to have an interaction with.

Solition. The differentated managemment of the oust gven
toa participant when supplying services and the reliability of
hisiher recotnmendations can be wery useful in this scenario
aswell. Howewver, there are sorne tnist and reputation models
[Gotnes Marnol, 2008} where this distincton is not explicitly
done but, due to their dependenicy on the topology of the
networl, are able to find th e most tustw orthy path leading to
the mpst reputable peer offering a certain service.

38 Partially malicion s collectives

Description. Malicieus peers always previde bad services when
selerted as certain service providers. However, they always
provide good serviceswhen selected as other different service
providers [Fig. 10}

\

Fig. 10 - Fartially malicions collectives.
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Thatis, for certain services they behave properly, while for
other specific services, they act malicously. Malicious peers
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form a malicdeus collective by assighing the maximum tuast
value to other malic ;s peers in the network.

Discussion. There are soime tnist and reputation models
which are not resilient to this kind of attack since they just
perform a global cornputation of the tnist anddor reputation of
a peet, regariless the service they are providing. [n such
a sitnatioh sotme distorfion can ernerge, considering a peer as
fully or guite benevolent [malicieas) altheugh it can also
provide sotme frandulent [goody services.

Solution. By just considering a different score for every
service offered by a peer, this threat is mitigated most of the
times. However, it is not always possible to tmake this
distncton since in some environments (for instatce, those
with a great amount of services offered) it conld lead to sotne
sralahility probletns

34 Malicious pre-trusted peers

Description. Sotme or all the pre tisted benevolent peers
becotne tmalicious ones, tmaybe by always providing bad
services when selected as service providers or by rating with
maxitmn trust valle other talicious peers who always
provide bad services when selected as service providers.

Discussion. First it is werth mentoning that itis not always
feasible to fmd a set of peers that can be tusted before any
transaction is carried et in the systetn (Fig 11},

Fig. 11 - Malirious pre-trusted peors.

Some models [like Eigentrust [Karnvar et al, 2003), for
instance} base their strategy ot this kind of participants
Howrever, and maybe ina paranoic way of thinking, everyuser
in a virtual community can behave inappropriately at sotne
poitt. [f such a thing ocowred with a pre trmsted peer, those
models mentoned before wolld be it a sk

Solution. Dur suggestion for such sitnatiens would be to be
ahle to decide atanytime which peers belong to the setofpre
tusted ones, depending on their behavior.

4. Sequrity threats taxonomy

This section will descaibe several properties of ditnetisions
related to a generic security threat for tnist and reputation

systemns (Lamn and Riedl, 2004}, These dimensions will helpus
to Create a taxonotmy of the previeusly exposed threats,
analyzing and categerizing each one of them according to
these properties. [n fact, a surnrmary table [Table 1} has been
designed and included showing that classification.

# Attock intent

An adversary may have several different goals when trying
to subvert a tast and reputatioh systetn. Two straight forsrard
intents are to frandulently praise an entityin ordertoincrease
her reputation in the systemn and, conversely, to drive down
the reputatiot of a reliable endny.

Athirdpossible goal could be just to datnage the reputation
systern as a whole, sousers may decrease their st in it and,
eventally, stop using it.

Thus for instance, malicious collectives, collectives with
catnouflage and tnaliciens spies attacks will ooy to unfaidy
praise and increase the reputation of sctne entties which
artually do not deserve it. The rest of threats will just oy to
subwvert the whole systetn in ohe or another way.

» Turgets

Sotne security threats focus their efforts on a subset of
nusers or entiies belonging to the systern, whetreas other
threats center on specific indivicdual users. There are even
soine threats which do not distinguish and are applicable to
the whole comtounity.

[t this sense, individual malicious peers and man in the
tniddle attacks can be clasgified as individual attacks, while
driving dowm the reputatiets of a reliable peer affects all the
metnbers of the commmunity. Other threats’ targets are
composed by a subset of the entiies belonging to the
systern.

» Required knowledge

The amount of information needed to be gathered or
collected fromn the systetn in order to effectvely perforin an
attack is another important issue in these scetiarios Thus,
soine threats will require a cotprehen sive ktnowledge about
the whole systetn or about sctoe particular enttes, while
sotne other threats will work: properly with a stmall knowledge
ahout the st and reputati et sy stetn [its users, the tnist and
reputation model applied, ratings distibution, ete.}.

Regarding this peint, creating a collusion, forinstance, will
needmore infortnation aboutthe systetn (each memberofthe
collusion needs to know the rest of themn) than an individual
attack such as individual malicieus peers or Syhil attack. [f
they also teed to know, for exatople, the goodness of each
metnber for every given provided service, then the amount of
required knowledge in order to perfertn the attack is higher.

* Cast

The less expensive an attack is, the more beneficial is its
application. Gmce again, the cost of running an attack is not
necessatily ecotwornic, butit can be alsotneasured it tenns of
resorces of titme requiretnents, for instatce.
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Table 1 - Security threats takonomy.

Security threats Aftacks ditmensions
Aftack intent Target Reguired Cost Al gorithn Detectahility
knowledge dependence
Individu el mplicious pesrs Whole Individuel Lowr Lonar Zeneric High
Maliciou s collectines Praise Subset Medium edium Generic Medium
M liciou s collectiwes adth Praise Subset Medium Medium Generic Loar
et ufle pe
Maliciou s spies Praise Subset High Hizh Generic Lovar
Syhil stteck Whole Subset Lowr Medium Generic Liaar
Man in the middle settack Whaols Individusl Medium Medium Generc Medium
Cmivin g doarn the reputeton Whols Al High High Generic Lanar
of n relinble peer
Partislly melicious collectives Whole Subset High High Generic Loar
Mualiciou s pre-trusted paers Whoale Subset High High Specific Lioar
Thus, sotne threats will have a higher associated cost and . . . . .
will be therefore more difficult to be performed, while others 5. Dealing with main security threats in

will be easily applicable, since their comresponding cost will
tnake thetn worthy.

As it can be ohserved in Tahle 1 the cost of applying an
attack is divectly related to its associated amount of reguired
kmowledge. The only case where both dimensiohs do not
tateh is for the Syhil attack, because although it needs
[early} no kmowledge abouat the systern, it is not usually so
easy to create adisproporticnate numberof entities enough to
cause areally important damage to the commmunity.

* Algotithm dependence

Sotne security threatstake advantage of a spedfic oust and
reputatiot algorithrn or tnoedel Wnanerability atd exploits itin
order to create a great damage to the systemn. Cn the other
hand, other attacks are more generic and, conseguently,
applicable it a wider set of scenarios of envirottnents.

Most of the described semarity threats for tnist and repu
tatiot systern cowld be applied in altmost any scenario of
etvirontment. hMalicious pre tusted peers, however, is an
specific attack related and, therefere, only applicable to those
st and reputation algerithros or tmodels which actually
tnake nse of pre tusted peers, aswe will see later in the case
of EigenTruast (Karnvar et al., 2003},

» Detectubility

Finally, an attack owver trust and reputation systemns is
desired to be as less detectable as possible. Later at attack is
detected, the higher moight he the datnage cansed. That is the
reason why tmost of the threats arct tying not to induce
suspicion as much as possible, ie., they do not cause drastc
chatgesin the systern, but they rather make slight ones.

[t sotne way, the detectahility of an attack or threat is
a tmeasaremment of its resilienice and effectiveness. Thus, the
easiest threat of the previously presented ones to be detected
wold be the individual mmaliciens peers. As the collaboratiot
between attackers and their gathered knowledge about the
systetn increases, those attacks becotne more and more
undetectable. Thatisthe reason why all the threats based on
a collusion are, generally, more diffioult to tackle.

major trust and raputation moedels

This sectioh will present sotne of the most representative
trist and reputaton wmodels for disttibuted systetns and
will show how each of them face the threats exposed in
Secton 3.

Sotne  experimental results talen frown the reference
papers highlight how each model is reacing against certain
attacks they are covering.

5.1 EigenTrust

811, Brigf introduction
The first trust model we will describe is called EigenTrst
[Karnwvar etal., 2343}, and it is one of the most known and cited
ones in this field. [t is characterized by the assipiment of
a unigue global tust walue to each peerin a PIP file sharing
systetn, based on the peer's history of contribution s,

Thus, authoers define g; as the loral tust of peer i about peer
J,in the foll cwing way:

& = satfi, J] — unsatfi, j

i.e., the difference between the sati sfactory and unsatisfactory
interactions of peers 1 and j. Moreover, they also define
a normalized local oast value gje [ 1) as:

_ max [s,, &)
fr= T tnax sy, ¢

Feer i's global reputation is given by the local oust values
given to it by other peers, weighted by the gobal reputation of
the assigning peers. Let C he the matrix [of] and & a vector
defined as follows:

L T T A T = P ]
Cn Ca By 0 B G2
£= : : : : T =
i G2 CIJ' G ! ! cq'
Gt Sz CH]' G Gt

Havwving this, t represents the oast that peeriplacesin peer
k based on asking his fiends, and defined as:
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T, =T = (Zc“cﬂ,.._,Zc,rq*,.._,zc,rcﬁ)
=1 =1 =1

By querying his friends’ friends, peeri gets a wider view of
peer's k reputation, that is:

T, = [T

Goityg on in this way, after a large enough nurmber m of
queries, peer i will get the same eigenvector T, = [CT" T, as
every other peer in the systern.

Additdonally, authers propose tnote sophisticated ways
of cotmputing this eigenvector based on pre thisted peers
They also consider that a peer who is honest providing
a service [in their case sharing a file} is also likely to be
honest in repeorting its Iocal tast values, which, as we
have seen bhefore, has not to be necessarily always like
this.

512, Security aralysis

Regarding the security threats this model covers, when
a set of individual malicious peers is present in the
systemn, those peers receive high local trust walues only
frotn other malicious peers, sitce they are the only ohes
who walue the supply of malicious services [ie, they
cowpute gy =unsat(i, J}-sotfi, fi And even that only
occasiohally, since malicicus peers have to meet each
other through an interaction. Because of their low st
values, malicicns peers are rarely chosen as service
providers (around 10% of the tmes).

Forming a malicious collective does not increase the gobal
st values of malicious peers encugh it order for thet to
have itmparct on the netw ork due to the presence of pre thnisted
peers. A user will abways have the opportunity to perform
a transaction with one of those pre tusted peers and if an
itteracdion is perfortned with a malicions peer (Which ocoars
again around 10% of the times), it will be identified as mali
cions by the whole systern.

Hewwrewver, it is worthy to mention that authors do not
consider a collusion exactly in the same way we defined it
previoisly, sitnce in their scenario, every peer belonging to the
collusion gives the masinmitn rate to the "next” peerin the
collusion [and the minimm to everybody else}, fonming thus
aring or chain.

Moreoyer, the optnmatn scenario for a malicious
collective with camcuflage in this mwodel consists of
providing 50% of the times a fraudulent service [in that
case 28% of the transactons cotrespond to a malicious
service) Karwar et al. (2003} demmonstrate the unworthi
ness of such behavior for malicious peers relying on the
cost those peers have in crder to sometimes provide
a service properly.

Finally, authots alse deal with the problemm of Sybil attack
by imposing sorne kind of cost to the generation of new
identities, but they also show the vulnerability of their model
against malicous spies, since their opiniots and recomimet
datiohs will be taken into account [even whet rating mali
cien1s peersy due to their proper behavior when supplying
services.

5.2 PeerTrust

821, Brigf intraduction
PeerTrust [Miotg arnd Lin, 2004} is atrustand reputation model
that combines sewveral irmportant aspects related to the
managernent of tuast and reputation in disgibuted systems,
such as: the feedback a peer receives fromn other peers, the
total nutnber of transactions of a peet, the oredibility of the
recotntmendations given by a peer, the transactioh context
factor and the cotnrmunity context factor.

This acourate aggregation is perfottned through the
follewing expression, repre sentng the tustvalue of peerw, T(K}:

Mup

Tli) = &> 5[, DCR[PLK, INTEW, 1) + F = CFW)
=1

where [} deniotesthe total mrmber oftransacions perfonmed
by peer w with all other peers, plu, iy denotes the other
participating peerin peer u'sith transaction, 5w, i} denotesthe
nortnalized amount of satisfaction peer u receives fromm pluw, i
i its ith transaction, CR[U} denotes the credibility of the
feedback submitted by u, TF(u, i} denotes the adaptive trans
artion context factor for peer u's ith transaction, and CFu;
detiotes the adaptive cotntounity context factol (o peer u.

On the other hand, the credibility of u frofn w's point of
view, is commputed as:

. Simplu, iy, w)
C _—— e
riplu, 1) Eﬂjl SR (p(K, 1, W)

where

Sito[u,w) =1
B

S

beitg [u, v} the total namber of transactions performed by
peer i with peeru, [5[u} the set of peers that have interacted
with peer v and [J5[u, w} the commoeon set of peers that
have interacted with both peer v and w, computed as
[S[up 1[5y,

Additionally this model introcaces a tust based peer
selertion scheme, according to the third step described in
Section 2 and depicted in Fig. 1. A sitnple mle for peer w to
decide whether to have an interaction with peer u or not could
be T} = T haw (W}, Whete the value of Tirechau (W0} depetds
ot several factors such as the importance of the tratnsaction,
or the disposiion of w to tast unkhown peers ornot, among
mary others.

EE'."'SWJ_ﬂ-"ﬁ"'sw'”)y 05wy

Ixu) R

822 Security analysis

The accurate rmatagement of the credibility of a peer as
arecomtnender, as well as the context factor or the cototom
nity one allows PeerTrast model to effectively overcome many
of the security threats described previously.

Thus, malidons individual peers, maliciens collectves,
malicions collectives with camnouflage and driving dowm the
reputation of a reliable peer are sotne of the threats that are
solved by PeerTrist.

This ability to deal with those threats is due to, among
other factors, the defmition of credibility in tenms of the
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sirnilarity betwreen two peers, which allows the model to
arcurately detect and identify in the cotormunity malicious
service providers as well as malicious recormnenders.
Additionally it stmulates the community to supply
recotnmendations by building incentives or rewards to those
peers who provide feedbacks to others. And this is done
through the context factor, with the following defimition:

P

CFlu) = Tl

where Flu} represents the total narober of feedback peer u
gives to others. This sHrmalation alse helps and is very usefal
to avoid [almost any kind off malicois peers to gain a high
reputation in the systern and therefore, to be selected many
tmes as service providers.

When a threat of the type malicipus individual peers,
talicions collectives or driving down the reputation of a reli
able peer occurs, PeerTrast achieves the selection of frandn
letit peers to retnain less than a 156% of the dmes, being the
worst case that one where 50% of the peers are malicious.

Regarding malicicus collectives with camouflage, awthors
test the pscillating scenario describedbefore [Fig. 5(aj} obtaining
reasonahly good outcomes due to the use of a tme windows
based metric that discounts the old feedbacks of peers.

Finally, PeerTrust can also overcomne the threats of
partially malicious collectives [since it introcuces a context
factor to tneasure the importatce of each transacton} and the
matyin the middle attack.

The latter is tackled making use of oyptographic mecha
nistns. Specifically, awuthors propose that every identity is
established by a public key corresponding to a unique private
key, avoiding thus the spoofmg of an identity without the
kmoarledge of such private key. Additionally, any content prop
erly signed will not have its integrity or o gn compromisec.

5.3 BTRM-WEN

531, Brigf mtoduction

BTRW WEN [Gotnes Mannol, 20068) is a novel oast model for
wWireless sensor networks [(WEM} based ot the bio inspired
algorithin ofant coloty syrstern [ACS Dorigo etal., 2006} (tallow s
tofind the most trustworthy path leading tothe most reputable
service provider in anetwork. [tsintinsic natire make s it to be
easily adaptable to sudden changes in the topology of the
network as well asin the behavior of its participants.

m this model, a set of ants (artificial agents} is launched
throngh the WEN. While they are searching for the most
reputable service provider, they leawve serne pheromone traces
in every link connecting two nodes. That pherormone between
setisors o atd b, denoted as z., is identfled with the confl
detice sensot o has on finding the tmost trastworthy path
throagh sensor b

At eachnode, every ant has to decide which next sensorto
move towards. [norder to carry et this decision, a probability
is given to each arc not visited yet by that ant as followrs:

L P
- oLy e
[FN ]
L I a, otherwise

beitg pelr, s} the probability of ant k to trove frotn sensol v to s,
Hys the heuristic associated with the link joinitg v oand s,
identified with the distance that separate both sensors, Ju(r}
the set ofneighbors of node ruotvisited yetby ant k, and « and
A, two parameters to balance the pheromoene and the
heuristic.

Every time an ant crosses a link, it modifies its pheromoene
trace it the following way:

Tog =1 -l +9@

where @ =[14+[1-@)[1- 2550, 1% 15 the convergence
value of «g 5, and § is a parameter controlling the amount of
pheromone left by an ant.

[t1 the sarme way, the best path found by all ants receivesan
additintial updating, as follows:

T = [1 = plas + ol +try, QSci0mal s %

beitg Q50w s the gquality of such path. The guality of
a path 53 is measured in tenmns of the average pheromone of
the edges belonging to that path, T,, the percetitage of ants
that have selected that precise path as the most trastaorthy,
iy, and its length as it can be ohserved next:

Q5] = Ay

S
Length 5]
Furthermore, when ant B fmds a peer offering the desired
service, ithas to decide whether to stop and retum that found
service provider, of to travel ahead trying to find a better tnore
reputable} one. [n order to make that decision, the average
pheromone trace of the edges composing the current path is
cotrputed, T,

[f 7y is greaterthan a given threshold, then ant k stops and
returns current solution with a probahility equal to % [which
meatisthatbetter paths have tnete probabilities to be choset).
Gtherwise, if 7 is less than or equal to that certain threshold,
ant k considers ourent service provider not enough tast
worthy and keeps trying a better one.

Aswe indicated in Section 2 the last getieral step of every
st and repuitatioh medel consists of punishing o rewarditng
the selected service provider, accerding to the nser's satisfarc
totn. [ BETER WEM this step is explicitly performedin terms of
pherctmone  evaporation [punishmment; or reinforcemment
[rewardy of the path leading to the selected peet, asshowt next:

Sat
T = [T — P xd‘f,,,]F
e

where $ is the same parameter used in the local pheromone
updating, Sat is the user's satisfaction and dfy, represents
a distance Factor of the link joining sensers rand s, which is
defined as Folloowrs:

s
s = JL[%J[LLS::J .+ 1)

heing d,; the distance of ink jeining sensorsr and s frotm the
client and L{5y} the length of the soluticn found by ant k, 5.

522 Secunity aralysis

Regarding the performance of ETEM WEN against certain
threats, it hasbeen detmonstrated its acouracy in sitnatons of
malicious individual peers, malicious collectives, maliciois
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collectves with camouflage and drhving down the reputation
of areliable peer.

When apeeris selected as a service provider and it supplies
a worse service than the one it initially offered, not only the
path leading to that server is punished [by means of phero
motie evaporaton}, but alsoall the links or edges falling into
thattinde, hindering thisway other ants tochoose that peer as
the next hop in their route.

Malicions individual peers are, in this way, accurately
identfied in the cotnmunity. Less that 10% of the titmes they
are wrongly selected when th e 90% of the nodes are individual
tnalicions peers, in a WEN cotnposed by of 100 sensors.

Lue to the definidon of the algorithm, where every peer
only stores the pherotnone traces of its neighbors, if a mali
cious peer fortns a collusion and give s unfair ratings [in terrns
of pherotmone traces) to its neighbors, ants are able to owver
cotne this situation and find alternative paths [if they exist}
leadingtothe mostreputable nodes. This definition allows the
resilietice against a man in the middle attack, aswell

BTEM WEN is therefore resilient in the presence of mali
cious collectves [ this case the selection percentage of
malicions service providers (also called the error of the model}
remains under the 10% regardless the size of the wireless
sensor network, when the percemntage of rmalicious peers
forming a collusion is below the 0%,

Artually, the collusiemn threat model implemented in
BTEN WEN corresponds to the threat we called here driving
down the reputation of a reliable peer, which is in fact
a particular case of a collusion. So this model has been
detnotistrated to be able to cvercetne both threats.

Gmce again the pscllating scenario of Fig. 5[} has been
chosetiin order totest the model againstmalicious collectves
with catouflage. [nthis case, since there are sotne benevolent
peers not belonging to this collusion, they gain a high tuast
level in the systern and are, therefore, selected most of the
tmesasservice providers, obtaining sitnilar outeomesthan in
the rase of malicious collectves [less that 10% of errorwhen
the percentage of malicious peersisunder G0%).

Partiallymalicious collectivesare also avoided since BTRM
WEN uses different and independent pherotnone traces for
each service offered by the WEHN.

5. ParoerTrust

541, Brief irtroduction

FowerTrust [Zhou and Hwang, 2007 is a robust and scalable
FIF reputation systemn which leverages the power law feed
back characteristics found applicable it dytarnically growing
FIF networks, either stactured or unstructured.

Authors made several comprehensive experiments over
adata setextracted fromn eBay transacons and concluded that
the feedback mitmbers in eBay follenw a power law di stribut e,
Even mote, they demonstrate that power law feedback distri
butiot is applicable to every PIP reputation systetn in general

The power law disgibuten implies that the tode with
a few feedbacks is comtnon, Whereas the node with a large
munber of feedbacksis extremely rare. Therefore, only a few
nodes have rmuch higher degree than others, and specifically
those nodes are dynarnically selected as power todes and
cotsidered as most reputable it the systetn.

Mewvertheless, power nodes can be dynarnically replaced if
they becorne less active or detoohstrate unacceptable
behavior. Actually, the m most reputable niodes are selected
using a distributed ranking roechanistn which in turm applies
a locality preserving hashing in crder to sort all nodes with
respect to their global reputaticn scores.

To do so, PowerTrast builds a trust eved ay networi [T 0N}
ot top of all nodes in a PP systern where everypeer evaluates
each other whenever a transacticn takes place between a pair
of thern. Therefore, all nodes have local oast scores atd the
systemn aggregates those scores in order to caleulate the global
reputation score of each paricdpating peer. All global scores
fortn a reputation vector V={u,, U;, ..., Uy} Dalfilling that
Tu=1

[ crder to compute vector WV, consider the trust matrix
B =fryy defmed cver an n node TOM, where 1 [& 1] is the
nortnalized lecal tust score defined by vy = 83/ %8 [with
¥ = 1y andg;is the most recent feedback score that nede i
thtes node J. Mext an initial reputation wector Wy is set
asgurning, for instance, v; = 1. Andwhile [y -V, ] > ethe
successive reputatiot vectors are recursively computed as

1iL'r|r.|| = = V|n

After a sufficient mumber of k iterations, the global reputation
vector will converge to the eigenvector of the tust matrix k.
Finally, this global reputaton scores updatitgis carvied outby
power nodes.

542 Secunty anralysis
The use of reliable power peers as global reputation scores
updaters rakes PowerTrust a resilient tnodel against a wide
variety of security threats. Specifically, authors demonstrate
the robustness and accuracy of their approach through a set of
developed expetitments.

Thus, PowerTrist has been proved to be resistant against
an individual malicious peers attack, achieving good
oputcotnes in presence of this type of adversaries (less than
a 35% of error}.

Even more, since authors consider that a node providing
corrupted services is highly likely to issue dishonest scores,
FowerTrast is alsoresilient [with experiments supporting this
fact; agaitist malicions collectves, malicous collectves with
catnonflage and driving dersrith e reputation of a reliable peer.

Mewvertheless, it is wilnerable to a malicons pre tasted
peers threat, because in thismodel, power nodes are consid
ered as fully reliable peers (as pre trusted peers are in Egen
Trusty. Soif those power peers become malicious, they can
rause a great damage in the systemn.

5.5 Tackling summary

tn this secion, we present a sumtnary table [Table 2} indi
rating for each one of the descibed trust and reputation
models which threats catn be overcotne, which ot atd which
are just not applicable. n crder to toake a more cotmplete tahle,
we have also included some models [ATSN [Chen et al., 2007
and KW Trust [Huang et al., 2006)} not described in this paper.

As it can be pohserved, individual malicdious peers, mali
s collectives and malicious eollectives with camouflage
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Tahle 2 = Tackling summary.

Security Threats

Trust and reputatian madels

EipenTrust PeerTrust ETRM-'WSIT PawerTrust ATEN D'WTrust
Indiridual malicions peers L L 1 1w 1w
Maliciows collectives L L 1 L 1=
Malicinis collectimes 1w L 1 L 1
with carnoid] age
Malicious spies 1 1 | | | |
syhil attack I | | | | |
Man inthe rodddle attack 1 = ol 1 1 |
Driring down 1 L L L 1 |
the reputation of a reliahle poor
Partially roalicions collectimes | 1 - | | -
Malicionrs pre-tmsted peers | & E | & &

1, Begilient; |, vulnerable; &, not applicable

are the mast comman tackled threats, while maliciaus spies
and Sykil attack are nat avercame by any ar nearly any trust
and reputatian madsl.

Additianally, we have anly found twa madels where the
last threat [malicious pre- trusted peers) can be applied, which
are FigenTrust and PawerTrust.

It is impartant ta nate that nane af the presented madels
can absalutely prevent all the threats and that the prapased
salutions given in Section 3 are just same helpful guides that
aim ta decrease the impact af each ane af the assaciated
threats, but they canoat [and the do nat pretend ta)
completely avercame them.

G. Conclusions and future work

Trust and reputation management aver distributed and
heterapgeneaus systems has emerged in the last few years as
a navel and accurate way af dealing with same security risks
related ta these enviranments.

MWevertheless, the application af such mechanisms
iovalves the arsing af new specific and related threats that
shawld nat be underestimated. As far as we koaw, this is ane
af the Arst warks mainly facused on descriking such threats
and prapasing salutians @ avercame them

In this paper, we have analyzed the main security threats
that can ke applied in mast af trust and reputation schemes.
hioreaver, we have discussed them and suggested & passible
way af tackling each ane af thase risks in the design phase.

A camplete taxanamy af thase threats ar attacks has been
developed as well, describing several passible dimensions af
an attack aver trust and reputatian systems, and categarizing
the expased threats accarding ta these dimensians ar
praperties.

Additianally, we have presented same representative trust
and reputation madels and shawn haw they deal with thase
threats that can be applied ta them, revealing that nat all the
threats are paid the same attention and nace af them is
categarically salved.

#As far Future wark, we cansider that an implementatian
and camparisan af seweral af the maost representative trust
and reputation madels, in terms af their respanse against

same af the threats presented io this paper could ke an
interesting research line. In that way, we will facus an the
development af a validation taal allawing researchers ta
perfarm such tests.

Finally, we hape this wark helps ta the develapment af this
research held by canstituting a guide far new trust and repu-
tation madel designers.
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Abstreci—Trust and reputation models esearch and dewelop-
ment For distributed systems soch as P2P oetworks, Wireless
Bemsor Metworks [W5SNs) or Muolti-agent systeos hus ariseo and
taken importance io the last recent years among the international
n=earch community, However it s oot always easy to check
the correctness and accuracy of 4 model apd even mone, to
compare it againct other trust and reputation models. This
paper presents TRMSim-YWEMN, a Java-based trust and reputation
models simulator simed to provide an easy way to test a trust
and/or reputation model over WSNs and to compare it against
other models, It allows the uwser to adjost several parameters
such as the percentage of malicious nodes or the posibility of
forming a collusion, among many others,

T. INTRODUCTION

Relevance and wtility of distributed networks is improving
everyday due to the numerous applications they have and all
the research efforts that are focused on them. Specifically
Wireless Sensor Metworks [1] (WaNsk are widely spread and
employed in muoltiple scenarios such as fire detection, weather
measurements and even traffic management in Vehicular-to-
Vehicular [2] [V2V) networks.

Meyvertheless, this kind of networks has its own drawhacks.
Their wircless way of communication, their battery and band-
width constraints or their location in open environments, for
example, lezd them tw some security threats, Recently, wust
and reputation management has become anovel way of dzaling
with some of these important issues. Thus, several trust andfor
reputation models over W5SMNs [3], [4], [5], [6] have been
developed and studied.

But most of them provide their own and particular test
set in order to demonstrate their accuracy and goodness,
leading to a more difficult way of objectively comparing them
with other models. Furthermaore, it is uswally hard o design
a new trust andfor reputation model without any guideline.
Therefore, in this paper we presemt TRMSim-W3N [7], a
trust and reputation models simulator for W3Ns aimed to
provide a generic tool in ordsr to test and compare trust
and reputation models. We have included some of the most
common =xperiments found in the literature for this kind
of models and also developed an APl which constitutes a
template for easily including new trust and reputation models
into our simulator.

A number of network simulators [8], [9] has been proposed
and developed in the last few years. But most of them focus
their attention on compler communication protocols, which
many times require an expert knowledge, TR Sim-WEN
is one layer above Tt abstracts developers from low level
communication issues and centers specifically on trust and
reputation maodels.

The rest of the paper is organized as follows. Section
IT describes some simulation environments for trust andfor
reputation models. Tn section TIT we explain the generic AFI
designed to implement new trust and reputation maodels and
how these are added to the simulator. TRMSim -WSN s
presented in section TV and section W shows some conclusions
and future work.

IT. EELATED WORK

Lots of network simulators have been developed in order to
test new communication protocols and check their correctness,
robustness or accuracy. Authors of [B], for instance, present
a survey of F2P network simulators, describing their main
featurzs and also their limitations.

However, while the number of those network simulators is
considerable there is a lack of trust and reputation models
simulators for distributed networks. One of the few ones that
have been designed and published is TOSim [107. Tt has been
created to be highly modular and configurable, without incur-
ring in excessive overload both in terms of memory and time.
Tn order to simulate behavior related to trust, authors consider
four threat models of malicious pesrs to cause insecure files
to be uploaded to the system.

A nother important platform for simulating reputation mod-
els is ART testbed [11] which has become in recent years a
reference environment in the field of reputation models for
multi-agent systems. This testbed serves, on the one hand, as
a competition forum in which researchers can compare their
models against objective metrics and, on the other hand, as a
set of tools with flexible parameters, allowing researchers 1o
petform customizable and =asily-repeatable ek periments.

Mevertheless, we have not found any simulator, competition
or environment targeting trust and reputation systems for
W AN, Therefore, as far as we know, TEMSim-WaN is the
first trust and reputation model tool covering this objective.
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TIT. GENERIC TRUST AND REPITATION WMODEL

Each trust and reputation model has its own specific charac-
teristics and particularities. However, most of them share the
satne abstract schema or pattern about what steps have o be
given in order to complete a whale transaction in a distributed
systemn making use of a trust andfor reputation model.

Therefore, one of the main targets followed by our work was
to design and provide a trust and reputation models interface
as generic as possible. So first of all, we identified the four
main steps to be done in most of this kind of models [12],
[13]. Figure 1 shows these steps.

ATOTING &

Ranking

Perform transaction

Py ._E.'.'Clll.!-c”lliﬂ;;_
'-\_3“ J,' .kunh!’u-.'tlun wich
roeceived servion

e

Unanlisficd ,*" \\ - Satlied
W= 2.0

P .

4 '] Punish Reward
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Fig. |. Generie Trust and Peputation Medel Seheme

We have developed an  abstract Java class  called
TRModel wWeN containing one amribute: & set of generie
parametzrs for trust and reputation models [abstract olass
TRMFarameters containing the name of the parame-
ters file and the parameters themselves in the form
< parameter=val we =3

Tn order to add a new trust andfor reputation  model
to the simulator both subclasses of TRModel WSH and
TRMParameters have to be implemented. & subclass of
Service class could be also defined in order to specify more
details or characteristics [such as associated costs or quality
parameters, for instance) of a certain service.

Additionally, class TRModel wsn defines the five public
abstract methods shown in table Tin order to accomplish the
steps illustrated in figure 1.

The first method, gatherInformation, is responsible
for collecting or gathering the necessary information from
other nodes in the network Cindirect experiences, recommen-
dations, reputation values, et} if we are dealing with a purs
reputation model, direct experiences or pre-trusted nodes, if
what we have is & pure trust model, or a combination of both,
which is the most common case.

Retirned Yalue Method Mame Arguments
Gak h dInk therInk E Clieat
akheredInfo gather Cnformak s on Gervice
Clienk
VeckorcSengors | EcorefndRankong Gat hered o
Veokor«S engor
Cuk come perEoraTrancack Lon - =
Serwvice
VeckoreS engos >
Cuk Come reward B
VeckoreS EngnT >
Cuk cose purnieh B
TABLET

TEMGGEL_WSN 4 BZTRACT METHZDE

Tts first parametzr is the Client who is requesting the
desired service and, therefore, needs the application of the
trust and reputation model in order to find the most trustworthy
or reputable server offering the Serwice given as a second
parametet.

Tt retutns & CatheredInformaticn object. Currently
this class only contains the paths leading to those servers
which are candidates to be selected as service providers. Each
model can create a subclass of this one including the specific
information needed to work.

The second method, coorefndSankcing, receives the
gathered information from the previous one and scores each
path lezding to 2 server, returning either & sorted collection
of these servers [aocording to the score received) of the path
leading directly to the most trustworthy server found.

The third abstract method belonging to class
TRModel WsH, called performTransaction, receives
as a parameter the path found in the previous step, so it can
actually apply for the required service to the server selected
as most trustworthy or most reputable by the implementsd
mode| .

Then the server, according to its goodness, will provide
eractly the same service it has been asked for, a worse one
or even a better one, in some cases. Once the client receives
the service, it assesses jts satisfaction and returns its walue in
an Outeoome ohject [necessary W perform some statistics in
order to evaluate the accuracy of the modely. Some models
would store in this step that transaction satisfaction as a direct
eEpErience.

Finally, the last two methods, reward and punish, caey
out the fourth step pointed out in the scherme shown infiguee 1.
That is, they perform the reward and punishment, respectively,
to the server who has been selected to have the transaction
with., Depending on the satisfaction of the client with the
supplied service, one or the other will be applied.

They both receive two parameters: the path leading to the
maost trustworthy or reputable server found in the second step
ard the outcome got in the third one, containing, among other
things the satisfaction or dissatisfaction of the client with the
received service.

Tt is worth mentioning that there are, however, some trust
and reputation models which do not apply any additiona
punishmment andfor reward to those nodes the interaction has

Autharzed oenzed uze misdioc: [EEE Transacions on SMEC Azzoo 3k Edioes. Doven caded on Macn 05,2010 31 1549013 EST liom IEEE Waane, Restroionz asay.

Félix Gamez Marmol

113



TRNMSim-WSN, Trust and Reputation Models Simulator

for Wireless Sensor Networks

This full text paper was peer reviewed atthe direction of | EEE Commuwnizations Society subject matter experts fior publication in the IEEE W2C 20079 procesding s

breen carried out with, Thus, these two methods may not have
any particular code associated depending on the particular trust
and reputation model being implement=d and addapted to the
TREMSim-WSN proposed architecture.

Regarding the parameters needed for the trust and reputation
model, abstract class TRMParameters defines several pro-
tected methods, used to store and retrieve generic parameters
of any of the primitive types.

Finally, figure 2 shows a brief class diagram including the
main classes and their relatonships involved in the design of
our generic trust and reputation models interface.

————
[ Cll&l'at] I Sapirar I

R

§
1

F
H)
A

Fig. 2. <lase diagrarm of main elacses of the generic trust and reputation
reedels inE faee

As it can be observed, each Client has its required service
as an attribute, while each Serwer has a collection of offered
services. Both are subclasses of sensor class. Therefore,
every client uses i1s trust and reputation model in order o
i} search the most trustworthy andfor reputable server offiering
the desired service, i} apply for that certain service to the
selected server and assess its satisfaction with the actually
received service, and i} punish or reward the service provider
according to that satisfaction.

& further and more detailed explanation on how to add sue-
cessfully a new trust andfor reputation model 1o the TR Sim-
WAM simulator can be found in [7].

TW. TEMSIM-WEN

Tn this section we will formally present and describe our
proposal of Trust and Reputation Models Simulator for Wire-
less Sensor Metworks, called TR Sim-WSM [7]. A screenshot
of the main window of TRMSim-WSN can be observed in
figure 3.

A Metwork settings

The very first step to be carried out when using our
simulator is to0 create a new WSN. To do that, there are two
fizlds where we can establish the maximum and the minimum
number of sensors wee want our networks to have, as well asa
slide bar to set the wireless range of every sensor. Those thres
parameters will determine the links density of the network
[ie., the neighborhood of every node).

Additionally, we can select which pereentage of the nodes
we want to act as clients requiring a default service. The rest
of themn will act, therefore, as servers. We can also say which
percentage of those servers will not offer the required service
and will then only act as relay nodes. Finaly, regarding the
servers who actually offer the desired servies it is possible
to determine the percentage of them who will be malicious
ones, that is, they will not provide the service the are actually
offering, but a worse one or even any service,

Onee we have set all those parameters according to our
needs, a new random WSN can be created just by pushing
the bottom labelled "Mew WSMN'. Tt is also possible to load a
WEN from a RNL file by pushing "Load YWSMN" button, and
to save the current one into 2 A NL file through the "Save
WSMN" button.

Tf we want to evaluate the WSMN we currently have, but
with different links density, we can change the wireless range
paramezter and push "Reset WSMN' button,

B, Simulzfion seitings

The next thing o configure are the simulation settings. First
we car determine the number of executions we want for our
simulations, that is, the number of times every client in the
network will ask for its default service, making use of the
selected trust and reputation model. We can set the number
of different random WENs we want as well, according to the
settings described in the previous subsection.

We can take some decisions regarding the visual or graphic
presentation of the networks to be tested in our simulations.
For instance, we can decide whether we want the wireless
ranges to be shown or not, as well as the links connecting
sensors of the identifier of each one of them.

TEWSim-WEN is initially released with two trust and
reputation models: BTRM-WEN [3] and PeerTrust [14]. Fur-
thermaore, the parameters panel allows us to set the input
parameters file, or to manuvally specify the value of each
parameter needed by the current selected trust and reputation
mode| .

Since one of the man characteristics of WENs are their
constraints about battery and energy consumption, a dynamic
WWEM can also be simulated, where some sensors swap into an
idle state for awhile if they do not receive any request within
a oertain period of time & sensor in an idle state does not
receive nor transmit any message or packet. After a certain
timeout they wake up again.

Onee we have established all the previous settings, we are
ready to start our simolations. T we want 1o run a simulation
only over current network, we should press "Hun WSNY
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button. “Stop WSN" button allows us to force the finishing
of that simulation.

Otherwise, If what we want is to run a simulation over a
given number of random W5SMNs, then we have to push button
labell=d "Run Sirmulaticns". We can stop that simulation
whenever we want by pressing "Stop Simulations” button,
and current outcomes will be shown.

Finally we can also add some delay between each simulated
network, if we need to check the topology of every tested
WSM. The mazximum value corresponds to one second.

O Oaeillaiing behavior and collusion

Tn order to test the accuracy of every simulated trust and
reputation model we have included two security threats [15] to
our simulator. First one has to do with the osalllating behavior
of the servers offering the requested service,

Therefore, if that option is selected, after every 20 execu-
tions [i.e. transactions or interactions), each malicious server
becomes benevolent. Then the same peroentape of previous
malicious setyers are randomly chosen to be now malicious

TRMSim-W3N. Trust and Reputation Wedels Simulator for Winelese Sen sor Netsorks

[note that with a scheme like this a malicious server could
remain malicious after 20 executions?.

The second security threat introduced consists of the pos-
sibility for the malicious servers to form a collusion among
themselves. That implies that every malicious sensor will give
the mazximum rating for every other malicious sensor, and the
minimum rating for every benevalent one.

& good trust and reputation model should quickly react
against these behavioral changes and collusions and readapt
itself in order to prevent selecting a malicious node as the
most trustwaorthy of reputable one.

D. Duteomes and messages

Finally, two panels help us to know what has happened or is
currently happening in the simulator, and which are the results
of the last simulation.

Tn the messages panel, for instance, several messages are
shown containing useful information like the instant when
the last simulation started or finished, or which is the current
WEN being tested. Woreawer, every action such as creating a
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new WSM, loading or saving current one or showing ranges,
identifiers and links, among others, are also recorded and
shown there,

On the other hand, the outcomes panel lets us know the
tesults of the cureent simulated network, or the average out-
comes for a whole simulation. Three important values can be
observed here: the accuracy of the model, the average length of
all the paths found by every client of every simulated network,
and the energy consumed by the model (for future work).
Additional panels can be easily added if required in order o
show maore details about the experiments,

The average satisfaction is computed collecting the satisfac-
tion of every client belonging to each one of the tested WENs.
However, cliznts who can not reach any benevolent server are
not taken into account for computing these outcomes [since
any trust and reputation model is useful in that situation).

Tn figure 3 we can observe that a simulation over 10 random
dynamic WENs [with 100 sensors each one)} has been carvied
out using BTREM-WSN model. There were 2 15% of clients,
an 8.5% [(E5% - 10%) of relay sensors, a 53.55% [&8% - DO% -
TO% of malicious servers and a 22.95% (B5% - 00 - 20%
of benevolent ones. The average number of hops needed to
reach the most trustworthy server was 6.04 and the averags
prercentage of times that the mode| selected a benevolent server
as the most trustworthy one was 207,

%, CONCLUSIONS aND FUTURE WORK

& number of network simulators can be found nowadays,
allowing us o st low level communication protocols. Ney-
ertheless, there is a lack of simulators aimed to check the
correctnzss and accuracy of trust and reputation models for
distributed systems and, specifically, for W5Ns.

Tn this paper we have presented TRMWSim-W5SN, a novel
trust and reputation models simolaor for wireless sensor
networks. s far as we know, this is the first simulator of these
characteristics for WENs. We have shown the generic trust and
reputation models interface we have designed and developed
and explained how a new trust and reputation model can be
easily added to the simulator

We have also described the main features and possibilities
that TEMSim-WSN offers, and how to configure it in order
to carey out customized simulations.

Monetheless, several improvements and erhancements could
be applied o TRMSim-WSN. For instance, we are planning
to zld an energy consumption module to determine the over-
head introduced by each simulated model. Another interesting
option would be the possibility of selecting a specific sensor
and changing its properties [services offered, poodness, et}
Mobile wircless sensor networks, where nodes can move and
change their position along the time is also a new feature we
are planning to incorporate to the TEWSim-WSN simulator.
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State of the Art in Trust and Reputation Models in F2P net- Fublished  March 2010
worlks
TACS, a Trust Model for P2P Networks Published October 2009

META-TACS: a Trust Model Demonstration of Robustness  Accepted May 2005
through a Genetic Alporithm

Froviding Trust in Wireless Sensor Networks using a Bio- In press  February 2000
Inspired Technique

Towards pre-standardization of trust and reputation models Published June 2010
for distributed and heterogeneous systems

Security Threats Scenarios in Trust and Reputation Models Published October 2009
for Distributed Systems

TRMSim-WSN, Trust and Reputation Models Simulator for Published June 2009
Wireless Sensor Networks

Tahkle & Publications summary

META-TACS: a Trust Model Demonstration of Robustness through
a Genetic Algorithm

2O-May-2009

Coocrdinating authoer, Gregoric Martinez Ferez (gregoricfum.es).

Fapar: TASC 153FR - META-TACS: A trust model demonstration of
robustness through a genetic algorithm

Dear Dr. Martinez-Perez:



Acceptance letters

I =2m pleased to inform you of the acceptance of your paper after
the latest suggesticons hawve been taken intoc account. In
preparation of your manuscript for final processing, we are asking
you to do the followlng:

1} Prepare the revised paper in MS Word format with additiomal
files for the figures =and email them directly to Ms. Debbie Riwvard
{(debrarivard@yzhoo.com; and rivSE6@acl.com. & template can be
found from the link http://wacong.org/autoscit/anto/forms. itml

2} Provide a recent phote (om say .jpg., =tc.? of all authers and a
S0-werd bicgraphical sketch (in ME weord) with the szme email.
Flease put all of the files and em=ail them alsc to Ms. Debbie
Rivard

3} Flease go to AutoSoft web site (see ambowe) under Authors’® kit
and dewnlead a TEI Fress copyright form and £i11 it in and send it
by airmail to the address at the top of this letter.

4} Please send all these items as socom as possible so that our
publishing schedule would not be delayed.

Today, AutoBoft Journmal (1st journzl on soft computing in the
world) papers are being abstracted in over ten scientific =md
tachnological indices (IEI, Elsevier, EBSCO, etc.), and WAC papers
from WAC meetings books and CD ROM proceedings go into IEEE
¥plore. Thanks to fine centributien like yours, we will Xkeep up
the quality =nd standard of this publicaticn. We certalnly hope
that vou can realize cur situaticn, that without this modest
suppert it would be very difficult for the journal to survive.
Thank you for your contributicn te the Auteleft Journal.

We look forward to seeing you in Japan in 2010 (see wacong.org for
details and call for papers).
Flease promote this congress among all your peers.

Sincerely yours,

Jila Salari
Fublisher
WAC 2010 Co-General Chairperscn

F3: Address of Producticn Manager:
Cc. Ms. Debbie Rivard, Preoductien Manager Mailing Address @ 176

High Ridge Trail EE Ric Rancho, NM 27124-339E8 USA Riv686@8acl.com,
debrarivard@yahoo. com
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Publications relevance

State of the Art in Trust and Reputation Models in P2P networks

The article entitled *State of the Art in Trust and Reputation Models in P2F networks', has
been published a= a book chapter in the Springer Handbaook of Peer-to-Peer Networking,

Springer iz a global publishing company which publishes books, e-books and peer-reviewed
journals in science, technical and medical (STWM) publishing, Within STW, Springer is the larzest
kook publisher, and second-largest journal publisher worldwide [the largest heing Elsevier).

TACS, a Trust Model for P2P Networks

The article entitled *TACS, a Trust Model for P2F Networks', has been published in Wireless
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Publications relevance

META-TACS: a Trust Model Demonstration of Robustness through
a Genetic Algorithm

The article entitled ‘META-TACS: a Trust Model Demonstration of Robustness through
a (GGenetic Algorithm', has been accepted for publication in Intelligent Automation and Soft
Computing Journal, whose relevance and impact factor can be observed next:
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PhI} Thesis. - Trust & Reputation WManagement
in Distributed and Heterogeneous Systems

Providing Trust in Wireless Sensor Networks using a Bio-Inspired
Technique

The article entitled ‘Providing Trust in Wireless Sensor Networks using a Bio-Inspired Tech-
nique', has been accepted for publication in Telecommunication Systems Journal, whose rele-
vance and impact factor can be observed next:
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Publications relevance

Towards pre-standardization of trust and reputation models for
distributed and heterogeneous systems

The article entitled ‘Towards pre-standardization of trust and reputation models for dis-
tributed and heterogensous systems', has been accepted for publication in Computer Standards
& Interfaces Journal, whose relevance and impact factor can e observed next:
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PhI} Thesis. - Trust & Reputation WManagement
in Distributed and Heterogeneous Systems

Security Threats Scenarios in Trust and Reputation Models for
Distributed Systems

The article entitled ‘Security Threats Scenarios in Trust and Reputation Models for Dis-
tributed Systems', has been published in Computers & Security Journal, whose relevance and
impact factor can be observed next:
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Additionally, this paper was in the top 10 most downloaded articles of this journal in the
last quarter of 2009,

TRMSim-WSN, Trust and Reputation Models Simulator
for Wireless Sensor Networks

The article entitled *TRMSim-WEN, Trust and Reputation Models Simulator for Wireless
Sensor Networks', was presented and subsequently published in the proceedings of the IEEE
International Conference on Communications (IEEE ICC 2003).

The International Conference on Communications (ICC) is an annual international academic
conference organized by the Institute of Electrical and Electronics Engineers' Communications
Soclety. Some major telecommunications discoveries have been announced at ICC, such as the
invention of turbo codes. Recent ICCs have been attended by 1200 - 1400 people.
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AAA . Authentication, Authorization and Ace-
counting

ACO, Ant Colony Optimization

ACS, Ant Colony System

AFRAS, A Fuzzy Reputation Agent System
API, Application Programming Interface
AS, Ant System

ATRM, Agent-based Trust and Reputation
Management

ATSN, Agent-based Trust model in wireless
Sensor Metworks

BMBTM), Bayesian Network Based Trust Ma-
nagement

BTRM-WSHM, Bio-mspired Trust and Reputa-
tion Maodel for Wireless Sensor Networks

C2C, Car-to-Car
C A, Certification Authority

CHC, Cross generational elitist selection, He
terogeneos recombination, Cataclysmic mu-
tation

CORE, COllaborative REputation mechanism

DRBETS, Distributed Reputation-based Bea-
con Trust System

EAS, Elitist Ant System

EC, Evolutionary Computation

ECDLP, Elliptic Curve Discrete Log Problem
FF, Framework Provider

GA, Genetic Algorithm

IdM, Identity Management Systems

IdP, Identity Provider

ITS, Intelligent Transportation Systems

Acronyms

J2WIE, Java 2 Micro Edition
MAMNET, Mobile Ad-hoc NETwork
MMAS, Max-Min Ant System

F2P, Peer-to-Peer

FGPF, Pretty Good Privacy

FKI, Public Key Infrastructure
FTM, Pervasive Trust Management
DV, Juality-based Distance Vector
oS, Quality of Service

REGRET, REputation in GREgarious sock-
eTies

RFSN, Reputation-based Framework for high
integrity Sensor Metworks

RPF, Recommendation Provider

RRS, Robust Reputation System

SLA, Service Level Agreement

TACS, Trust Ant Colony System

TDTM, Time-based Dynamic Trust Model

TRIMS, Trust and Reputation model for [den-
tity Management Systems

TRMSim-¥WSN, Trust and Reputation Simu-
lator for Wireless Sensor Metworks

TTL, Tirme-To-Live
V2V, Vehicular-to-Vehicular

WSAN, Wireless Sensor and Actuator Net-
wiotk

WS, Web Service Consumer
WSN, Wireless Sensar Network
WESF, Web Service Provider
WWW, World Wide Web
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